

4        Form


Initial customer due diligence form – real estate: individual or sole trader
This form is for internal use only. Do not share this form without approval from the AML/CTF compliance officer.
Before you complete this form, you must make sure the onboarding form has been fully completed. You may need to ask the customer for more information if you can't complete this form without it. 
[bookmark: _Hlk219709229]The glossary at the end of this form defines terms that are in bold. 
	Customer’s name:
	

	Internal reference number:
	




Section A
A1. Risk assessment
Answer the following questions based on the customer’s onboarding form and your interactions in relation to this service:
	Risk factor
	Risk rating
	Yes
	No

	Designated service risks

	Is the real estate of high value ($1.5 million or more) and being purchased without a mortgage?
	Medium
	☐
	☐

	Is the customer paying wholly or partly with physical currency (i.e. physical notes or coins) valued at $50,000 or more?
	High
	☐
	☐

	Is the customer paying wholly or partly with one or more virtual asset (such as digital currency, cryptocurrency, Bitcoin, Ethereum)?
	High
	☐
	☐

	Has the customer requested a service that:
has no apparent economic or legal purpose?
would involve unusually complex or large transactions?
would involve an unusual pattern of transactions?
	High
	☐
	☐

	Customer risks

	Do you think the customer may have engaged in criminal or unusual activity?
Note: If YES, have you notified your AML/CTF compliance officer in an Unusual activity report information form?
	High
	☐
	☐

	Do you think the customer or a related party are or have previously been a domestic or international organisation politically exposed person (PEP)?
	Medium
	☐
	☐

	Do you think the customer or a related party are or have previously been a foreign PEP?
	High
	☐
	☐

	Is a third party acting on the customer’s behalf as their representative?
If the third party is a reporting entity enrolled with AUSTRAC and provides evidence of enrolment, select NO.
	Medium
	☐
	☐

	Do you think the customer has unexplained wealth disproportionate to their known sources of legitimate wealth?
For example, the customer lists their occupation as ‘student’ or ‘unemployed’ and wants to purchase high value real estate without a mortgage and evidence of where the funds came from.
	High
	☐
	☐

	Is the customer or a related party operating a charity or other non-profit organisation (NPO)?
	Medium
	☐
	☐

	Delivery channel risks

	Will you be interacting with the customer or their representative only through remote channels that prevent you from establishing that they are who they say they are?
For example, online channels where a person can't prove they are who they say they are, such as channels that prevent you from linking their appearance to identity documents or taking other reasonable measures to prove they are an actual person. 
	High 
	☐
	☐

	Country risks

	Is the customer or a related party resident of or located in a medium risk country?
Do you think the customer will transact with another person who is a resident in one of these countries? This includes individuals or non-individuals (such as companies, body corporates, trusts, legal arrangements).
	Medium
	☐
	☐

	Is the customer or related party resident of or located in a high risk country?
Do you think the customer will transact with another person who is a resident in one of these countries? This includes individuals or non-individuals (such as companies, body corporates, trusts, legal arrangements).
	High
	☐
	☐






Escalations
Escalate the customer to the AML/CTF compliance officer as soon as practicable if you have:
ticked YES to any high risk factors
identified one of the following not included in the Risk assessment: a kind of customer, designated service, method of delivering this service, country, ML/TF risk, method or indicator of criminal activity
identified a potential suspicious matter that may need to be reported: give a completed Unusual activity report information form to the AML/CTF compliance officer.
If a customer has been escalated to the AML/CTF compliance officer, don't provide them with designated services until you receive approval in line with the Escalation and enhanced customer due diligence policy. 
A2. Customer risk rating
Based on the information you have about the customer, assign a risk rating based on the below criteria:
[bookmark: _Hlk219716691][bookmark: _Hlk219711137]High – if you’ve answered YES to at least one high risk factor or there are other reasons that suggest the customer is high ML/TF risk.
Medium – if you’ve answered YES to at least two medium risk factors or the information you have otherwise warrants this rating.
Low – where a high or medium risk rating isn’t warranted.
Provide the risk rating and information on the reasons for this rating below.
	Risk rating
	Reasons

	☐   High
☐   Medium
☐   Low
	 






Section B
B1. Delayed initial customer due diligence (CDD) for counterparties
This section applies if either:
you're the seller’s agent completing this form about the buyer or transferee
you're the buyer’s agent completing this form about the seller or transferor.
If you answer YES to all the below, you may provide the designated service before you complete this form about the counterparty.
	[image: A white paper with a exclamation mark in a circle

AI-generated content may be incorrect.]
	Important: You cannot delay sanctions checks (Section D1). You must complete this as soon as possible using the client’s name, date of birth and address.
You must wait until initial CDD has been completed before you:
transfer, or allow the transfer of money, property or virtual assets for or on behalf of the client
make money, property or virtual assets available to the client.



	Criteria
	Yes
	No

	Is it essential to delay initial CDD to avoid disrupting the ordinary course of business?
Some examples of when it may be essential to delay initial CDD to avoid an interruption to the ordinary course of business may include:
where it won’t be possible to complete initial CDD on the successful bidder at an auction before the auction starts
for customers in an emergency, such as family and domestic violence or natural disasters who don’t have access to identity documents.
	☐
	☐

	Is there low additional ML/TF risk associated with delaying CDD? 
For example:
Will you have more time to complete checks between exchange of contracts and settlement?
Are your controls sufficient to make sure you don't transfer, allow or facilitate the transfer of property, or make assets available to the customer until initial CDD is completed?
Will you be able to offboard clients under the Offboarding policy if they refuse to provide information or don't meet your business’ risk appetite?
	☐
	☐



	If YES to the above, provide details about why it is essential to delay and any associated ML/TF risks:
	

	Contract exchange date:
	

	Settlement date:
	

	CDD completion date:
	


	[bookmark: _Hlk219711509][image: A white paper with a exclamation mark in a circle

AI-generated content may be incorrect.]
	CDD must be completed on the counterparty as soon as reasonably practicable, and no later than:
28 days after the exchange of contracts, or 
3 days before the initially agreed date of settlement, whichever is earliest.


Outline the steps you will take to complete this form by the CDD completion date. This includes how you will collect and verify any additional customer information that may be required.
	Record details here:



B2. Verification arrangement with other reporting entity 
Complete this section if you are entering into an arrangement with another entity regulated under the AML/CTF Act who is providing designated services to the customer related to this transaction. 
If you are not entering into an arrangement, you can skip this section.
	[image: A white paper with a exclamation mark in a circle

AI-generated content may be incorrect.]
	You must still complete the following before referring the matter to another entity:
identify the customer's ML/TF risk (Section A)
establish the customer’s identity and make sure you are satisfied that the customer is who they say they are (Section C1)
establish the identity of any person acting on the customer's behalf (Section C3)
sanctions checks to make sure you aren't dealing with a sanctioned person (Section D1).



	Criteria
	Yes
	No

	Have you entered into a relationship with another reporting entity to verify information that you have collected?
If NO, you must fully complete this form.
	☐
	☐

	Are you the entity that is being requested to verify information?
If YES, attach information confirming the arrangement. 
Provide the other entity with information within 28 days after the exchange of contracts. 
	☐
	☐

	If you requested another entity to verify information, have you sent the signed Request to verify information form and the customer onboarding form to the other entity?
Attach the signed request to verify information to this form.
	☐
	☐

	If you requested another entity to verify information, has the other entity provided information to you within 28 days after the exchange of contracts?
Attach any additional information the other entity collected and the data they used to verify the customer’s information to this form. 
If information is not received or the third party has collected and/or verified information at a lower standard than required by this form, you must collect and/or verify information to meet the standard in this form at least 3 days before the initially agreed date of settlement.
	☐
	☐



Section C 
This section establishes the:
identity of the customer and any representatives
customer is who they claim to be.
[bookmark: _Hlk219713271]Verify the customer’s information by comparing their identity documents against the information in the onboarding form and what you have seen and heard from your interactions with the customer.
[bookmark: _Hlk219713311]These documents must be one of the independent and reliable data sources contained in Appendix A of the customer onboarding form. You may need to request additional identity documents if there are differences between the information the customer gave you and their identity documents.
If an individual is using alternative identification, refer to the onboarding form for examples of identity documents they can use. Refer to the bottom of this section for steps you can take to manage and mitigate the ML/TF risks of using alternative identification.
	[image: A white paper with a exclamation mark in a circle
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	Important: If you think the customer or their representative are not who they claim to be, or that the documents provided may be false or fraudulent, submit an Unusual activity report information form to the AML/CTF compliance officer as soon as practicable.


C1. Customer identity 
	Description of documents provided.
For example, passport, driver’s licence.
	 

	Do the documents match the information provided in the onboarding form?
For example, their name, date of birth, residential address.
	☐   Yes     ☐   No 
Differences:

	For photographic identification, does the photograph match the individual?
Compare the photo in the document against the individual. 
	 

	Unique identifier (if any):
For example, passport or driver’s licence number.
For sole traders, provide a unique identifier other than the ABN (provided in Section C2).
	 

	Date of expiry, issue or production of the documents (if any).

	 

	Do you have any concerns about the validity of the documents? If YES, provide details.
	☐   Yes     ☐   No 
Details:


	Describe any steps you have taken, or will take, to resolve differences.
For example, requesting additional documents.
	 

	Is the customer using alternative identification? Is the reason for seeking alternative ID appropriate?   
What steps will you take to manage and mitigate the associated ML/TF risk?
	☐   Yes     ☐   No  
Reason alternative identification required:

Steps:




Reference if no photo identification provided
If an individual can’t provide a photo ID, request a reference from a person who holds a position of trust in the community and has an existing relationship with the individual. Refer to Appendix A of the onboarding form for information about appropriate references. The referee must confirm the person is who they claim to be. Attach any references to this form.
	Name of referee:
	 

	Position in the community:
	 

	What is the existing relationship with the individual?
	 

	Does the information on the reference match details on the onboarding form?
	 

	Describe any steps you have taken, or will take, to resolve differences:
For example, requesting additional documents or references.
	


C2. Sole trader business verification
This section verifies the information provided at onboarding about the sole trader’s business.
Complete this section if the individual is a sole trader and using your services for the purposes of their business. You don’t need to complete this section if the business doesn't have a separate name to the individual and doesn’t have an Australian Business Number (ABN). 
	Description of verification documents:
For example, you searched the Australian Business Register. Attach extract to this form.
	 

	Unique identifier (if any):
For example, ABN.
	 

	Does the information on the documents match details provided in the onboarding form?
For example, business name, address, ABN.
	 

	Do you have any concerns about the validity of the documents? If YES, provide details.
	☐   Yes     ☐   No   
Details:
 

	Describe any steps you have taken, or will take, to resolve differences:
For example, requesting additional documents.
	 

	Do you believe that the information provided at onboarding about the nature and purpose of the customer’s business is inaccurate or untrue? 
If YES, refer to compliance officer for verification. 
	☐   Yes     ☐   No  
Details:


C3. Customer representative 
This section verifies information provided at onboarding about the customer’s representative(s). Insert additional tables if there is more than one customer representative.
C3.1 – Low risk customer 
Complete this section if the customer is low risk, has not been referred to the AML/CTF compliance officer and has a representative acting on their behalf.
	Do you have concerns the information provided at onboarding about any customer representative is untrue?
If YES, complete C3.2.
If NO, go to Section D: Nature of transaction.
	☐   Yes     ☐   No  


C3.2 – All other customers  
Complete this section if any of the below apply:
the customer is medium or high risk
you have referred the customer to the AML/CTF compliance officer  
you answered YES to C3.1. 
	Provide information about the representative’s authority to act:

	Document that contains authority to act:

Unique identifier (if any):


	Are you satisfied the individual has authority to act in this particular transaction? 
	☐   Yes     ☐   No   


	Description of ID documents provided:
For example, passport, driver’s licence.
	 

	Do the documents match the information provided in the onboarding form? 
For example, name, date of birth, residential address.
	☐   Yes     ☐   No   
Differences:

	For photographic identification – does the photograph match the individual?
Compare the photo in the document against the individual.
	☐   Yes     ☐   No   

	Unique identifier (if any):
For example, passport or driver’s licence number.
	 

	Date of expiry, issue or production of the documents (if any):
	 

	Do you have any concerns about the validity of the documents?
If YES, provide details.
	☐   Yes     ☐   No   
Details:
 

	Describe any steps you have taken, or will take, to resolve differences:
For example, requesting additional documents or contacting the customer about the representative’s authority to act. 
	 

	Is the customer’s representative using alternative identification? Is the reason for seeking alternative ID appropriate?  
What steps will you take to manage and mitigate the associated ML/TF risk?
	☐   Yes     ☐   No   
Reason alternative identification required:
 
Steps: 
 


Reference if no photo identification provided
If an individual can’t provide a photo ID, request a reference from a person who holds a position of trust in the community and has an existing relationship with the individual. Refer to Appendix A of the onboarding form for information about appropriate references. The referee must confirm the person is who they claim to be. Attach any references to this form.
	Name of referee:
	 

	Position in the community:
	 

	What is the existing relationship with the individual?
	 

	Does the information on the reference match details on the onboarding form?
	 

	Describe any steps you have taken, or will take, to resolve differences:
For example, requesting additional documents or references.
	


	[bookmark: _Hlk219713357][image: A blue and white circle with a book and a information sign
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	Guidance
Steps you can take to manage and mitigate the ML/TF risks of using alternative identification could include (but aren’t limited to):
gathering more alternative documents or data sources to resolve any difference
for references, doing any of the following to confirm the authenticity of the reference: 
an internet search on the referee’s name and the organisation they work for
if applicable, verify that the referee is a doctor (using the register of practitioners), legal professional (using the Australian Legal Profession Register) or financial advisor (using the financial advisors register)
if you have doubts about the authenticity of a reference, contact the referee to confirm
requiring the individual to provide further identification information and documents at a later date
placing limitations on the higher risk services you may offer. 





Section D
This section confirms if the customer or their representative is a person subject to targeted financial sanctions or a politically exposed person (PEP). The search results may impact the customer’s final risk rating and whether you need to refer them to the AML/CTF compliance officer.  
D1. Sanctions screening
	[image: A white paper with a exclamation mark in a circle
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	Important: This section can't be delayed. It must be completed upon receiving the customer onboarding form to avoid non-compliance with sanctions obligations. 
See Sanctions check process to determine if a person is sanctioned.
If the person is sanctioned, stop engaging with them, don’t deal with their assets and, if you control their assets, don’t return them. Criminal penalties apply for non-compliance. Immediately escalate the matter to the AML/CTF compliance officer through an Unusual activity report information form.  



	Person
	Name, address and other details searched
	Date of the search
	Is the person subject to sanctions?

	Customer
	
	 
	 

	Customer representative
	
	
	


If the customer or any of their representatives are subject to targeted financial sanctions, outline the steps you took to meet sanctions requirements.
	Record details here:



D2. Delayed politically exposed person (PEP) check 
This section only applies if either:
you're the seller’s agent completing this form about the seller or transferor
you're the buyer’s agent completing this form about the buyer or transferee.
If you answer YES to all the below, you may provide the designated service before you verify whether the customer is a PEP. 
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	Important: You must wait until initial CDD has been completed before you: 
transfer, or allow the transfer of money, property or virtual assets for or on behalf of the client
make money, property or virtual assets available to the client.



	Criteria
	Yes
	No

	Has the customer fully completed their onboarding form? 
	☐
	☐

	Have you established the customer’s identity? Do you have reason(s) for being satisfied?
See Section C1 (Identity verification)
	☐
	☐

	Have you established that the customer is who they claim to be? 
See Section C1 (Identity verification)
	☐
	☐

	Have you established the identity of the customer’s representative and their authority to act? Do you have reason(s) for being satisfied?
See Section C3 (Identity verification)
Leave blank if there’s no representative. 
	☐
	☐

	Have you identified the customer’s ML/TF risk?
See Section A2 (Customer risk rating)
	☐
	☐

	Is it essential to delay initial CDD to avoid disrupting the ordinary course of business?
For example, it may be essential to delay initial CDD to avoid an interruption to the ordinary course of business for customers in an emergency, such as family and domestic violence or natural disasters who don’t have access to identity documents.
	☐
	☐

	Is there a low additional ML/TF risk associated with delaying the PEP check?
For example:
Will you have more time to complete checks between exchange of contracts and settlement?
Are your controls sufficient to make sure you don't transfer, allow or facilitate the transfer of property, or make assets available to the customer until initial CDD is completed?
Will you be able to offboard clients under the Offboarding policy if they refuse to provide information or don't meet your business’ risk appetite?
	☐
	☐



	If YES above, provide details about why delay is essential and any associated ML/TF risks:
	

	Outline steps you will take to complete the PEP check as soon as reasonably practicable, and no later than 20 days after providing the designated service:
	






D3. Politically exposed person (PEP) check
	[image: A white paper with a exclamation mark in a circle
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	You may be able to delay completing this part of the form. Refer to Section D2.


See Politically exposed persons check process to identify how to conduct a PEP check. Attach screenshots of the search engine's page results or verification results from a PEP screening software.
	Individual
	Steps taken: PEP check and search terms used
	Date of check
	Is the person a PEP?


	Customer
	
	 
	☐   Yes     ☐   No

If YES:
☐   Domestic PEP
☐   Foreign PEP
☐   International organisation PEP
Description of role:


	Customer representative
	
	
	☐   Yes     ☐   No

If YES:
☐   Domestic PEP
☐   Foreign PEP
☐   International organisation PEP
Description of role:






Section E
E1. Nature and purpose of the transaction 
This section helps you consider the onboarding information provided about why the customer is seeking your services.
If you have doubts about this information, refer the customer to the AML/CTF compliance officer to verify.
	Do you believe the customer provided truthful reasons for requesting your services? If NO, refer to compliance officer to verify.
For example, does it seem like the customer is using your services for a legitimate purpose? Does it seem like their occupation or reasons for seeking the service don't align with their behaviour or the services being requested?
	☐   Yes     ☐   No
Details:





Section F
F1. Final onboarding checks
	Are you satisfied of the following matters? Do you have reason(s) for being satisfied?
	Yes
	No

	The identity of the customer
	☐
	☐

	The customer is who they claim to be
	☐
	☐

	The identity of any representative of the customer and their authority to act
	☐
	☐

	The nature and purpose of the business relationship
	☐
	☐

	Whether or not the customer and any representative is a politically exposed person
	☐
	☐

	Whether or not the customer and any representative are subject to targeted financial sanctions
	☐
	☐

	You have identified the ML/TF risk of the customer based on the information that’s reasonably available to you 
	☐
	☐


If you’ve answered NO to any of the above matters, you must not provide the designated service until you are satisfied of the matter. You may need to collect or verify additional information or escalate the matter to the AML/CTF compliance officer.
If you can’t do this due to counterparty non-cooperation, you can still provide the service if you meet the criteria in F4. 
Outline the additional steps you’ve taken to reach the required level of satisfaction.
	Record details here:



F2. Escalation check
	Do matters in the Escalating matters to the AML/CTF compliance officer process need to be sent to the AML/CTF compliance officer?
	☐   Yes     ☐   No

	Why has the matter been escalated?
	

	When was it escalated?
	

	If the matter was escalated, have you received written approval to proceed with the transaction?
	☐   Yes     ☐   No
AML/CTF compliance officer / senior manager decision:
Date of decision: 



Proceed to F3 – Final risk rating if:
there is nothing to escalate to the AML/CTF compliance officer or you have received approval to proceed with the designated service (if required) in line with the Escalation and enhanced customer due diligence policy
you have answered YES to all the matters at F1.
F3. Final risk rating
	Criteria
	Yes
	No

	Since starting this form, have you become aware of circumstances that may change your assessment of the customer’s risk at A1 and A2? 
	☐
	☐


If YES, what is the new customer risk rating? Indicate below why the risk rating has changed.
Or, to complete initial CDD, confirm your final risk rating below.
	Risk rating
	Reasons

	☐   High
☐   Medium
☐   Low
	 




	[image: ]
	Reminder
If the customer was initially rated as low risk and this risk has increased:
complete Section C3.2 of this form 
review Section F1 to confirm you are satisfied you have established the identity of any customer representative and their authority to act.
If the customer has been re-assessed as high risk, refer them to the AML/CTF compliance officer. Do not provide designated services until you receive approval in line with the Escalation and enhanced customer due diligence policy.  



F4. Non-cooperative counterparties 
	Have you taken all reasonable steps to establish the other party’s identity, including through reliance arrangements where possible? 
	​​☐​   Yes     ​☐​   No 

	Have you recorded all of the steps taken to attempt initial CDD on this other party, including the difficulties faced? 
	​​☐​   Yes     ​☐​   No 
 

	Have you considered if you need to refer them to the AML/CTF compliance officer, including for a potentially suspicious behaviour? 
	​​☐​   Yes     ​☐​   No 
 

	Has your AML/CTF compliance officer recorded whether the other party’s failure to cooperate gives rise to a suspicious matter reporting obligation?
They can do this in the unusual activity report review form
	​​☐​   Yes     ​☐​   No 



 
Outline the steps you’ve taken to identify the non-cooperative counterparty, the difficulties you have faced and what you have considered in determining if you need to refer them to the AML/CTF compliance officer for potentially suspicious behaviour. 
Record details here: 
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	Important: A counterparty’s failure to cooperate with you is a strong indicator that they may be disguising their involvement in criminal activity. Your AML/CTF compliance officer must take this into account in determining whether a suspicious matter reporting obligation exists. 






Section G
The person completing this form must provide their details below:
	Name:
	

	Role:
	

	Signature:
	

	Date:
	

	Date of brokering/agency agreement (if applicable):
	

	Date of exchange of contracts:
	

	Date any delayed CDD components completed:
	


You can now start to provide the designated service. You can also start to provide the designated service if you are delaying components of this form. 
	[image: ]
	Reminder
You must update this form once delayed components are completed and consider if the outcomes affect the customer’s ML/TF risk. 




Glossary
[bookmark: _Hlk219714004]High risk countries are the following countries: 
	[image: A white circle with a letter in it
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	This supports Step 4 in Part 3 of the Customise the program starter kit guide.  
Add the high risk countries you identified in your risk assessment here.
Refer to the guide for full instructions. Delete this information box once you have customised this form. 


Medium risk countries are the following countries:
	[image: A white circle with a letter in it
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	This supports Step 4 in Part 3 of the Customise the program starter kit guide.  
Add the medium risk countries you identified in your risk assessment here.
Refer to the guide for full instructions. Delete this information box once you have customised this form. 


[bookmark: _Hlk219714041]Politically exposed person is defined in the customer onboarding form. It includes persons that hold certain positions or offices in Australia, overseas or in international organisations. It also includes family members or close business associates of these persons.
Related party includes a person acting on behalf of the customer, or a person on whose behalf the customer is receiving a designated service.
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	The program starter kits are intended to be used as a complete package and have been designed for use by reporting entities who satisfy certain suitability criteria. Before using these kits, reporting entities need to consider the suitability criteria and the information on the Getting Started webpage.
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