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Money laundering and terrorism financing (ML/TF)
risk assessment framework

Quick guide for virtual asset service providers (VASPs)

Businesses regulated under the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (the Act) are at high risk of
criminal exploitation.

Criminals may target the services you provide to move, hide or disguise illicit funds. This money can then be used to fund
terrorism or support the spread of weapons of mass destruction.

Managing your money laundering, terrorism financing and proliferation financing risks (we refer to these as your ML/TF risks) is
a main part of meeting your obligations under the Act. An ML/TF risk assessment is the first step in protecting your business. It
helps you identify where you could be exposed and guides the policies, systems and controls you need to manage those risks.

ML/TF risk assessment framework
The core risk assessment approach has three stages:

STEP 1 STEP 2 STEP 3
Identify your inherent risk Assess your inherent risk Evaluate and prioritise
Pinpoint areas of your business that Are these weaknesses open to Compare the risks you've assessed
could be exposed to ML/TF risk. At exploitation? Assess the potential and decide which ones need
this stage, focus on any weaknesses. impact on your business if they are. attention.

After completing your risk assessment, your next steps are to:

+ manage and mitigate identified risks through your anti-money laundering and counter-terrorism financing
(AML/CTF) policies

* review and update your risk assessment to make sure it remains accurate and up to date.

Inherent risk: these are the risks you may reasonably face before you apply any policies, procedures, systems and
controls to mitigate and manage them.

What to consider in your risk assessment
When you identify and assess your ML/TF risks, you must consider the following risk categories:

* services you provide
* customers you deal with
+ channels you use to deliver services

* countries you deal with.

You must also consider information communicated by AUSTRAC about ML/TF risks associated with your services.
These include our risk products, national risk assessments, sector guidance and any direct feedback we give you.
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https://www.austrac.gov.au/about-us/amlctf-reform

Developing your ML/TF risk assessment - VASPs

The examples in this quick guide can be used to help you develop an ML/TF risk assessment for your business.

STEP 1

Identify your inherent risks
Virtual asset service providers face unique challenges. These examples show the sectors common
weaknesses and risk factors. This isn't an exhaustive list.

Services
You should consider whether the services you provide have built-in ML/TF risks.

+ Transfer of value - fast and anonymous movement of funds across borders.

+ Use of multiple virtual assets — combining services such as mixers and tumblers, offshore providers, peer-to-peer trades
and over-the-counter brokers to obscure the origin of a transaction.

+ Non-fungible tokens (NFTs) — can be used for price manipulation or wash trading.
+ Unusual transaction patterns — frequent, large or rapid transactions that don't match the customer’s profile.

Customers
Some customer types may present higher ML/TF risks.

+ Use of multiple wallets — using multiple wallets or frequently changing wallet addresses to conceal identity or movement
of illicit funds.

+ Complex legal structures — where the business structure or relationship makes identifying the beneficial owner difficult.
+ Connection to high-risk jurisdictions — customer funds originating from countries with poor AML/CTF regimes.

+ Dealing in dual-use goods - proliferators may attempt to make or receive payments for military or dual-use goods and
technology listed on the Defence and Strategic Goods List, especially to or from sanctioned or high-risk regimes.

Delivery channels
Below are examples of risk factors linked to the delivery channels your business may use.
+ Remote or online channels - reducing face-to-face verification and increasing identity fraud risks.

+ Cryptocurrency ATMs — using cash to buy cryptocurrency increases anonymity and facilitates the movement and
concealment of llicit funds.

Countries

Assess this risk by listing all the countries your business deals with when providing designated services. This includes the country:
+ of residence for individual customers

+ where corporate customers or legal arrangements are registered or formed.

You should assess and apply a risk rating for each listed country. We expect you to apply a high-risk rating for any country
that is on the Financial Action Task Force (FATF) grey or blacklist or is subject to Australian sanctions.



https://www.defence.gov.au/business-industry/exporting/export-controls-framework/defence-strategic-goods-list
https://www.fatf-gafi.org/en/countries/black-and-grey-lists.html

STEP 2

Assess your inherent risk
For each risk you identify, consider the following based on the size and complexity of your business.

Medium-complexity businesses:

If your business is medium complexity, you could consider how likely it is that the vulnerability could be exploited, and the
potential impact if it were.

You could use the example risk matrix to guide your rating:

Likelihood/impact Moderate

Not likely Low Low Medium

Example: if a risk is ‘likely’ and the impact would be considered ‘moderate] the overall rating would be ‘medium!

You may also use a table like this to record and justify your risk ratings:

Rationale of Rationale of Inherent risk
impact rating

Risk factor Description Likelihood likelihood Impact

Smaller, low-complexity businesses:

If your business is small and low complexity, you could assess inherent risk by just focusing on the potential impact if the
vulnerability were exploited.
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STEP 3
Evaluate and prioritise
Compare the risks you've assessed and decide which need the most attention. This will help you:
+ rankrisks in order of risk rating
« focus your attention and resources where they’re most needed.

Important: High-risk areas should be addressed first.

After your assessment

Once you've identified your ML/TF risks, you must develop and maintain AML/CTF policies, procedures, systems and
controls to manage and mitigate them. These should be proportionate — with stronger measures for higher risks and
simpler measures for lower risks — and clearly set out how you'll manage them in practice.

Example of controls for VASPs:

* Use of blockchain monitoring tools.

+ Enhanced customer due diligence on high-risk customers.

+ Establishment of daily and per-transaction cash limits for cryptocurrency ATMs.

+ Use of geolocation and IP tracking to identify logins or transactions from high-risk jurisdictions.

+ Limiting or restricting the use of privacy coins for NFT purchases.

+ Providing staff training to identify red flags.

+ Monitoring customers for potential proliferation financing (PF) risks. For example, involvement in arms, munitions or
dual-use goods listed on the Defence and Strategic Goods List.

+ Screening and monitoring customers against the Department of Foreign Affairs and Trade (DFAT) Consolidated List.

Embargoes on all business with citizens from countries of proliferation concern.

These are examples only. You must design AML/CTF policies that are tailored to your business's size, services and ML/TF

risk profile.

Proliferation financing

You must assess your PF risk as part of your ML/TF risk assessment. The results inform whether you're required to develop
and maintain specific AML/CTF policies to address PF risk.

Your PF risk AML/CTF policies for PF risk
Low risk Specific policies to address PF risks aren't required if your AML/CTF policies adequately manage this risk.
Medium risk
Develop and maintain AML/CTF policies to manage and mitigate PF risk.
High risk

Your risk may be lower if you:

+ only operate in Australia

+ don't provide services to customers located in, or connected to, high-risk jurisdictions

+ don't move money, sensitive goods or dual-use technologies overseas

« don't offer services relevant to PF.

Visit austrac.gov.au/about-us/amlictf-reform for more information.
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