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Submitting suspicious matter 
reports (SMRs) to AUSTRAC helps 
protect Australia against money 
laundering, terrorism financing 
and other serious and organised 
crime. They are also an important 
part of your AML/CTF reporting 
obligations.

The information generated from your SMRs plays a 
crucial role in identifying potential illegal activity and 
assists in the detection and prevention of the flow of 
illegal funds through Australia’s financial system.

SMRs with incomplete, inaccurate or unstructured 
descriptions and summaries can make further 
meaningful analysis difficult and lessen your SMR’s 
overall usefulness. 

This document provides guidance to assist reporting 
entities in submitting more effective SMRs, helping 
AUSTRAC to generate more actionable intelligence 
for police and other partner agencies.

The better the quality, accuracy and timeliness of 
your SMRs, the greater the value they have for the 
detection, deterrence and disruption of criminal and 
terrorist activity. 

OVERVIEW

PLEASE NOTE

It’s best to type your submissions  
in sentence case. Please don’t 
convert your input to all uppercase 
or all lowercase in free-text fields.

For cryptocurrency, digital 
currency wallet, or blockchain 
addresses, always retain the 
original string exactly as provided.
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Reporting entities providing 
or proposing to provide a 
designated service have a 
legal obligation under the 
Anti-Money Laundering and 
Counter-Terrorism Financing Act 
2006 (AML/CTF Act) to submit 
SMRs to AUSTRAC in certain 
circumstances. 

You must submit an SMR if you or anyone in your 
business or organisation suspects on reasonable 
grounds that your customer is not who they claim 
to be, or the designated service relates to any one of 
the following:

•	 terrorism financing 

•	 money laundering

•	 an offence against a Commonwealth, 
State or Territory law

•	 proceeds of crime

•	 tax evasion.

From the moment the appropriate person in your 
business or organisation has completed the checks 
and a suspicion is formed, you must submit an 
SMR to AUSTRAC:

•	 within 24 hours if the suspicion is related to 
terrorism financing 

•	 within 3 business days if the suspicion is related 
to other matters such as money laundering.

Learn more about the consequences of not 
complying on the AUSTRAC website, austrac.gov.au.

TIPPING OFF

The SMRs you submit are subject to ‘tipping 
off’ prohibitions.  This means you must not tell 
anyone (other than an AUSTRAC entrusted person) 
information about an SMR, if it would or could 
reasonably be expected to prejudice a current  
or future investigation.

SMRs that you submit are not admissible as evidence 
in a court or tribunal proceeding, unless the 
proceeding relates to a specified offence (such as 
providing false or misleading information) or an order 
for a civil penalty brought under the AML/CTF Act.

YOUR PROTECTIONS

The AML/CTF Act protects you from civil or criminal 
liability when you provide information in an SMR in 
compliance with your obligations under the Act. This 
means that you will not be liable under any contract 
or other confidentiality requirements, when you 
submit an SMR.

YOUR LEGAL  
OBLIGATIONS  
AND LIABILITY

REMEMBER: It is against the law to tell 
anyone information about an SMR (other than 
an AUSTRAC entrusted person), if it would or 
could reasonably be expected to prejudice a 
current or future investigation. 

DESIGNATED SERVICE

A service that is listed in section 6 
of the AML/CTF Act (because it has 
been identified as posing a risk for 
money laundering and terrorism 
financing) and which meets the 
geographical link to Australia.

https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/consequences-not-complying
https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/consequences-not-complying
https://www.austrac.gov.au/
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If you or anyone in your business 
or organisation notices something 
unusual, you must conduct 
additional checks with your 
customer, known as enhanced 
customer due diligence, to initially 
determine if you have reasonable 
grounds for your suspicion.  

‘Reasonable grounds’ for suspicion means that 
after considering the circumstances and all 
the information available, including additional 
information obtained following enhanced customer 
due diligence checks, a reasonable person would 
conclude that there is a relevant suspicion and an 
SMR should be submitted.  

Once the appropriate person in your business or 
organisation has completed the checks and you have 
formed a suspicion, you must submit an SMR within 
the required timeframes (see Your legal obligations 
and liability).

It’s important to remember that not all unusual 
customer behaviour is suspicious. Sometimes 
customers have irregular transaction patterns or 
account activity. This is why you should always 
conduct enhanced customer due diligence checks 
to help you decide if the activity is actually suspicious 
and needs to be reported to AUSTRAC in an SMR.

WHAT IS  
‘REASONABLE 
GROUNDS’ FOR  
SUSPICION?

REASONABLE PERSON

A legal term for a hypothetical 
person in society who displays 
average care, skill, and judgment 
in certain situations. 

https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/amlctf-programs/enhanced-customer-due-diligence-ecdd-program
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Submitting an SMR to AUSTRAC is 
not the same as reporting a crime 
to the police, especially when it 
involves immediate risk or harm 
to others. 

In addition to submitting your SMR, you may have 
to report the matter via other avenues to ensure 
the right information gets to the right agency or 
organisation for their immediate attention and action. 

Disclosure to law enforcement (police) will  
not generally breach the ‘tipping off’ offence.

In the instance you do report a crime alongside 
submitting an SMR to AUSTRAC, it is good practice 
to include the reference and contact details of any 
other relevant authorities in your SMR.

REPORTING CRIMES  
TO THE POLICE

REMEMBER: If the suspicious activity 
relates to a person or child being in 
immediate risk of harm, including 
sexual exploitation or abuse, modern 
slavery and human trafficking, 
contact the police immediately on 
triple zero (000). 
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INDICATORS  
(RED FLAGS)
There are many different types 
of customer transactions and 
indicators, or red flags, which 
could suggest that your business 
or organisation is being exploited 
for money laundering, terrorism 
financing or other serious crime. 

Effective SMRs outline all the reasons for your 
suspicion, including potential indicators, in a 
logical and readable format.

Below is a non-exhaustive list of possible red flags 
which may help identify potential money laundering 
and other serious criminal activity.

•	 Structuring: the deliberate division of large 
amounts of cash into smaller deposits to avoid 
threshold reporting requirements.

•	 Layering: the process of passing money 
through ‘layers’ of transactions to legitimise and 
hide ownership. Some examples include the 
movement of funds between multiple banks or 
financial institutions, the purchase and resale of 
high-value assets, including real estate, luxury 
goods or gold bullion, and investments in other 
legitimate business interests.

•	 Transaction volumes: much larger or more 
frequent-than-usual transactions.

•	 Internal reporting policy: if the size or nature 
of the transaction/s triggers your internal reporting 
policies.

•	 High-risk areas: transactions that are sent to 
or come from a high-risk country or region.

•	 Sanctions list: payments that are either sent 
to or come from a person or organisation on 
a sanctions list.

•	 Suspicious identification: using false or stolen 
identities to open or access bank accounts.

•	 Unusual account activity: any other unusual 
account activity from a customer that may 
indicate money laundering or terrorism financing, 
such as transactional activity inconsistent with the 
customer’s profile or typical patterns of behaviour.

The following SMR examples, both good and bad, 
represent the different types of SMRs received by 
AUSTRAC.

SANCTIONS

Sanctions impose restrictions on 
activities that relate to particular 
countries, goods and services, or 
persons and entities.

https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/customer-identification-and-verification/high-risk-countries-regions-and-groups
https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/customer-identification-and-verification/high-risk-countries-regions-and-groups
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GOOD EXAMPLE:  
EFFECTIVE DESCRIPTIONS OF RED FLAGS

The following SMR contains clear reporting of conversations with customers and more importantly,  
the follow-up actions undertaken by staff.

The combination of well-articulated verbal and transactional indicators allows for better responses and 
actions by AUSTRAC and our law enforcement partners.

The most likely offence that has taken place is money laundering.

Red flags:

•	 Transfers inconsistent with customer profile

•	 Unusual account activity

•	 Unusually large transfer

•	 Unusually large cash transaction

Comments from frontline:

Customer paid $9,500 into account in $50 notes. They said they didn’t have their card so gave me a 
BSB and account number. They also produced an international passport that showed it was them but 
then they had to look up their address when I asked them to confirm. After I let them go I could see 
large deposits and withdrawals going through their account.

Comments from AML operations:

This report is being submitted to highlight the repeat behaviour on a bank account held by 
John Citizen. John Citizen is the sole owner of account 123-XXX-XXXX.

Since our last reported SMR (ref: 123 XXX XXXX) on DD/MM/YY, a further 20 structured cash 
deposits ranging from $1,000 to $9,050 each and totalling $XXX,XXX has been processed into 
account 123-XXX-XXXX.

It is worth pointing out that on DD/MM/YY there were 5 ATM cash deposits totalling $9,000 listed with 
mobile number 043X XXX XXX. Cash deposits have been conducted at multiple bank branches by 
third parties including Ms. Mary Smith (contact no. 043X XXX XXX)

The above listed activity subsequently funded multiple outgoing IFTI’s to third parties including 
business ‘Example Business A’ based in ‘Country A’.

12 Material suspicious transactions totalling $XX,XXX have been included in part F.
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GOOD EXAMPLE:  
EFFECTIVE DESCRIPTIONS OF RED FLAGS

The following SMR includes succinct and clear reporting of key financial indicators indicative of high-level 
money laundering (cash placement and layering between accounts).

The SMR also contains individual account names where funds have been domestically transferred,  
allowing AUSTRAC full visibility of the suspicious activity.

Concerns:

Multiple cash deposits totalling to $XXX,XXX conducted by John Citizen in the span of one month.

Source of funds unknown and funds were rapidly transferred to third party offshore accounts, 
layering concerns.

A transaction monitoring system alert was generated on bank account 123-XXX-XXX held in the name of 
‘John Citizen Inc Pty Ltd’ (ABN 1234 XXX XXXX). The business account has been active from DD/MM/YY 
and is listed as business services.  

Director/shareholder:

Individual John Citizen (M, DOB: DD/MM/YY) of XX name street, City, State, Postcode established 
relationship with our bank on DD/MM/YY is listed as manager for John Citizen Inc Pty Ltd.

Previously reported under cases:

SMR: 123 XXX XXX

SMR: 123 4XX XXX

A review of the account 123-XXX-XXX from DD/MM/YY to DD/MM/YY shows $XXX,XXX ($1,500 to 
$65,000) ATM and branch cash deposits conducted by John Citizen using manual voucher across 
‘State A’.

Subsequently above funds were transferred via mobile banking toward ‘Example Business A’, account 
123-4XX-XXXX held with ’Example Bank A’ and ‘Example Business B’ company account 123-45X-XXXX 
held with ‘Example Bank B’.

BAD EXAMPLE:  
LACK OF DETAIL, NO RED FLAGS AND IN FULL UPPER CASE

The following SMR contains no financial indicators or red flags and fails to include specific amounts of 
incoming credits to the account, i.e. dates, amounts, originator, and source of the transfers, the issuer or 
issuers of the cheques, and the beneficiary of the funds closing the account.

Lack of details and key information makes it very difficult for AUSTRAC and our partner agencies to 
understand if a crime has been committed. As well, the submission was made in FULL UPPER CASE font (all caps). 
Submissions should be in letter case with both upper and lower case used for legibility.

ACCOUNT WAS OPENED IN MM/YY. ASSETS WERE TRANSFERRED IN BY BANK TRANSFER. 50 
CHEQUES FOR $250 WERE DEPOSITED, THE ACCOUNT WAS THEN CLOSED AND PAID OUT IN MM/YY.
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SUBMITTING YOUR  
SMR ON TIME 
Police rely on financial transaction 
information to track criminals and 
criminal activity. The timeliness of 
your SMRs is critical to protecting 
Australians from serious crime 
and terrorism.

Late SMR submissions can have an impact on our 
ability to determine whether a crime was committed, 
continues to be committed, and the extent of any 
possible criminal activity that has occurred. 

Remember, your SMR must be submitted within 
24 hours if the suspicion relates to terrorism 
financing or within 3 business days if the suspicion 
relates to money laundering or any other offence 
(see Your legal obligations and liability).

GOOD EXAMPLE:  
EFFECTIVE TIMELINESS

An SMR of the nature below was lodged with AUSTRAC within three days of staff noticing the suspicious 
activity, enabling further AUSTRAC analysis, referral to law enforcement and the arrest of an offender.

Previously reported on DD/MM/YY - one of several members using same mobile numbers. 

Note: A number of similar applications received by several other superfunds, where the applicants have 
stated the same mobile number and mostly reside in ‘State A’. 

Superannuation member John Citizen opened a personal account, number 123-XXX-XXXX on DD/MM/YY 
and subsequently rolled in amounts as follows: 

DD/MM/YY - $XX,XXX - ‘Example Super Fund A’ 

On DD/MM/YY the member applied for a benefit payment on the grounds of severe financial hardship. 

The member provided a letter from Centrelink stating that they were in fact in receipt of income support 
payments continuously for the period of 26 weeks. The member was contacted and asked to provide 
consent to check their CRN through the online e-service. The member got irate and refused. 

Payment has not been effected yet. 

On DD/MM/YY an email was sent to the member advising his CRN was unable to be verified on  
DD/MM/YY. An email was received from the member along with another letter from Centrelink stating 
that they were in fact in receipt of income support payments continuously for the period of 26 weeks. 
The member also advised they now have a new bank account that they would like the funds to be 
credited to, which is still the same as the old one. 

On DD/MM/YY a COVID-19 early release compassionate payment notification has also been received  
via the ATO. 
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BAD EXAMPLE:  
INEFFECTIVE TIMELINESS AND IN FULL UPPER CASE

Below is an example of an SMR lodged six months after the suspicious activity occurred. Due to the long 
period of time that had passed since the closure of the customer’s account, local police were unable to 
easily track the suspected person of interest. 

This SMR also contains no financial indicators, making it difficult for AUSTRAC and our partner agencies 
to understand if a crime has been committed. As well, the submission was made in FULL UPPER CASE font 
(all caps). Submissions should be in letter case with both upper and lower case used for legibility.

JOHN CITIZEN WAS THE ORIGINATOR OF 9 TRANSFERS TOTALLING $XXX,XXX ON DD/MM/YY.  
ALL OF THE TRANSFERS WERE REMITTED TO A ‘COUNTRY A’ BASED COMPANY. 

DURING THE SAME PERIOD OF TIME JOHN CITIZEN DEPOSITED CASH, MONEY ORDERS, AND 
CHEQUES INTO HIS ACCOUNT, THE ACCOUNT WAS CLOSED ON DD/MM/YY.
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CLEAR AND  
CONCISE GROUNDS 
FOR SUSPICION
It is critical the information you 
provide in an SMR is as accurate 
and complete as possible. SMRs 
that contain incomplete, incorrect 
and disorganised explanations 
can make further analysis difficult, 
if not impossible. 

PLAIN ENGLISH

Your grounds for suspicion, including the reasons 
why you’re submitting an SMR, should be written 
in plain English, with information structured in 
a clear and logical way. 

If you don’t follow these guidelines it can make  
your SMR difficult to read. This is especially the case 
for SMRs as they are presented in an upper case  
(all caps) format. 

When structuring your grounds for suspicion:

•	 include a summary of your suspicions and 
reasons for submitting the report

•	 provide a chronological sequence of events

•	 keep the language simple, clear and concise 

•	 use appropriate punctuation

•	 avoid acronyms and jargon

•	 break up large chunks of text and information 
into short paragraphs 

•	 use subheadings where appropriate.

APPROPRIATE CRIME TYPE 
KEYWORDS AND DESCRIPTIONS

The more consistent and specific your crime type 
keywords and descriptions, the easier it is for 
AUSTRAC and our partner agencies to detect, deter 
and disrupt criminal and terrorist activity.

The best and most effective SMRs always include 
either the known or suspected crime associated with 
the suspicious activity, to ensure an accurate and 
complete picture is captured.

You or your staff, including your AML/CTF 
compliance officer, don’t have to know exactly what 
criminal activity your customer might be involved in 
or where the suspect funds or property came from. 
However, it’s always better to include what you think 
the likely crime may be, rather than not including any 
description at all.

Your grounds for suspicion should also aim to 
answer six essential key elements including:

•	 who: names of individuals involved in the 
suspicious activity

•	 what: the types of transactions involved

•	 where: where the activity is taking place

•	 when: specific times and dates of the activity

•	 why: your reason for suspicion and the 
crime type you believe is involved

•	 how: the manner in which the activity is 
conducted.
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GOOD EXAMPLE:  
EFFECTIVE USE OF PLAIN ENGLISH 

This SMR is a good example of using plain English to describe a complicated crime type. It answers the 6 
essential elements of who, what, where, when, why and how and includes an appropriate suspected crime 
type keyword (insider trading) in the first sentence of the description. 

We would like to bring your attention Mr John Citizen who we suspect may be involved with market 
abuse (insider trading). 

This relates to his trading in ’Example Business A’ ahead of news of a strategic collaboration between 
‘Example Business A’ and ‘Example Business B’. 

This news was released at XX:XX GMT on DD/MM/YY, with news of a trading halt being released 2 
minutes prior. There were no other rumours about the impending news release. 

Mr Citizen has a very small trading history in this stock, and his trading pre-empted the news release. 
We therefore believe there are reasonable grounds to suspect that the transactions may constitute 
market abuse. 

We have attached an Excel workbook which shows the client’s trading in the stock.
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GOOD EXAMPLE:  
CLEAR AND STRUCTURED HEADINGS

The following SMR is detailed, clear, and concise – it contains appropriate use of crime type keywords  
(money laundering) and is presented in a structured manner, using subheadings where appropriate. 

Suspicion: 

It is believed that our customer may be involved in money laundering. 

Previous Reports: 

The customer has not been reported to AUSTRAC previously. Customer Profile: This report relates to 
customer: Citizen Family Trust. According to the application form received in MM/YY, the trust declared 
their source of wealth and source of funds as windfall, and nature and purpose of business relationship 
with our bank as building wealth. 

Mr John Citizen (DOB DD/MM/YY) and Mrs Jane Citizen (DOB DD/MM/YY) were stated as trustees/
beneficiaries/controlling persons. 

Additional Details: 

Enquiries on vendor system indicate Mr Citizen to be director of the following companies: 

•	 ‘Example Business A’ (ACN 1234 XXX XXXX) 

•	 ‘Example Business B’ (ACN 1234 1XX XXXX) 

•	 ‘Example Business C’ (ACN 1234 2XX XXXX) 

Mrs Citizen is the director of ‘Example Business D’ (ACN 1234 3XX XXXX). 

Account Details: 

The customer has been associated with our bank since MM/YY and currently maintains one account. 

Unusual Activity: 

Withdrawals of $X.XXX million on DD/MM/YY and $X.XXX million on DD/MM/YY were paid to bank 
account in the name of ‘Citizen Family Trust’. 

Analysis and Conclusion: 

The account activity is unusual because two large withdrawals totalling $X.XXX million were made over 
a short period of two months. As declared by the customer, the source of funds and wealth is windfall 
(i.e. either lottery, winnings or gambling). These sources are considered high risk especially when 
taking into consideration the customer being an unregulated trust. These transactions are inconsistent 
with the product’s expected behaviour. Although the controlling persons are approaching retirement 
age, the purpose behind completing two large withdrawals within a short period is unknown.
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BAD EXAMPLE:  
INAPPROPRIATE USE OF JARGON, ACRONYMS AND FULL UPPER CASE TEXT

This SMR illustrates how lack of headings and use of internal jargon and acronyms makes it difficult to 
understand the suspicious activity being described. As well, the submission was made in FULL UPPER CASE 
font (all caps). Submissions should be in letter case with both upper and lower case used for legibility.

BBF IS A CAR OF MMG AND PROVIDES A MARKET PLACE FOR TERM DEPOSITS. THIS REPORT IS IN 
RELATION TO AN EXISTING CLIENT OF BBF WHO REQUESTED TO PLACE A TERM DEPOSIT WITH A 
DCF ON BBF’S PLATFORM, THE CLIENT HAD NOT INVESTED WITH THAT DCF PREVIOUSLY. THE DCF 
NOTED THAT THE SHAREHOLDER INFORMATION PROVIDED WAS INACCURATE, AN INDIVIDUAL 
DIRECTOR (JOHN CITIZEN) WAS ALSO A 50% SHAREHOLDER AND THEREFORE KHM, PREVIOUSLY 
NOT IDENTIFIED AS A KHM AND NO ID VERIFICATION DOCUMENTATION HAD BEEN REQUESTED FOR 
THIS INDIVIDUAL. BBF NOTIFIED THE FINANCIAL ADVISER OF THE CLIENT (MARY SMITH), WHO IS 
ALSO A DIRECTOR OF THE CLIENT, THAT THE SHAREHOLDER INFORMATION PREVIOUSLY PROVIDED 
WAS INACCURATE AND REQUESTED ID VERIFICATION DOCUMENTATION FOR THE BBF. MS SMITH 
REFUSED TO PROVIDE THE DOCUMENTATION REQUESTED AND INSTEAD REQUESTED THAT THE 
TERM DEPOSIT BE CANCELLED. REFUSAL IS SUSPICIOUS GIVEN PROVIDING KYC FOR BBF IS A 
WIDELY KNOWN REQUIREMENT.
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‘KNOW YOUR  
CUSTOMER’  
INFORMATION 
Knowing your customers and 
being familiar with their everyday 
financial activity makes it easier 
for your business to recognise 
unusual or suspicious activity. This 
reduces the risk of your business 
or organisation being exploited 
for money laundering or terrorism 
financing purposes.

Effective SMRs always include a summary of what 
led to your suspicion, the enhanced customer due 
diligence you conducted and what it revealed. You 
should also look to include any actions you or your 
business have taken as a result of the suspicion while 
ensuring any ‘know your customer’ (KYC) information 
about the customer/s connected to the suspicious 
activity is included in your report. 

Any information provided in the grounds for 
suspicion on suspicious transactions, persons/
entities and KYC must also be reported in all the 
appropriate fields and sections. This ensures the 
SMR we receive from you is full and complete.

Full question-by-question instructions are available 
in the AUSTRAC publication ‘A guide to making 
a suspicious matter report (SMR)’ which can be 
downloaded from AUSTRAC Online:  
online.austrac.gov.au.

If you have limited information about someone’s 
identity, or believe someone isn’t who they say they 
are, your SMR should instead include (if available):

•	 a physical description of the person

•	 CCTV video footage or photographs 

•	 passport details, addresses, telephone numbers 
and email addresses.

This information can include:

•	 behaviour – was the customer nervous or 
being told to conduct the transaction by 
someone else?

•	 their occupation or other known source/s 
of wealth 

•	 any associates you believe may be linked to 
the suspicious activity

•	 additional information such as forms of 
identification, different phone numbers 
provided or their previous history 

•	 the customer’s physical appearance

•	 if any further open research via social media 
or the internet was conducted.

https://online.austrac.gov.au/ao/login.seam
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GOOD EXAMPLE:  
CLEAR AND CONCISE WITH RELEVANT KYC IDENTIFICATION

The language and headings used in this SMR make it clear and concise. It includes relevant know your 
customer (KYC) identification, listing past phone numbers with a timeline of usage by the individual.

The SMR also includes account details and issues of concern. This allowed for faster follow-up on connected 
lines of enquiry. 

Our financial crime threat management team has the following concerns:

Crypto exchange A client XXX3 S56G 7HTO GKYT, registered to Person A (first name, surname) whose 
details are suspected of being used in identity fraud and to undertake suspicious activity. The account 
was created on (DD/MM/YY).

Suspicious transactions:

The suspicious activity was conducted between (DD/MM/YY) until (DD/MM/YY) and total $A12,077.47 
equivalent. The suspicious amounts are:

•	 total deposits – $A6,046.58 equivalent

•	 $A6046.58 in 22 transfers from (DD/MM/YY) to (DD/MM/YY)

•	 total withdrawals – $A6,030.89 equivalent

•	 0.00052 BTC ($30.89 equivalent) in 1 transfer on (DD/MM/YY) 

•	 $A6000 in 4 transfers from (DD/MM/YY) to (DD/MM/YY).

KYC information:

Crypto exchange A records indicate Mr Smith lives in the Northern Territory:
Full Name: Person A (first name, surname)
DOB: 05.05.1974
Username: XXXX
Email address: XXXX@yahoo.com
Phone number: +614 XXX XXX XXX 
Registered address: G Street, 5, Darwin, Northern Territory, XXXX Australia

A review of the client’s account opening documentation indicated the passport provided was fake. 
It had a low-resolution photo that seemed edited, and fonts used were inconsistent. Also, the driver’s 
licence font styles don’t match an authentic example.

Suspicious activity:

Analysis of Person A’s (first name, surname) trading activity revealed multiple fiat deposits were 
made from various bank accounts (account number XXXXXXXXX, BSB: XXX-XXX WBC), (account 
number-XXXXXXXXX, BSB: XXX-XXX ANZ), (account number XXXXXXXX, BSB: XXX-XXXX 
Commonwealth Bank).

These amounts were later converted and withdrawn to the BTC wallet address 
‘4XTKtuF9noP3z3aGu4uLifUGcHD8dzFgcc’ under the transaction labelled as BTC and to the client at  
a different bank account (account number XXXXXXXXX, BSB: XXXXXX APC Limited).

Blockchain analysis of the client’s activity suggest a low-risk profile. Considering recent activity,  
we think the client may be at risk of fraud, hacking, or scamming.

Overall, the rapid flow-through of funds and the fraudulent KYC documents provided and sending 
exposure to P2P exchange raise the suspicion that the account was potentially set up fraudulently 
using Person A’s (first name, surname) credentials and used for suspicious activity.
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BAD EXAMPLE: INEFFECTIVE KYC INFORMATION AND NO EVIDENCE OF ENHANCED 
CUSTOMER DUE DILLIGENCE CONDUCTED AND IN FULL UPPER CASE

Very limited details provided without KYC or transactional information to substantiate the claims made by 
the business makes this SMR ineffective. As well, the submission was made in FULL UPPER CASE font (all caps). 
Submissions should be in letter case with both upper and lower case used for legibility.

THE CLIENT’S DEPOSIT AND WITHDRAWAL ACTIVITY APPEAR TO BE INCONSISTENT WITH HIS AGE PROFILE.
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REQUESTS FROM  
POLICE ON PERSONS  
OF INTEREST
From time to time, state and/or 
federal police may ask you for 
information about a customer 
or a specific transaction or 
account connected to a person 
of interest. It may or may not 
be related to an SMR you have 
previously submitted.

If this occurs, and following an internal review 
you believe there are no reasonable grounds for 
suspicion, there is no need to submit an SMR to 
AUSTRAC because of the request.

However, if following an internal review you 
do believe there are reasonable grounds for 
suspicion, you should submit an SMR as per the 
normal processes and explain the reasons for your 
suspicions as outlined in this reference guide. 

REQUESTS FOR INFORMATION 
CONNECTED TO SMRS

To help with our investigations, we may ask you 
for more information or documents about an SMR 
you’ve submitted. Some of our partner agencies also 
have the authority to ask for further information in 
some circumstances. 

We will issue a written notice asking for this 
information or the documents. This might include 
asking you for further details about the customer or 
a specific transaction or account. 

If you don’t provide the information or documents 
when asked you may be fined.
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GOOD EXAMPLE: EFFECTIVE SMR REPORTING IN RESPONSE TO A REQUEST FOR 
FURTHER INFORMATION FROM LOCAL POLICE

This example includes succinct and clear reporting of financial indicators indicative of money laundering 
(layering between accounts) and follows an enquiry by law enforcement.

‘Example Bank A’ suspects that funds relating to the smuggling of alcohol have been laundered via a 
cash management account held in the name of Citizen and Co Pty Ltd. 

Jane Citizen, DOB DD/MM/YY, is the sole director and shareholder of Citizen and Co Pty Ltd. 

On DD/MM/YY, Jane Citizen Trust opened a cash management account. Since the account was 
opened, the following activity is the only activity that has occurred: 

Incoming: 

•	 DD/MM/YY - $X,XXX from bank account held in the name ‘Citizen and Co Pty Ltd’ 

•	 DD/MM/YY - $X.XX million from bank account held in the name Example A Trust’ 

•	 DD/MM/YY - $XXX,XXX from external bank account held in the name ‘Mary Smith Invoice’ 

•	 DD/MM/YY - $XXX,XXX from external bank account held in the name ‘Mary Smith Invoice’ 

Outgoing: 

•	 DD/MM/YY - $XX,XXX to external bank account held in the name of Jane Citizen & Co Business 

•	 DD/MM/YY - $X.XX million to external bank account held in the name of Jane Citizen & Co Business 

•	 DD/MM/YY - $XXX,XXX to external bank account held in the name of Jane Citizen & Co Business 

On DD/MM/YY, our bank received a law enforcement request from ‘State A’ Police relating to multiple 
individuals and entities (including Jane Citizen & Co) and their involvement in the smuggling of 
contraband and dealing in proceeds of crime (greater than $1 million).
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BAD EXAMPLE:  
INEFFECTIVE REPORTING IN RESPONSE TO AN ENQUIRY FROM LOCAL POLICE WITH 
FULL CAPS

This example SMR was submitted to AUSTRAC after local police enquired about a suspected person 
of interest. 

SMRs such as these hold very limited intelligence value. Remember, you are only required to submit an  
SMR if you have reasonable grounds to suspect that something suspicious is taking place. As well,  
the submission was made in FULL UPPER CASE font (all caps). Submissions should be in letter case with both 
upper and lower case used for legibility.

THIS REPORT IS IN RELATION TO A SUSPICION OF AN OFFENCE AGAINST A COMMONWEALTH, 
STATE OR TERRITORY LAW RESULTING FROM LAW ENFORCEMENT INTERACTION COMPRISING OF 
THE FOLLOWING RED FLAG: SUSPECTED OR KNOWN CRIMINAL. TRANSACTIONS RELATING TO 
SUSPICION: A REVIEW OF THE CUSTOMER’S PROFILE DID NOT REVEAL ANY SUSPICIOUS ACTIVITY. 
THE CUSTOMER DOES NOT HOLD ANY ACTIVE TRANSACTIONAL PRODUCTS.
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EXTRA HELP AND 
GUIDANCE
You can find general information about SMRs on the AUSTRAC website, austrac.gov.au.

Full question-by-question instructions are available in the AUSTRAC publication ‘A guide to making a 
suspicious matter report (SMR)’ which can be downloaded from AUSTRAC Online: online.austrac.gov.au.

Descriptions of designated services can be found in ‘A guide to making a suspicious matter report (SMR)’ 
or in the ‘Designated services/international currency codes’ quick guide, also located on AUSTRAC Online.

If you need further assistance contact the AUSTRAC Contact Centre on 1300 021 037 or email  
contact@austrac.gov.au. 

https://www.austrac.gov.au/business/how-comply-guidance-and-resources/reporting/suspicious-matter-reports-smr
https://www.austrac.gov.au/
https://online.austrac.gov.au/ao/login.seam
mailto:contact%40austrac.gov.au?subject=
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