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Transaction Reports and Analysis Centre (AUSTRAC), make the following declaration as a
delegate of the AUSTRAC CEO.
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Name

This instrument is the Anti-Money Laundering and Counter-Terrorism Financing
(Modification—Commonwealth Bank of Australia Designated Business Group)
Declaration 2024 (No. 6).

Commencement

(1) Each provision of this instrument specified in column 1 of the table commences,
or is taken to have commenced, in accordance with column 2 of the table. Any
other statement in column 2 has effect according to its terms.

Commencement information

Column 1 Column 2 Column 3

Provisions Commencement Date/Details

1. Sections 1 to 7 and The day this instrument is signed.
anything in the

instrument not covered

elsewhere by this table

2. Schedules 1 to 4 The day after this instrument is signed.

Note: This table relates only to the provisions of this instrument as originally made. It will
not be amended to deal with any later amendments of this instrument.

(2) Any information in column 3 of the table is not part of this instrument.
Information may be inserted in this column, or information in it may be edited, in
any published version of this instrument.

Cessation

This instrument ceases to have effect on 31 March 2026.

Authority
This instrument is made under paragraph 248(1)(b) of the Act.

Definitions

Note: A number of expressions used in this instrument are defined in section 5 of the Act,
including the following:

(@ AML/CTF Rules;

(b) designated business group;
(c) person;

(d) reporting entity.

In this instrument:

Act means the Anti-Money Laundering and Counter-Terrorism Financing Act
2006.
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CBA DBG (short for Commonwealth Bank of Australia Designated Business
Group) means the designated business group established by the Commonwealth
Bank of Australia ACN 123 123 124 under Chapter 2 of the AML/CTF Rules.

6 Application

This instrument applies to a reporting entity that is, or becomes, a member of the
CBA DBG from time to time.

7 Schedules

Each instrument that is specified in a Schedule to this instrument is amended or
repealed as set out in the applicable items in the Schedule concerned, and any
other item in a Schedule to this instrument has effect according to its terms.
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Schedule 1—Modification

Anti-Money Laundering and Counter-Terrorism Financing Act 2006

1

After subsection 123(7AC)

Insert:

Exception—CBA DBG and CBA India

(7AD)

Subsections (1) and (2) do not apply to the disclosure of information by a
reporting entity (the first entity) if:

(a) the first entity is a member of the CBA DBG; and
(b) the information relates to the affairs of a person who:
(i) is, or was, a customer of the first entity; or

(ii) made inquiries referred to in subparagraph 41(1)(c)(i) of the first
entity; and

(c) the disclosure is made to an employee of CBA India for the purpose of
enabling CBA India to provide AML/CTF services to the first entity; and

(d) the employee is:
(i) employed to provide AML/CTF services; and

(ii) subject to training equivalent to the risk awareness training program
implemented by each member of the CBA DBG in accordance with
Part 9.2 of the AML/CTF Rules; and

(iii) subject to screening and re-screening processes and procedures
equivalent to the processes and procedures under the employee due
diligence program implemented by each member of the CBA DBG in
accordance with Part 9.3 of the AML/CTF Rules; and

(iv) approved, in writing, by the Compliance Officer to access or receive
the information; and

(e) prior to making the disclosure, the first entity entered into an agreement
with CBA India to protect the confidentiality of the information; and

(f) the agreement satisfies the conditions specified in subsection (7AE); and
(g) the information is:

(i) handled, stored, used and disclosed in accordance with CBA’s
information security policies and procedures at all times; and

(i) securely stored in data centres located in Australia; and

(iii) accessed through an encrypted connection.
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(7TAE)

Note: A reference to ‘employee’ also includes ‘employees’ (see section 23 of the Acts
Interpretation Act 1901).

The following conditions are specified for the purposes of paragraph
(TAD)():

(a) the agreement must prohibit CBA India from disclosing information,
either directly or indirectly, to any person other than:

(i) the first entity; or

(i) if the first entity is permitted to disclose the information to another
person under this section — that person;

(b) the agreement must require CBA India to:
(i) keep the information confidential at all times; and

(ii) use the information only in connection with the provision of
AML/CTF services; and

(iii) treat the information in accordance with the requirements in
paragraph (7AD)(g); and

(iv) put in place adequate safeguards to protect the information from
unauthorised use or access; and

(v) if CBA India receives a request to disclose the information to another
person, government or other body of any kind (however described or
constituted) under a law of a foreign country — notify CBA and the
first entity within 48 hours of receiving the request;

(c) the agreement must continue in force until:

(i) CBA India ceases to provide AML/CTF services to the first entity;
and

(if) CBA India is not in possession of the information;

(d) the agreement must provide that, upon expiry or termination of the
agreement, CBA India must:

(i) delete all electronic copies of the information; and
(ii) return or destroy any physical copies of the information;
within 30 business days upon request by the first entity;

(e) the agreement is capable of enforcement by injunction or damages;

(f) the agreement is governed by the laws of the State or Territory in which
the registered office of the first entity is located:;

(9) the agreement must be given to the AUSTRAC CEO within 14 days of
both parties signing the agreement.
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(7TAF)

(TAG)

(TAH)

(7AI)

The Compliance Officer must, in writing, notify the AUSTRAC CEO within
5 business days of becoming aware of one or more of the following events
occurring:

(a) any event that may affect the ability of a member of the CBA DBG to
satisfy one or more of the requirements in subsection (7AD);

(b) any event that may affect the ability of CBA India to comply with one or
more of the conditions of an agreement entered into in paragraph
(TAD)(e);

(c) the expiry or termination of the agreement with CBA India;

(d) CBA India receiving a request (howsoever described) to disclose the
information to another person, government or body of any kind
(howsoever described or constituted) under the law of a foreign country;

(e) CBA India ceases to provide AML/CTF services to a member of the
CBA DBG;

(f) CBA India has deleted, returned or destroyed the information in
accordance with a request made by a member of the CBA DBG.

The board and senior management of CBA must:

(a) monitor each member of the CBA DBG that relies on the exception in
subsection (7AD) for compliance with requirements under that
subsection; and

(b) monitor CBA India for compliance with the conditions of any agreement
entered into for the purposes of paragraph (7AD)(e); and

(c) take active steps to remedy non-compliance.
CBA must:

(a) if subsection (7AD) applies to a member of the CBA DBG — undertake
an annual independent review of the member’s compliance with the
requirements under that subsection; and

(b) undertake an annual independent review of CBA India’s compliance with
the conditions of any agreement entered into for the purposes of
paragraph (7AD)(e);

(c) provide the AUSTRAC CEO with a copy of the results of an independent
review within 14 business days of being presented to the CBA Board
Audit Committee.

To avoid doubt, CBA may, as agent of another member of the CBA DGB, do
any of the following things on behalf of that member:

(a) if the requirements in subsection (7AD) apply to the member — disclose
information relating to that member’s customers to CBA India;
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(b) enter into an agreement with CBA India for the purposes of paragraph
(TAD)(e);

(c) exercise the rights and obligations of a member under the agreement;

(d) any other thing that is necessary for the member to comply with
subsection (7AD).

Exception — CBA DBG and Contractors

(7AJ)

Subsections (1) and (2) do not apply to the disclosure of information by a
reporting entity (the first entity) if:

(a) the first entity is a member of the CBA DBG; and
(b) the information relates to the affairs of a person who:

(i) is, or was, a customer of the first entity; or

(ii) made inquiries referred to in subparagraph 41(1)(c)(i) of the first

entity; and

(c) the disclosure is made to a Contractor for the purpose of enabling the
Contractor to provide one or more third party services to the first entity;
and

(d) the Contractor is physically based at a CBA DBG office or a home office
located in Australia; and

(e) the Contractor is only able to access the information from a CBA DBG
issued device; and

(f) the Contractor is:

(i) subject to the risk awareness training program implemented by CBA
in accordance with Part 9.2 of the AML/CTF Rules; and

(ii) subject to screening and re-screening processes and procedures
equivalent to the processes and procedures under the employee due
diligence program implemented by CBA in accordance with Part 9.3
of the AML/CTF Rules; and

(9) the Contractor is approved, in writing, by the Compliance Officer to
access or receive information, prior to the Contractor’s receipt of or
access to the information; and

(h) the disclosure is made in accordance with CBA’s information security
policies and procedures; and

(i) the information is handled, stored, used and disclosed in accordance with
CBA’s information security policies and procedures at all times; and

(J) prior to making the disclosure, the first entity has entered into a
confidentiality undertaking or deed (hereafter referred to as the
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(7TAK)

(7AL)

(TAM)

(7TAN)

confidentiality agreement) with the Contractor to protect the
confidentiality of the information;

(k) the confidentiality agreement satisfies the conditions specified in
subsection (7AK).

The following conditions are specified for the purposes of paragraph
(TAN)(K):

(a) the confidentiality agreement must be provided in favour of CBA prior to
the first entity making the disclosure to the Contractor;

(b) the confidentiality agreement must be capable of enforcement by
injunction or damages;

(c) the confidentiality agreement must incorporate the obligations set out in
Schedule 2;

(d) the confidentiality agreement must continue in force until:

(i) the Contractor no longer provides third party services to the first
entity; and

(ii) the Contractor is no longer in possession of the information.

CBA must make and retain a schedule of the confidentiality agreements in
the form set out in Schedule 3.

CBA must provide the AUSTRAC CEO with a copy of the confidentiality
agreement or schedule of confidentiality agreements if requested to do so,
within 5 business days of the request being made by AUSTRAC in writing.

CBA must notify the AUSTRAC CEO in writing within 14 days of becoming
aware of any event that may affect compliance with subsection (7AJ).
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2

Subsection 123(12)
Repeal the subsection, insert:

(12) In this Act:

AML/CTF services (short for anti-money laundering and counter-terrorism
financing services) means the following services provided by CBA India to a
member of the CBA DBG:

(a) monitor, review or analyse transactions made by the member’s customers
that are stored on, or accessible through, a System;

(b) process and review transaction monitoring alerts in relation to the
transactions mentioned in paragraph (a);

(c) undertake ongoing customer due diligence or enhanced customer due
diligence measures in relation to the member’s customers;

(d) escalate matters to the member’s AML/CTF Compliance Officer, including
matters that may result in the lodgement of a report under subsection 41(2)
of the Act.

CBA means the Commonwealth Bank of Australia ACN 123 123 124.

CBA DBG (short for Commonwealth Bank of Australia Designated Business
Group) means the designated business group established by CBA under Chapter
2 of the AML/CTF Rules.

CBA India means CBA Services Private Limited (CIN
U74999KA2018FTC112232), WeWork, NXT Tower 1, Manyata Tech Park
Road, Thanisandra, Bangalore 560045 India.

Note: CBA India is not a member of the CBA DBG.

Compliance Officer means the AML/CTF Compliance Officer appointed by
CBA under Part 9.5 of the AML/CTF Rules or his or her delegate at General
Manager Level in Financial Crime Operations.

Contractor means a person contracted by one or more members of the CBA
DBG, either directly or via a contractor supplier, for the provision of one or more
third party services.

Contractor supplier means a person that supplies contractors to one or more
members of the CBA DBG.

Independent review means a review carried out by an internal or external person
who must not have been involved in undertaking any of the functions or
measures being reviewed.

Registered office has the same meaning as in the Corporations Act 2001.

System means a computer system or digital infrastructure owned or operated by
the CBA DBG, including any that makes use of external cloud services for
storage or which stores or makes available information.
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Third party services means the following services provided by a Contractor to a
member of the CBA DBG:

(@)

(b)

(©)

(d)

(€)

)

(9)

(h)

(i)

monitor, review or analyse transactions made by the member’s customers
that are stored on, or accessible through, a System;

process and review transaction monitoring alerts in relation to the
transactions mentioned in paragraph (a);

undertake ongoing customer due diligence or enhanced customer due
diligence measures in relation to the member’s customers;

escalate matters to the member’s Compliance Officer, including matters that
may result in the lodgement of a report under subsection 41(2);

develop models and provide information technology maintenance and
business support services in respect of a System;

undertake quality assurance and continuous improvement processes in
relation to a System;

support delivery of CBA internal audits which may require access to
information;

undertake financial crime data analytics, data science and artificial
intelligence, including but not limited to informing transaction monitoring
rules, optimising or automating operational processes, and carrying out
validation of operational risk models; and

review and consider law enforcement, statutory or regulatory notices,
including requests for information and documents under section 49 and
section 167 of the Act.
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Schedule 2 — Confidentiality Agreement

Obligation for Contractors
(1) The contractor must:
(a) keep suspicious matter material confidential at all times; and

(b) ensure that suspicious matter material is only used in connection with the provision of
third party services; and

(c) ensure suspicious matter material is securely stored; and

(d) put in place adequate safeguards to protect suspicious matter material from
unauthorised use or access; and

(e) comply with the Privacy Act at all times in respect of any personal information
contained in suspicious matter material.

(2) The contractor must not disclose suspicious matter material, either directly or indirectly,
to any person other than:

(a) a member of the CBA DBG; or

(b) if the member of the CBA DBG is permitted under the Act to disclose the information
to another person— that person; or

(c) another contractor where that person has entered into a confidentiality agreement and
been approved by the Compliance Officer to receive or access suspicious matter
material.

(3) The contractor must notify the member of the CBA DBG that has engaged them for the
provision of AML/CTF services, within 5 business days of becoming aware of any breach
or event that may affect their ability to comply with the terms of the confidentiality
agreement.

In this confidentiality agreement:
Act means the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth).
CBA means the Commonwealth Bank of Australia ACN 123 123 124.

CBA DBG (short for Commonwealth Bank of Australia Designated Business Group) means
the designated business group established by CBA under Chapter 2 of the AML/CTF Rules.

Compliance Officer means the AML/CTF Compliance Officer appointed by CBA under Part
9.5 of the AML/CTF Rules or his or her delegate at General Manager Level in Financial
Crime Operations.

Confidentiality agreement means a confidentiality undertaking or deed defining a person’s
obligations and responsibilities with regard to the disclosure of suspicious matter material.
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Contractor means a person contracted by a member of the CBA DBG, either directly or via a
contractor supplier for the provision of one or more third party services.

Contractor supplier means a person that supplies Contractors to a member of the CBA DBG.
Privacy Act means the Privacy Act 1988 (Cth).

Suspicious matter material means any information the disclosure of which would, but for the
existence of this instrument, engage subsections 123(1) and 123(2) of the Act.

Third party services means the following services provided by a contractor to a member of
the CBA DBG:

(a) monitor, review or analyse transactions made by the member’s customers
that are stored on, or accessible through, a computer system or digital
infrastructure owned or operated by the reporting entity;

(b) process and review transaction monitoring alerts in relation to the
transactions mentioned in paragraph (a);

(c) undertake ongoing customer due diligence or enhanced customer due
diligence measures in relation to the member’s customers;

(d) escalate matters to the member’s Compliance Officer, including matters
that may result in the lodgement of a report under subsection 41(2);

(e) develop models, provide information technology maintenance and
business support services in respect of systems that store suspicious
matter material information or from which suspicious matter material is
accessible;

(f) undertake quality assurance and continuous improvement processes in
relation to AML/CTF processes and systems;

(9) support delivery of CBA internal audits which may require access to
suspicious matter material;

(h) undertake financial crime data analytics, data science and artificial
intelligence, including but not limited to informing transaction
monitoring rules, optimising/automating operational processes, and
carrying out validation of operational risk models; and

(i) review and consider law enforcement, statutory or regulatory notices,
including requests for information and documents under section 49 and
section 167 of the Act.
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Schedule 3 — Confidentiality Table

Name Position Contractor ABN/ACN Date of signed
Supplier confidentiality
agreement
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Schedule 4—Repeals

Anti-Money Laundering and Counter-Terrorism Financing
(Declaration—Commonwealth Bank of Australia) Instrument 2024
(No. 4)

1 The whole of the instrument
Repeal the instrument.
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Important Notice to the person named in this instrument

1.

Under sections 136 and 137 of the Act, it is an offence to provide false or misleading
information or documents. If any of the information submitted by the applicant or its
representatives is found to be false or misleading, the modification may be revoked
and action initiated against the applicant.

The person granted the modification may request the AUSTRAC CEO to revoke or
vary it at any time.

Any request to vary this modification must be submitted to the AUSTRAC CEO or an
approved delegate no later than 90 days before the date the change is requested to
commence.
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