PRIVACY AWARENESS

Government agencies are committed to ensuring personnel receive adequate training and information onthe
Australian Privacy Principles (APPs) and other requirements under Australian privacy law. The Privacy Awareness
elearning program describes the APPs and related key concepts under the Privacy Act which govern biew personal
information is collected, used, disclosed and managed.

This program contains seven topics (with a quiz at the end of each) and is required training for all new employees and
as an annual refresher for staff who have access to personal information in the course,of performing their duties.
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TOPIC 1 - INTRODUCTION TO AUSTRALIAN PRIVACY LAW

Overview

This topic provides information regarding the Privacy Act 1988 (Privacy Act), the Australian Privacy Principles and what
‘personal’ and ‘sensitive information’ is.

Objectives
By the end of this topic, you should be able to:

e describe what ‘personal information’ and ‘sensitive information’ is
e outline the powers of the Australian Information Commissioner
e summarise the APPs.

Return to Table of Contents

4
THE PRIVACY ACT
R

The Privacy Act 1988 (Privacy Act) protects the personal information that government and‘those private sector
organisations covered by the Privacy Act (entities) collect about individuals.

The Privacy Act defines personal information and sets down minimum standards_for.the management of personal
information by entities, set out in the Australian Privacy Principles (APPs).

The Privacy Act gives the Australian Information Commissioner (Commissioher) broad powers to assist and require
entities to adopt policies and practices for handling personal informatién which comply with the Privacy Act and the
APPs.

The APPs regulate how entities collect, store, provide access4o, Use and disclose the personal information of all
individuals, including customers and staff. They also allow individuals to access their own information, and request
correction if the information is incorrect.

Compliance with the APPs is a legal requirement.

The areas of privacy regulated by the Privacy Act is just one aspect of information management. Confidentiality,
secrecy, intellectual property and freedem-of information are not regulated by the Privacy Act.

Return to Table of Contents

POWERS OF THE COM@%IONER
\

The Office of the Australian’Information Commissioner (OAIC) has responsibility for regulating and providing advice on
the operation of the'Privacy Act. The powers of the Commissioner include powers:

e to werk'with entities covered by the Privacy Act to facilitate compliance and best practice, such as directing an
agency to undertake a Privacy Impact Assessment (PIA), directing an entity to notify affected individuals and
inform the Commissioner about ‘eligible privacy breaches’ and conducting an assessment of whether personal
information is being handled lawfully

e toinvestigate potential privacy breaches on the Commissioner’s own motion or in response to complaints
(including by requiring a person to produce information or a document, or to attend and answer questions
under oath), make determinations about whether there has been a breach and require entities to take action
in response, including paying financial compensation

e to take various enforcement actions, including accepting an enforceable undertaking and bringing proceedings
to enforce it, bringing court proceedings to enforce a determination, reporting to the Minister and applying to
a court for a civil penalty (up to $1.7 million) for significant and/or repeated breaches of privacy.
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PERSONAL INFORMATION

Personal information is defined in the Privacy Act to mean information or an opinion about an identified individual, or
an individual who is reasonably identifiable, whether the information or opinion is true or not, or recorded in a material
form or not.

Sensitive information is a subset of personal information. It includes information or opinions about racial or ethnic
origin, political opinions, membership of political, professional or trade associations or trade unions, religious beliefs or
affiliations, philosophical beliefs, sexual orientation or practices and criminal records. Sensitive information also
includes health and any other genetic information about an individual, as well as biometric information and templates.

Health information includes information or an opinion about the health, iliness, disability or injury (at any time) of an
individual as well as information regarding health services provided or to be provided to an individual anda person’s
expressed wishes about future provision of health services.

Biometrics is the identification of people based on their unique traits or characteristics. Biometric information refers to
measurements of human body characteristics, such as DNA, fingerprints, eye retinas and irises, voice patterns, facial
patterns and hand measurements, for authentication purposes. Biometric templates are [@’digital representation of an
individual's distinct characteristics, representing information taken from a biometric:sample. It is the biometric
template that is actually compared in a biometric recognition system.

Many agencies will also encounter other types of information, for examplé;, ‘protected information’ under the
Social Security Act 1991 or agencies may have access to tax file numbers:Additional protections apply to the use of this
information and these are dealt with separately in Social Security and’Taxation legislation, respectively.

What is considered personal information can change depending.on the context of the situation, including (for example)
number of people in a relevant group and what additional jaformation may be available from other sources. For
instance, an individual or small number of people with taré or very unusual characteristics from the same small regional
town may be identifiable if their unusual characteristics and the town they are from is disclosed/known.

Video: https://www.oaic.gov.au/updates/videos/privacy-in-the-australian-public-service/

Return to Table of Contents

AUSTRALIAN PRIVACY PRINCIPLES

The Australian Privacy Principles (APPs) regulate the handling of personal information by both Australian government
agencies and those businesses covered by the Privacy Act.

There are 13 APPs sttuctured to reflect the information life cycle, from ensuring transparency in information collection,
through to use and disclosure, quality and security, access and correction.

Under the APPs, private sector organisations and government agencies are collectively 'APP entities' or 'entities'. Where
an APP<nly applies to government agencies, they are referred to as 'agencies' and where an APP only applies to private
sector organisations, they are referred to as 'organisations'.

Return to Table of Contents

AUSTRALIAN PRIVACY PRINCIPLES - A SUMMARY FOR APP ENTITIES

APP 1 — Open and transparent management of personal information

Ensures APP entities manage personal information in an open and transparent way, including having a clearly expressed
and up to date APP privacy policy.
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APP 2 — Anonymity and pseudonymity

Requires APP entities to give individuals the option of not identifying themselves, or of using a pseudonym. Limited
exceptions apply.

APP 3 — Collection of solicited personal information

Outlines when an APP entity can collect personal information that is solicited. Higher standards apply to the collection
of ‘sensitive’ information.

APP 4 — Dealing with unsolicited personal information
Outlines how APP entities must deal with unsolicited personal information.
APP 5 — Notification of the collection of personal information

Outlines when and in what circumstances an APP entity that collects personal information must notify amindividual of
certain matters.

APP 6 — Use or disclosure of personal information
Outlines the circumstances in which an APP entity may use or disclose personal information that it holds.
APP 7 — Direct marketing

An organisation may only use or disclose personal information for direct marketing'purposes if certain conditions are
met.

APP 8 — Cross-border disclosure of personal information
Outlines the steps an APP entity must take to protect personal information before it is disclosed overseas.
APP 9 — Adoption, use or disclosure of government related identifiers

Outlines the limited circumstances when an organisation may adopt a government related identifier of an individual as
its own identifier, or use or disclose a government related. identifier of an individual.

APP 10 — Quality of personal information

An APP entity must take reasonable steps to ensure the personal information it collects is accurate, up to date and
complete. An entity must also take reasonable steps to ensure the personal information it uses or discloses is accurate,
up to date, complete and relevant, having regard to the purpose of the use or disclosure.

APP 11 — Security of personal information

An APP entity must take reasenable steps to protect personal information it holds from misuse, interference and loss,
and from unauthorised acgess, modification or disclosure. An entity has obligations to destroy or de-identify personal
information in certain circumstances.

APP 12 — Accessto-personal information

Outlines an“APP entity’s obligations when an individual requests access to personal information held about them by the
entity. Thisincludes a requirement to provide access unless a specific exception applies.

APP 13 — Correction of personal information

Outlines an APP entity’s obligations in relation to correcting the personal information it holds about individuals where it
is inaccurate, out of date, incomplete, irrelevant or misleading, having regard to the purpose for which the information
is held.

Return to Table of Contents

Privacy Awareness Module | July 2020 6



PRIVACY BREACHES

An interference with privacy occurs where an act or practice of an entity breaches one of the APPs.
Departments or agencies are responsible for ensuring practices and procedures comply with the APPs.

Where a potential breach of privacy has been identified, you need to report the matter to your supervisor and your
agency's Privacy Officer as soon as practicable.

Where a privacy breach is an eligible data breach, the Office of the Australian Information Commissioner (OAIC) and
the affected individual(s) must be notified.

An ‘eligible data breach’ is an unauthorised access to or disclosure of, or loss of personal information that is likely to
result in serious harm to the affected individuals.

Information regarding eligible data breaches is discussed in more detail in Topic 8.

Failure to report a privacy incident in a timely manner can result in serious consequences such as thefrisk of harm to the
person whose privacy has been breached, adverse media or Parliamentary attention.

Under the Privacy Act there are no penalties for the individual who breaches privacy, however, a staff member may be
subject to disciplinary action under the Public Service Act 1999.

Return to Table of Contents

EXAMPLE OF PRIVACY BREACHES

Examples of privacy incidents include, but are not limited to:

e “I'have left personal information on my desk unsecured at the end of the day”.

e “ldisclosed a customer's personal information (addréss, phone number and employer) to another party”.

o “I collected a letter from the printer, but accidentally picked up a different customer's statement and posted it
with the customer letter”.

o “Ileft customer details in a public place while transporting them”.

e  “l'accidentally sent an email to a group of people but | used the ‘to’ field instead of the ‘bcc’, so everyone who
received it can see everyone elsels email addresses”.

e “I'sent an email containing personal information to the wrong recipient when Outlook AutoCompleted the
email address”.

e  “l'accidentally published’a’/dataset online which contains personal information”.

Return to Table of Contents

TOPIC 1 - KNOWLEDGE CHECK

To test your Knowledge of the information presented in this topic, answer the following questions.

QUESTION 1
Select the correct answer to finish the sentence.

The Privacy Act...

a. Protects government agencies from prosecution if they mishandle personal information.
b. Protects the personal information that government and businesses collect about individuals.
c. Regulates confidentiality, secrecy, intellectual property and freedom of information.

Enter your answer(s):
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QUESTION 2
Select the correct answer.

Who needs to comply with the APPs?
a. Alllegal entities in Australia.
Agencies can opt in or out as they choose.

c. Compliance with the APPs is a legal requirement for APP entities that are agencies including Australian
Government agencies and some private sector organisations as defined in the Privacy Act 1988.

Enter your answer(s):

QUESTION 3
Select the correct answer.

Who has responsibility for regulating and providing advice on the operation of the Privacy Act?

a. The Federal or State Minister responsible for each Government agency.
b. The Office of the Australian Information Commissioner (OAIC).
c. Nooneisresponsible, each Government agency regulates the Privacy Adt themselves.

Enter your answer(s):

QUESTION 4
Select the correct answer.

Who is responsible for ensuring practices and procedures comply with the APPs?

a. Departments or agencies.
b. The Office of the Australian Informatien Commissioner (OAIC).
c. Individuals who deal with the Australian Government.

Enter your answer(s):

QUESTION 5
Select the correct answer.

Which of the féllowing is ‘personal information’?

A_person’s name.

A person’s phone number.
A person’s email address.
A person’s photograph.
All of the above.

® o0 T

Enter your answer(s):

Return to Table of Contents
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KEY POINTS TO REMEMBER

e  Compliance with the APPs is a legal requirement.

e  The Office of the Australian Information Commissioner (OAIC) is responsible for regulating compliance with the
Privacy Act.

e Personal information is information or an opinion about an identified person, or a person who is reasonably
identifiable. The information or opinion may, or may not, be true and may, or may not, be recorded in a
material form.

e We must consider sensitive information, a subset of personal information, which includes certain types of
information (for example, health information) listed in the Privacy Act.

e The APPs apply to ‘APP entities’ that are ‘agencies’ (including our department) or private sector ‘organisations’
as defined in the Privacy Act.

e Potential breaches of privacy need to be reported as soon as practicable to your supervisor and the’agency's
Privacy Officer.

Return to Table of Contents

i
SUMMARY "l/

Great! You should be able to:

o describe what personal information and sensitive information is
e summarise the APPs
e outline the powers for the Australian Information Commissioner.

Click the Additional Links button below, to further explore this medule:

e  Office of the Australian Information Commissioner.
e  Privacy Act 1988

Return to Table of Contents

TOPIC 2 — OPEN AND TRANSPARENT MANAGEMENT OF PERSONAL INFORMATION

Overview

This topic provides information‘on.open and transparent management of personal information.
Objectives

By the end of this topic,‘you should be able to:

e summarisé-APP 1 and APP 2
e identifywork situations where APP 1 and/or APP 2 will apply.

Returndo.Table of Contents

APP 1 - OPEN AND TRANSPARENT MANAGEMENT OF PERSONAL INFORMATION

APP 1 outlines the requirement for APP entities to have a clearly expressed and up to date privacy policy. The privacy
policy must set out:

e the kinds of personal information we collect and hold

e how we collect and hold personal information

e the reason we collect, hold, use and disclose this information
e how people access and amend their information.
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Entities must take reasonable steps to implement processes that will ensure we comply with the APPs and enable us to
deal with enquiries or complaints. Reasonable steps may include:

e training staff about our policies and procedures
e establishing procedures to receive and respond to complaints and enquiries
e establishing procedures to identify and manage privacy risks.

Note 1: The privacy policy must be made available free of charge and in an appropriate form. An appropriate form
includes making it available on the entity’s website.

If a person requests a copy of the privacy policy in a particular form (for example, printed) we must take reasonable
steps to give the person a copy in that form.

Note 2: The policy will also need to outline whether personal information will be disclosed to overseas recipients, how
a person can make privacy complaints, and how complaints will be dealt with.

Return to Table of Contents

APP 2 - ANONYMITY AND PSEUDONYMITY

APP 2 imposes obligations for APP entities to allow people to deal with us anonymously, or by using a pseudonym, if
they want to, unless:

e the entity is required or authorised by or under an Australian law, or@n, erder of a court/tribunal, to deal with
people who have identified themselves
e itisimpracticable for the entity to deal with people who have Aot identified themselves or used a pseudonym.

What amounts to ‘impracticable’ will depend on the circumstances. For example, where a person applies for a benefit
to be paid to them, the service delivery agency cannot deal with.that person without knowing their identity.

That agency will need to confirm who they are paying the bénefit to, so will be unable to deal with the person
anonymously on that particular matter.

Return to Table of Contents

SCENARIOS

SCENARIO QUESTION 1
Select one or more as approgriate (please note there may be more than one correct answer).

Jane, a customer of the'department, is filling out a form that requests her personal information. Jane wants to know
more about what thedepartment will do with her personal information.

What can Jane do?

a. \Read the privacy notice on the form, and then read the privacy policy on the internet.
b. Contact the department and ask for a printed copy of the privacy policy.
c. Nothing, as the department can do whatever it wants with Jane's personal information.

Enter your answer(s):

SCENARIO QUESTION 2:

Select one or more as appropriate (please note there may be more than one correct answer).
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Mary wants to know what services or assistance the department can provide to her, but she doesn't want to be
identified because her ex-husband works for the department.

What can Mary do?
a. The department will not deal with Mary, either face-to-face or over the phone, unless she identifies herself.
Mary can visit the department in person and ask for general information about the department's services
without giving her name.

c. Mary can call the department and ask for general information about the department's services without giving
her name.

Enter your answer(s):

KEY POINTS TO REMEMBER (1>)
%,

APP 1 - OPEN AND TRANSPARENT MANAGEMENT OF PERSONAL INFORMATIGN

e We must have a clear and current privacy policy that sets out the kinds of persomal information we collect and
hold, and how we manage that information.

e The policy must be free of charge and in an appropriate form.

e We must set up processes to ensure we comply with the APPs and deal appropriately with enquiries or
complaints.

Return to Table of Contents

APP 2 - ANONYMITY AND PSEUDONYMITY

e  We must allow people to deal with us anonymusly or with a pseudonym if they want to, unless it is
impracticable to do so, or identification is required by Australian law or an order of a court/tribunal.

Return to Table of Contents

SUMMARY .(QY

Great! You should be able to:

e summarise APP 1 and"APP 2
e identify work situations where APP 1 and/or APP 2 will apply.

Return to Table of Eontents

TOPIC 3 — COLLECTION OF PERSONAL INFORMATION

Overview

This topic provides information on the collection of personal information.
Objectives
At the end of this topic you should be able to:

e discuss the term ‘consent’

e outline how to identify entity functions or activities
e discuss the term ‘reasonably necessary’

e outline what a privacy notice is and why it is used
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e summarise APP 3, APP 4 and APP 5
e identify work situations where APP 3, APP 4 and/or APP 5 will apply.

Return to Table of Contents

CONSENT

When consent is needed to collect, use or disclose information, the APP entity should implement procedures and
systems to obtain and record consent.

There should be no doubt that consent has been given, either expressly or clearly implied from the conduct of the
person.

Consent means express consent or implied consent. Four key elements of consent are:

e it must be provided voluntarily

e the individual must be adequately informed of what they are consenting to

e it must be current and specific

e the individual must have the capacity to understand and communicate their consent

Note 1: Where a person cannot consent, they should be involved, as far as is practical, inlany decision-making process.
If possible, ensure privacy issues are discussed in a way that is understandable and comprehensible.

Note 2: The Privacy Act does not specify an age after which people can make_ theif own privacy decisions. An APP entity
will need to determine whether a young person has the capacity to consent on a case-by-case basis. As a general
principle, a young person has capacity to consent when they have suffiecient maturity to understand what is being
proposed. In some circumstances, it may be appropriate for a parent\or guardian to consent on behalf of a young
person.

Return to Table of Contents

DEFINITIONS

EXPRESS CONSENT

Express consent is given explicitly, either verbally or in writing, which could include a signature or a spoken statement
to signify agreement.

Return to Table of Contents

IMPLIED CONSENT
Implied consént arises where consent may reasonably be inferred from the conduct of the person and the APP entity.

Returnte-Fable of Contents

VOLUNTARY

Consent is voluntary if a person has a genuine opportunity to provide or withhold their consent. Consent is not
voluntary where there is duress, coercion or extreme pressure.

Factors relevant to deciding whether consent is voluntary include:

e the alternatives open to the person, if they choose not to consent
e the seriousness of any consequences if a person refuses to consent
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e any adverse consequences for family members or associates of the person if the person refuses to consent.

Return to Table of Contents

INFORMED

A person must be aware of the implications of providing or withholding consent. For example, whether the person is
able to access a service if they do not consent to an APP entity collecting a specific piece of personal information.

An APP entity should give information directly to the person about how their personal information will be handled, in a
way that the person understands.

The information should be written in plain English, without legal or industry jargon.

Return to Table of Contents

CURRENT AND SPECIFIC

An APP entity should seek consent from a person at the time it wants to collect, use or disclose that person’s personal
information. You should not seek a broader consent than is required for that purpose~For example, consent for
undefined future uses, or consent to ‘all legitimate uses or disclosures'.

A person may withdraw their consent at any time. If they do, an APP entity weuld no longer be able to rely on consent
having been given when dealing with that person’s personal information.

Return to Table of Contents

CAPACITY

A person must be able to understand the issues relatihg to the decision to consent. This includes the effect of giving or
withholding consent, forming a view based on reasaned judgement and communicating their decision. An entity should
not rely on any statement of consent given by a,person if it is unsure they have the capacity to consent. Issues that
could affect a person’s ability to consent include:

e age

e physical (e.g. vision impairment which affects reading ability) or mental disability or impairment
e temporary incapacity

e limited understanding of English.

An entity should consider providing support to enable the person to exercise their capacity. If a person does not have
capacity to consent/and consent is required, an entity should consider who can act on the person’s behalf. Options
include:

e _alguardian
e ‘someone with an enduring power of attorney

e aperson recognised by other relevant laws, such as a person’s spouse, partner, carer, family member or close
friend

e aperson who has been nominated in writing by the person while they were capable of giving consent.

Return to Table of Contents
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CONSENT CONT.

OPT OUT CONSENT MECHANISMS

Itis unreliable to assume implied consent based on a person’s failure to opt out. However, opt out consent models may
be appropriate where the following factors are met:

o the option to opt out was clearly presented

e itis likely the person received and read the information about the proposed collection, use or disclosure, and
the offer to opt out

e the person was aware of the implications of not opting out

e the choice to opt out is freely available and not bundled with other purposes

e opting out is easy to take up. That is, it involves little or no financial cost to, or effort from, the person

e the consequences of failing to opt out are not serious

o if the person opts out later, they are fully restored to the position they would have been in ifthey had opted
out earlier.

Return to Table of Contents

IMPLIED CONSENT
Where consent may reasonably be inferred from the conduct of the individual'and the APP entity.

It should not be assumed that a person has consented to collection, wse-or disclosure just because the collection, use or
disclosure appears to benefit that person.

It should not be assumed that a person has given consent becduse they have not objected to a proposal to handle
personal information in a particular way.

Implied consent may not be relied upon where there,is reasonable doubt about the person’s intention.

Return to Table of Contents

EXPRESS CONSENT

Express consent is given fully and clearly, either verbally or in writing. This could be a signature or a spoken statement
to signify agreement.

An APP entity should seek express consent where it proposes to handle a person’s sensitive information (unless one of
the exceptions in APP 3.4 applies).

Return to TablewefContents

BUNDLED CONSENT

Bundled consent is where an individual is requested to agree to a wide range of collections, uses and disclosures at the
same time. Not allowing the individual the ability to opt out of some of the collections, uses or disclosures of personal
information within the bundle can undermine the voluntary nature of consent.

Return to Table of Contents
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APP 3 - COLLECTION OF SOLICITED PERSONAL INFORMATION

APP 3 outlines when and how an entity may collect the personal and sensitive information it solicits from a person or
another entity.

An entity ‘solicits’ personal information if the entity requests another entity to provide the personal information, or to
provide a kind of information in which that personal information is included.

We can only collect personal information if it is reasonably necessary for, or directly related to, one or more of our
functions or activities.

Collection of personal information must be by lawful and fair means. Personal information must be collected from the
individual concerned unless:

e theindividual consents to collection from someone other than the individual

e the agency is required or authorised by or under an Australian law, or a court/tribunal order,*to collect the
information from someone other than the individual

e itis unreasonable or impracticable to do so or an exception applies.

The APPs impose more restrictive obligations when collecting sensitive information. Sepsitive information can be
collected:

o if the person consents and the information is reasonably necessary for{ or directly related to, one of the
entity’s functions or activities

o if the collection is required or authorised by law

e in permitted general situations.

Some examples of permitted general situations are:

o where collection, use or disclosure is required to lessen or prevent a serious threat to life, health or safety of a
person or to public health and safety

e tolocate a missing person

o where there is reason to suspect unlawful activity of a serious nature may be, or is being, engaged in relating
to an agency's functions

e to establish, exercise or defend a'legal or equitable claim

e for the purposes of a confidential alternative dispute resolution.
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IDENTIFYING THE FUNCTIONS OR ACTIVITIES OF AN APP ENTITY
To determine whether'a particular collection of personal information is permitted involves a two-step process:

1. identifying,your agency's functions or activities
2. determining whether the collection of personal information is reasonably necessary for, or directly related to, one
of those functions or activities.

Return to Table of Contents

DIRECTLY RELATED

A clear and direct connection must exist between the personal information being collected and an agency function or
activity.
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An agency’s functions will be conferred either by legislation or an executive scheme or arrangement established by

government. Identifying your agency’s functions involves examining the legal instruments that confer or describe the
agency’s functions, including:

e Acts and subordinate legislative instruments
e the Administrative Arrangements Order made by the Governor-General

e government decisions or ministerial statements that announce a new government function.

Note: The activities of an agency will be related to its functions and include incidental and support activities, such as
human resources, corporate administration, property management and public relations activities.
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REASONABLY NECESSARY

The ‘reasonably necessary’ test is an objective test. It is whether a reasonable person who is propetly.informed would
agree that the personal information being collected is reasonably required for one of the entity’s.functions or activities.

Factors to consider when determining whether a collection of personal information is reasonably necessary for a
function or activity include:

e what is the primary purpose of collection?

o how will the information be used in undertaking the function or activity?’For example, collection because the
information may be needed for future activities would not be reasonably necessary.

e could you undertake the function or activity without that information, or by collecting a lesser amount of
personal information?

We need to be able to explain how the 'reasonably necessary”test'is met.

Return to Table of Contents

NOT REASONABLY NECESSARY

The Information Commissioner has previously ruled that collection of personal information was not reasonably
necessary for an entity’s function or activity in the following situations:

e ajob applicant being asked if they had suffered a work-related injury or illness, when this was not relevant to
the position being advertised

e aperson applying to open a bank account being asked to complete an application form that included a
guestion about marital status, when this had no bearing on the applicant's eligibility to open an account

e a medical practitioner photographing a patient for the patient's medical file, when this was not necessary to
provide ‘@health service.

Return to Takle of Contents

OTHER EXAMPLES OF PERSONAL INFORMATION COLLECTION

Other examples of personal information collection that may not be reasonably necessary for an entity’s functions or
activities include:

e collecting all information on a person’s drivers licence to establish if the person is aged 18 years or over

e collecting personal information about a group of people, when information is only required for some of those
people.

Return to Table of Contents
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APP 4 - COLLECTION OF UNSOLICITED PERSONAL INFORMATION

APP 4 imposes obligations in relation to receiving personal information which is not solicited by the entity.

Where an entity receives information it did not intend to collect, the entity must determine whether or not it could
have collected the information under APP 3.

If we determine we could not have collected the information, we must destroy or de-identify the information as soon
as practicable, but only if lawful and reasonable to do so and only if the information is not contained in a
Commonwealth record. If the information can't be destroyed, APPs 5 to 13 apply.

If we determine we could have collected the information, then APPs 5 to 13 apply in relation to the information as if it
had been solicited under APP 3.

Note: Unsolicited personal information which is kept by the receiving agency must be given the same privacy
protection as solicited personal information.
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APP 5 - NOTIFICATION OF THE COLLECTION OF PERSONAL INFORMATION

APP 5 requires that such steps (if any) as are reasonable in the circumstances must be.taken to notify a person at,
before, or as soon as practicable after, collection of their personal information. Specific matters we need to make
people aware of under APP 5 requirements include:

e who the entity is and how to contact it

e any collection from a person other than the individual or witheut the individual’s knowledge

o if collection of the information is required or authorised uhder Australian law

e the purpose for collecting the personal information

e the consequences if all or some of the informationds not collected

e any other APP entity, body or person the information may be disclosed to

e information about the entity's privacy palicy/including how the person can access their personal information
and seek correction of that information, and the complaint handling process

o whether the entity is likely to disclose the information to overseas recipients and, if so, the countries in which
these recipients are likely to be\located.
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PRIVACY NOTICES

A privacy notice is used to notify people when personal information is collected about them. Privacy notices must
comply with APP/5.

The notice tells people what their information is being collected for, and how it may be used or disclosed.

A privacy fotice should be included on all forms (including online), letters or products that collect personal information
about a person.

Return to Table of Contents

GENERIC APP 5 PRIVACY NOTICE

Your personal information is protected by law, including the Privacy Act 1988, and is collected by (Agency
name) for the assessment and administration of payments and services. This information is required to process
your application or claim.
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Your information may be used by the department or given to other parties for the purposes of research,
investigation or where you have agreed or it is required or authorised by law.

You can get more information about the way in which (Agency name) will manage your personal information,
including our privacy policy at (Agency website) or by requesting a copy from the department.

In some circumstances, it may be reasonable not to take any steps at all. For example, where an entity collects personal
information from an individual on a recurring basis over a short period in relation to the same matter, and the
individual is aware (or reasonably ought to be aware) that a separate notice will not be issued for each instance of
collection.

If the form is collecting information about more than one person, it needs to be clear that the privacy notice applies to
any person whose personal information is collected. This may mean more than one privacy notice needs to betincluded
on the form, or references to the location of a privacy notice need to be made in different sections of the farm:
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SCENARIOS

SCENARIO QUESTION 1
Select the correct answer.

Marcus is a customer of the department. The department wants to collect'information about the ethnic origin of its
customers. This information will be used to provide targeted services to areas where there are high numbers of
culturally and ethnically diverse customers.

What do we need to do when asking Marcus for this information?

a. Seek consent from Marcus to collect this information, and provide Marcus with a privacy notice referring him
to the department’s privacy policy.

b. Nothing, we can collect this information without consent, as it is related to our business.

c. We cannot collect this information frama‘Marcus, even if he consents.

Enter your answer(s):
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SCENARIO QUESTI@QN 2
Select the correct dnswer.

Ava has contacted the department to apply for a payment. She has sent in extra documents (that contain personal
information) with her application even though the department does not need this information to process her
application.

What do we need to do with this information?

a. We are required to destroy it.
b. We are not required to destroy or de-identify it.
c. We are required to de-identify it.

Enter your answer(s):

Return to Table of Contents
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SCENARIO QUESTION 3
Select the correct answer.
Tim's manager has asked him to draft a new form for collecting personal information from members of the public.

Does Tim need to include a privacy notice on the form?

a. No, itis not necessary to advise members of the public about their privacy rights.
No, the department’s privacy policy is available on the internet, so there is no need to put a notice on the
form.

c. Yes, Tim should ensure a privacy notice which complies with APP 5 is included on the form.

Enter your answer(s):
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KEY POINTS TO REMEMBER

APP 3 - COLLECTION OF SOLICITED PERSONAL INFORMATION

e We can only collect personal information if it is reasonably necessaryfar/or directly related to, our functions
or activities.

e Higher standards are applied to the collection of sensitive information.

e Personal information can be collected from a third party if certain conditions are met.

Return to Table of Contents

APP 4 - COLLECTION OF UNSOLICITED PERSONAL INFORMATION

o |f we determine we could not have collected the unsolicited personal information, we must destroy or de-
identify the information if lawful and réasonable, and it is not contained in a Commonwealth record.

e |f the unsolicited personal infofimation is contained in a Commonwealth record, we are not required to destroy
or de-identify the personakinformation, even if it is determined that we could not have collected the
information under APP 8-We must handle the information the same way we handle solicited information.

o |f we determine we.could have collected the unsolicited personal information, then we must handle the
information the same way we handle solicited information.
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APP 5 - NOTIFICATION OF THE COLLECTION OF PERSONAL INFORMATION

e When we collect personal information, or as soon as practicable after we collect the information, we must
notify the person of specific matters regarding who we are and how we deal with their information.

Return to Table of Contents

SUMMARY

Great! You should be able to:

e  discuss the term ‘consent’
e outline how to identify entity functions or activities
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e discuss the term ‘reasonably necessary’

e outline what a privacy notice is and why it is used

e summarise APP 3, APP 4 and APP 5

e identify work situations where APP 3, APP 4 and/or APP 5 will apply.
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TOPIC 4 — DEALING WITH PERSONAL INFORMATION

Overview

This topic provides information on dealing with personal information.
Objectives
By the end of this topic, you should be able to:

e summarise APP 6, APP 7, APP 8 and APP 9
e identify work situations where APP 6, APP 7, APP 8 and/or APP 9 will apply.

Return to Table of Contents

\J
APP 6 - USE OR DISCLOSURE OF PERSONAL INFORMATION Q'\(l/

APP 6 outlines when we can use and/or disclose personal information for secondary purposes. Personal information
can be used for the purpose for which it was collected (the primary purpose), but where it is to be used for a secondary
purpose we will generally require the individual’s consent unless the'Use or disclosure falls under one of these
exceptions:

e the person would reasonably expect the use or disclosure for the secondary purpose, and the secondary
purpose is related to the primary purpose (for*personal information) or directly related to the primary
purpose (for sensitive information)

o the use or disclosure is required or authaerised by law

e the use or disclosure is reasonably.nécéssary for the enforcement related activities conducted by, or on behalf
of, an enforcement body (if an entity uses or discloses personal information for enforcement related activities,
it must make a written note‘of-the use or disclosure).

e the agency provides an gnforcement body with biometric information or templates in accordance with
guidelines made by the Commissioner

e apermitted generalGituation exists.

Some examples of permitted general situations are:

e where cgllection, use or disclosure is required to lessen or prevent a serious threat to life, health or safety of a
persontor to public health and safety

e _tdlocate a missing person

e if there is reason to suspect unlawful activity of a serious nature may be, or is being, engaged in relating to an
agency's functions

e to establish, exercise or defend a legal or equitable claim

e for the purposes of a confidential alternative dispute resolution.

Return to Table of Contents
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APP 7 - DIRECT MARKETING

APP 7 regulates the use and disclosure of personal information by private sector organisations for the purpose of direct
marketing.

Generally, private sector organisations may only use or disclose personal information for direct marketing purposes
where the individual has either consented to their personal information being used for direct marketing, or has a
reasonable expectation that their personal information will be used for this purpose, and conditions relating to opt-out
mechanisms are met.

The provision relates to private sector organisations, not agencies. However, it is worth noting that APP 7 permits
contracted service providers for Commonwealth contracts to use or disclose personal information for the purpose of
direct marketing if:

e the organisation collected the information for the purpose of meeting (directly or indirectly) an aobligation
under the contract, and
e the use or disclosure is necessary to meet (directly or indirectly) such an obligation.
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APP 8 - CROSS-BORDER DISCLOSURE OF PERSONAL INFORMATION

APP 8 necessitates an accountability approach to cross-border disclosure of{personal information.

Before we disclose personal information to an overseas recipient, we must take reasonable steps to ensure that the
overseas recipient does not breach the APPs in relation to that information. In some circumstances an act done, or a
practice engaged in, by the overseas recipient that would breach the APPs, is taken to be a breach of the APPs by the
entity. There are only limited circumstances in which cross-bofder disclosure is permitted without taking reasonable
steps to ensure that the overseas recipient does not breaeh‘the APPs (for example, where the disclosure is required or
authorised under an international agreement).

This is of particular relevance when contemplating storage solutions used which may rely on technology solutions
storing information overseas (cloud servers).
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APP 9 - ADOPTION, USE OGR.DISCLOSURE OF GOVERNMENT RELATED IDENTIFIERS

APP 9 generally only applies to private sector organisations, prohibiting them from adopting, using or disclosing a
government related idéntifier unless an exception applies. This can include use of drivers licence numbers, Medicare
numbers and other-similar identifiers for purposes of identification.

Return to Tabléof Contents

GOVERNMENT RELATED IDENTIFIER
An identifier of an individual that has been assigned by:

e anagency

e  aState or Territory authority

e an agent of an agency, or a State or Territory authority, acting in its capacity as agent

e acontracted service provider for a Commonwealth contract, or a State contract, acting in its capacity as
contracted service provider for that contract.
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An 'identifier' is anything other than the person's name or ABN, and can include a number, letter or symbol that is used
to identify a person or to verify the identity of a person.
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ADOPTION OF GOVERNMENT RELATED IDENTIFIERS

A private sector organisation cannot adopt the government related identifier of a person as its own identifier, unless
required or authorised by law.
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USE OR DISCLOSURE OF GOVERNMENT RELATED IDENTIFIERS

A private sector organisation cannot use or disclose a government related identifier of a person unlgssthe use or
disclosure is required or authorised by law, a permitted general situation exists, or the use or disclasure is reasonably
necessary:

e to verify the identity of the person
e to fulfil obligations to an agency or State or Territory authority
o for one or more enforcement related activities conducted by, or on behalf of, an enforcement body.

Some examples of permitted general situations are:

e where collection, use or disclosure is required to lessen or prevént a serious threat to life, health or safety of a
person or to public health and safety

e tolocate a missing person

o if thereis reason to suspect unlawful activity of a serious nature may be, or is being, engaged in relating to an
agency’s functions

e to establish, exercise or defend a legal or eguitable claim

o for the purpose of a confidential alternative dispute resolution.
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SCENARIOS

SCENARIO QUESTION\1
Select the correct answetr.

Rajesh is a customer of the department who has been involved in a motor vehicle accident. He has suffered
significant physical injuries and his insurer is taking legal action against the driver of the vehicle.

The department receives a request from Rajesh’s insurer for copies of his personal information from the last six
months.

Can the department disclose this information to the insurer?

a. The department needs to get consent from Rajesh to disclose this information.
The department can provide this information to the insurer without Rajesh’s consent because it is a permitted
general situation under the Privacy Act.

c. The department cannot disclose this information to the insurer under any circumstances.

Enter your answer(s):
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SCENARIO QUESTION 2
Select one or more as appropriate (please note there may be more than one correct answer).

Bob is a customer of the department. He is currently travelling and is in Vienna, Austria. Bob has access to the
internet and logs on from Vienna. The information he accesses is routed through servers located in Istanbul.

Does APP 8 apply in this case?

Select all that apply, there may be more than one correct answer:
a. No, Bobis accessing his own information. APP 8 only applies if Bob is not the person to whom the infermation
relates.
b. No, information being routed through an overseas server does not constitute a disclosure andso APP 8 does

not apply.
c. The department cannot provide access to online services from overseas locations infany circumstances.

Enter your answer(s):
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KEY POINTS TO REMEMBER

APP 6 - USE OR DISCLOSURE OF PERSONAL INFORMATION

e Personal information can be used or disclosed for.a’secondary purpose (i.e. purpose different from the
purpose it was collected for) in certain circumstances, including where the use or disclosure is authorised or
required by law.

e  We generally require the individual's eédnsent where personal information is used or disclosed for a purpose
unrelated to the reason it was collécted (secondary purpose) unless an exception applies.
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APP 7 - DIRECT MARKEJPNG

e  Private sector'erganisations may only use or disclose personal information for direct marketing purposes if the
person copsents, or has a reasonable expectation their personal information will be used for this purpose.

Return to Tabléof Contents

APP 8 - CROSS-BORDER DISCLOSURE OF PERSONAL INFORMATION

e Before disclosing personal information overseas, we need to take reasonable steps to ensure the overseas
recipient does not breach the APPs, unless an exception applies.

Return to Table of Contents
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APP 9 - GOVERNMENT RELATED IDENTIFIERS

e Private sector organisations are prohibited from adopting, using or disclosing a government related identifier,
such as a drivers licence number or a Medicare number, unless an exception applies.
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SUMMARY

Great! You should be able to:

e summarise APP 6, APP 7, APP 8 and APP 9
e identify work situations where APP 6, APP 7, APP 8 and/or APP 9 will apply.
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TOPIC S - INTEGRITY OF PERSONAL INFORMATION

Overview

This topic provides information on the integrity of personal information.
Objectives

By the end of this topic, you should be able to:

e summarise APP 10 and APP 11
e identify work situations where APP 10 and/or APP 11 will.apply.
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QO
APP 10 - QUALITY OF PERSONAL INFORMé{?bN

APP 10 requires an entity to take reasonable stepsto ensure the personal information it collects is accurate, up to date
and complete.

We must also ensure the personal infermation we use or disclose is accurate, up to date, complete and relevant, having
regard to the purpose of the use or‘disclosure.
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APP 11 - SECURIRVQ\F\PERSONAL INFORMATION

APP 11 requires anyéntity to take reasonable steps to ensure personal information it holds is protected from misuse,
interference,doss, unauthorised access, modification or disclosure.

The inclusion of ‘interference’ recognises that attacks on personal information may not be limited to misuse or loss and
may include interference that does not amount to modification of the information.

Preventing interference may require additional measures to be taken to protect against computer attacks and other
interferences of this nature.

Return to Table of Contents

APP 11 imposes a requirement on entities to take reasonable steps to destroy or de-identify personal information we
no longer need for any authorised purpose, unless:
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e jtis contained in a Commonwealth record (noting that this will cover most personal information held by
agencies)
e we are required by or under an Australian law or a court/tribunal order to retain the information.
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SCENARIO

SCENARIO QUESTION 1
Select the correct answer.

The hacker group, Anonymous, has hacked into the department's IT system and published the personal information
of all its customers. During the course of an internal investigation, it is discovered that the security software the
department has been using is out of date and has not been updated for seven years.

Is the department in breach of APP 11?
a. No, because the department has security software in place it has met the obligations of APP 11 and no APP
breach has occurred.
b. Yes, the department must take reasonable steps to protect information, afd as the security software is

significantly out of date the Information Commissioner may find a breach-of APP 11 has occurred.
c. No, APP 11 does not apply to cyber-attacks.

Enter your answer(s):
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KEY POINTS TO REMEMBER

APP 10 - QUALITY OF PERSONAL INFORMATION

e We must ensure the personal.information we collect, use or disclose is accurate, up to date, complete and
relevant.
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APP 11 - SECURIF#Y OF PERSONAL INFORMATION

e We argyrequired to ensure the personal information we hold is protected from misuse, interference, loss,
unauthorised access, modification or disclosure.

Return t6 Table of Contents

SUMMARY

Great! You should be able to:

e summarise APP 10 and APP 11
e identify work situations where APP 10 and/or APP 11 will apply.

Return to Table of Contents
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TOPIC 6 — ACCESS TO, AND CORRECTION OF, PERSONAL INFORMATION

LEARNING OBJECTIVES

Overview

This topic provides information on the access and correction of personal information.
Objectives

At the end of this topic, you should be able to:

e summarise APP 12 and APP 13
e identify work situations where APP 12 and/or APP 13 will apply.
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APP 12 - ACCESS TO PERSONAL INFORMATION q
D)

APP 12 requires an entity to give a person access to the personal information it holds about that person, unless refusal
is required or authorised under the Freedom of Information Act 1982 (FOI Act) or any other Commonwealth or Norfolk
Island law that provides for access to documents.

APP 12 imposes a requirement for agencies to respond to requests for accesswithin 30 days. We must give access in
the manner requested by the person if it is reasonable and practicable to do-s6. We must not charge the person for
making the request or giving access to the personal information.

If an entity refuses to give access, or to give access in the manner.requested, we must take reasonable steps to give
access to the personal information in an alternative way, for example, using a mutually agreed intermediary.

If an entity refuses to give access to the personal information we must give the person a written notice with the
reasons for refusal and include information on how the*person may complain about the refusal.

The APPs do not provide for an extension to the 30<day timeframe to respond to requests for access to personal
information.
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APP 13 - CORRECTION OF\%}SONAL INFORMATION

APP 13 requires an entity to take reasonable steps to correct personal information to ensure it is accurate, up to date,
complete, relevant and notymisleading at the request of the person, or where the entity is satisfied the information
needs to be corrected:

This applies whenZindividuals request correction and where the need for correction is identified by a third party or the
department.

Similar't0"APP 12, correction requests by the individual must be responded to within 30 days, must not be charged for,
and when refusing a person’s correction request we must provide the person with written reasons for the refusal and
notify them of available complaint procedures.

APP 13 imposes obligations where personal information has been corrected and that personal information has been
previously disclosed to another APP entity. We must take reasonable steps to notify that other entity of the correction
if requested by the person, unless it is impracticable or unlawful to do so.

If an entity refuses to correct personal information, the person can request a statement stating the information is
inaccurate, out of date, incomplete, irrelevant, or misleading. The statement must be attached to the information so it
is clear to users of the information.
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SCENARIOS

SCENARIO QUESTION 1
Select one or more as appropriate (please note there may be more than one correct answer).

Zara is a customer of the department. One day she receives a letter from the department and notices her name is
misspelled. She contacts the department the next day and asks for a copy of her record to check the spelling of her
name.

What are our obligations to Zara?

a. To provide Zara with her record within 30 days of her making the request.
Zara has the right to ask us to correct the spelling of her name and we are required to do.this within 30 days of
her making the request.

c.  We have no obligation under the Privacy Act to provide Zara with this information. She should make her
request under the Freedom of Information Act 1982.
We are not required to amend Zara's record to reflect the correct spelling of(her name.

e. Zaraneeds to put her request in writing before we will consider providing hér with access to her record or
amending her record.

Enter your answer(s):

Return to Table of Contents

SCENARIO QUESTION 2
Select one or more as appropriate (please note there may be more than one correct answer).

Alex is a departmental staff member. Oneday he is assisting Mike, a customer, and notices that some of the
information on Mike's record does not belong to him.

Alex investigates further and finds the information belongs to another customer with the same name as Mike. Alex
also notices the incorrect information has been provided to another department.

What are we required to do?
Amend Mike's record to remove the incorrect information as soon as practicable.

Take actioh’to amend Mike's record to remove the incorrect information within 30 days.
Contact/the other department to advise them of the error, if Mike asks us to do so.

o 0o T o

We,do not have to do anything as Mike is not aware of the error.

Enter your answer(s):
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KEY POINTS TO REMEMBER

APP 12 - ACCESS TO PERSONAL INFORMATION

e We must give a person access to their own personal information unless a specific exception applies.
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e We must respond to requests for access to personal information within 30 days, free of charge, and provide
written reasons if refusing the request for access.
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APP 13 - CORRECTION OF PERSONAL INFORMATION

e We must take certain steps to correct personal information where that information is inaccurate, out of date,
incomplete, irrelevant or misleading.

e We must respond to requests from an individual for correction of their personal information within 30 days,
free of charge, and provide written reasons if refusing the correction request.
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%v
SUMMARY (\\}.

Great! You should be able to:

e summarise APP 12 and APP 13
e identify work situations where APP 12 and/or APP 13 will apply.
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TOPIC 7 — CODE REQUIREMENTS

\ A\ ]
LEARNING OBJECTIVES (,Q

Overview

This topic provides information regarding requirements under the Australian Government Agencies Privacy Code (‘the
Code’) which affect all government agencies.

Objectives
At the end of this topic, you should be able-to:

e summarise requirements’under the Code
e know what a PrivacyJmpact Assessment is, and when to do one
e know where to go to’obtain further information regarding privacy.
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AUSTRALIMOVERNMENT AGENCIES PRIVACY CODE
\Y

The Privacy-{Australian Government Agencies — Governance) APP Code 2017 (‘the Code’) took effect from 1 July 2018
and imposes mandatory requirements for the handling of personal information by government agencies.

The aim of the Code is to promote a ‘privacy by design’ approach to ensure that privacy compliance is included in the
design of information systems and practices from their inception. It does this by requiring agencies to take reasonable
steps to implement practices, procedures and systems to ensure compliance with the APPs and any binding registered
APP code.

What’s required under the Code?
The following key requirements for agencies to adopt under the Code are to:
e have a privacy management plan
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This is a plan which outlines how the agency will meet its APP compliance obligations.

e have a designated Privacy Officer
The Privacy Officer is the primary point of contact for advice on privacy matters in the agency, and must
perform a number of functions under the Code.

e have a designated Privacy Champion (who is a senior official within the agency)
The Privacy Champion must promote a culture of privacy within the agency that values and protects personal
information, as well as performing a number of other functions.

e undertake privacy impact assessments (PIAs) for all ‘high privacy risk’ projects, maintain a register for those
PIAs, and publish the register
This is an assessment of the privacy impacts of a project or changed way of handling personal information.
Further information regarding PIAs is below.

e provide appropriate privacy education or training to agency staff at induction and annually thereafter for staff
with access to personal information.

PRIVACY IMPACT ASSESSMENTS (PIA)

The Code directs that all agencies must conduct a PIA for all high privacy risk projects, and states that a project may be
high privacy risk if:

The agency reasonably considers that the project involves any new or changéd ways of handling personal
information that are likely to have a significant impact on the privacy ofiindividuals.

‘Handling personal information’ means dealing with personal information i any way, including managing, collecting,
holding, using or disclosing personal information.

The first step to determine whether a PIA is required under the Code,is*to conduct a ‘threshold assessment’. This
involves answering the following three questions:

1. Will any personal information be collected, stored,-used or disclosed in the project?
2. Does the project involve any new or changed ways of handling personal information?
3. Isthe project likely to have a significant impact on the privacy of individuals?

A ‘significant impact’ can be assessed by taking.ihto account:

e the number of individuals whose(personal information will be handled (is it 50 or 50007?)

e the type of personal information involved, and whether it includes sensitive information such a person’s racial
or ethnic origin, criminal récord or health information

e the number of third parties who will have access to the personal information.

If the answer to all three questions is ‘yes’, a PIA will be required under the Code. If a threshold assessment decision is
made not to proceed with a PIA, a written copy of the threshold assessment should be retained.

‘Privacy impact assessment’ is defined in the Privacy Act (s 33D) as:

a writtén assessment of an activity or function that:

a) identifies the impact that the activity or function might have on the privacy of individuals; and
b) sets out recommendations for managing, minimising or eliminating that impact.

Video: https://www.oaic.gov.au/elearning/pia/topicl.html

The Office of the Australian Information Commissioner (OAIC) has further information regarding how to conduct a PIA.

If you require additional information or assistance, please visit the OAIC website or contact your agency’s Privacy
Officer.

Your agency is required to maintain a register of PlAs it conducts, and must publish the register, or a version of the
register, on its website. The Privacy Officer has responsibility to ensure the agency complies with this obligation.
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TOPIC 7 - KNOWLEDGE CHECK

To test your knowledge of the information presented in this topic, answer the following questions.

QUESTION 1
Select one or more as appropriate (please note there may be more than one correct answer).

Dave’s agency is considering changing IT infrastructure and engaging with other agencies to better share information
to improve service delivery and assurance activities, which will impact the way in which customers’ personal
information is used and stored.

What does Dave need to do?

a. There may be some privacy implications so Dave should report these to the Office of the Australian
Information Commissioner.

b. Itis likely the project involves new or changed ways of handling personal information that are likely to have a
significant impact on the privacy of individuals, therefore Dave needs to conduct a privacy impact assessment.

c. Nothing. The agency got people’s permission at the time their personal information was collected, so it can do
anything with that information.

Enter your answer(s):

QUESTION 2
Select one or more as appropriate (please note there may be meré:than one correct answer).

Alison works in a compliance role within her department and, as such, has access to complete client records to allow
her to actively monitor service delivery and compliance;

How often should Alison complete privacy training?
a. Alison should have completed privacy'training as part of her induction.
As someone who has access to pérsonal information, Alison should refresh her privacy training every
6 months.

c. Assomeone who has access to personal information, Alison should refresh her privacy training annually.
Alison doesn’t need toxcomplete any privacy training.

Enter your answer(s):

KEY POINTS TOWREMEMBER

AUSTRAMAN GOVERNMENT AGENCIES PRIVACY CODE

e The Code promotes a ‘privacy by design’ approach to ensure that privacy compliance is included in the design
of information systems and practices from their inception.

e  Every agency must have a Privacy Officer and Privacy Champion, who have specific functions under the Code.

e  Privacy impact assessments (PIAs) must be completed for all high privacy risk projects.

e All staff should complete appropriate privacy training at induction and annually thereafter for those with
access to personal information.

Return to Table of Contents
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PRIVACY IMPACT ASSESSMENTS

e A privacy impact assessment (PIA) must be undertaken for projects involving any new or changed ways of
handling personal information that are likely to have a significant impact on the privacy of individuals.

e APIA (or threshold decision not to undertake a PIA) must be recorded in writing.

e The Privacy Officer must maintain a register of PIAs.

Return to Table of Contents

SUMMARY

Great! You should be able to:

e summarise requirements under the Code
e know what a privacy impact assessment (PIA) is, and when to do one
e  know where to go to obtain further information regarding privacy.

Return to Table of Contents

TOPIC 8 — NOTIFIABLE DATA BREACHES SCHEME

LEARNING OBJECTIVES Q)(l/
O\

Overview

This topic provides information regarding the Notifiable Data Breaches'Scheme (NDB Scheme) in Part IlIC of the Privacy
Act, which affects all government agencies and relevant privateséctor organisations.

Objectives
At the end of this topic, you should be able to:

e summarise requirements of the NDB Scheme
e know what actions are required to be ‘taken under the NDB Scheme
e know where to go to obtain furtherinformation regarding the assessment of suspected eligible data breaches.

Return to Table of Contents

ELIGIBLE DATA BREACW

Prior to commencement of the Notifiable Data Breaches (NDB) Scheme on 22 February 2018, notification of privacy
breaches to the OfficeJof the Australian Information Commissioner (OAIC) and affected individuals was voluntary.

The NDB Schemeé-mandates the notification of eligible data breaches to the OAIC and affected individuals.

An ‘eligible‘data breach’ is an unauthorised access to or disclosure of, or loss of personal information that is likely to
result in‘serious harm to the affected individuals.

The notification is required to include the following matters:

e the identity and contact details of the entity notifying of the eligible data breach

e adescription of the breach

e the kind or kinds of information involved in the breach

e recommendations about the steps that affected individuals should take in response to the breach.
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SUSPECTED ELIGIBLE DATA BREACHES

In some cases, it will not be clear at first whether a privacy breach amounts to an eligible data breach.

Under the NDB Scheme, agencies and relevant private sector organisations are required to assess a suspected eligible
data breach to determine whether it amounts to an eligible data breach. Agencies and relevant private sector
organisations have 30 days to conduct the assessment.

Assessments should be conducted in accordance with your agency’s Data Breach Response Plan.
The steps required in handling suspected eligible data breaches are:

e contain the breach and do a preliminary assessment
e evaluate the risks associated with the breach

e consider notification

e prevent future breaches.

The following questions are relevant in assessing whether a privacy breach is likely to result in serious harm such that it
is an eligible data breach:

e How likely is the harm?

e How sensitive is the information?

o Does the information have security protection?

e How likely is a breach of the security protection?

e \Who has obtained, or could obtain, the information?

e What is the nature of the harm — physical (e.g. stalking), psychelogical (e.g. harassment), financial,
reputational?

SCENARIOS

SCENARIO QUESTION 1
Select one or more as appropriate (please note there may be more than one correct answer).

The department’s system is breached such that records relating to individuals involved in a program have been
accessed. The records contain health.and financial information about those individuals.

What are our obligations?

a. Notify the incident tothe Office of the Australian Information Commissioner.
b. Notify the individuals whose information has been breached.
c. Do not tell anyone. Keep the incident within the department.

Enter your answer(s):

Return4e-Table of Contents

SCENARIO QUESTION 2
Select one or more as appropriate (please note there may be more than one correct answer).

The department becomes aware that records relating to individuals participating in a program administered by the
department may be missing. It is not yet clear how many records are missing or what kinds of information are
contained in those records.

What are our obligations?
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a. Conduct an assessment to clarify the situation as soon as possible.
b. Do nothing. Wait until the situation becomes clearer.
c. Assume no records are missing and proceed as normal.

Enter your answer(s):

Return to Table of Contents

KEY POINTS TO REMEMBER

ELIGIBLE DATA BREACHES (I/b‘
e Eligible data breaches are required to be notified to the Office of the Australian Information Coﬁbussioner and
affected individuals. é\'
e Notification should be in accordance with the Privacy Act. QQ?
Return to Table of Contents (1/?“
-
SUSPECTED ELIGIBLE DATA BREACHES (1/0

e Agencies and relevant private sector organisations have 30 days &@ss suspected eligible data breaches.
e Assessments should be conducted in accordance with your agen\c' Data Breach Response Plan.

Return to Table of Contents \?“
SUMMARY @Q
A\
Great! You should be able to: K
e summarise requirements of the NDB S e

e  know what actions are required t bé& en under the NDB Scheme
e know where to go to obtain fu$~ nformation regarding the assessment of suspected eligible data breaches.

Return to Table of Contents é@

MODULE COMPLETE

-y
Well done! You have&?)Qcompleted the Privacy Awareness module.

Return to Table ntents
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FREEDOM OF )
INFORMATION MODULE o

&)
This Module will explain agencies obligations under the Freedom of Information Act 1982 (FOI Ac@d what this means
for you. This Module also covers what the Information Publication Scheme (IPS) is and its pu@.
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TOPIC 1 — INTRODUCTION

Overview

This topic will explain agencies obligations under the Freedom of Information Act 1982 (FOI Act) and what this means
for you.

This topic explains what FOI is, when to refer the request and the general process of a request. This topic also covers
what the Information Publication Scheme (IPS) is and its purpose.

Objectives
On completion of the module, you should be able to:

e explain Freedom of Information (FOI);

e recognise an FOI and when to refer a request;

e explain what information will be released;

e explain what the IPS is and its purpose; and

o explain the impact on Agency if staff do not comply with the IPS.

Return to Table of Contents

o
WHAT IS FOI?
ol

The Freedom of Information Act 1982 (FOI Act) provides a legally enforceablé-right for a person to access documents
held by the Australian Government. The definition of ‘document’ is broad.and includes more than just paper files.

The FOI Act promotes government accountability and transparency by providing a legal framework for individuals to
request access to government documents. This includes documents containing personal or other information, such as
information about policy-making, administrative decision-making and government service delivery.

Return to Table of Contents

N
THE OBJECTIVE Q(\

o~

The objective of the FOI Act is to give th€;Australian community access to information held by the Government of the
Commonwealth, by requiring agengies t6 publish certain information and by providing a right of access to documents.

FOl is important as it:

e allows individuals to{see what information government holds about them, and to seek correction of the
information if'they consider it wrong or misleading

e enhances thetransparency of policy making, administrative decision making and government service delivery

o allows féra community that is better informed and can participate more effectively in the nation’s democratic
processes.

e _in¢rease public participation in Government processes to promote better informed decision making

e increase scrutiny, discussion, comment and review of the Government’s activities

e increase recognition that Government information is to be managed for public purposes and that it is a
national resource

e asfaras possible, facilitate and promote public access to information, promptly and at the lowest reasonable
cost.

Return to Table of Contents
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WHO CAN REQUEST ACCESS?

Every person has a right under the FOI Act to seek access to documents in the possession of the Australian
Government. An individual who wants to gain access to documents held by the agency may make an FOI request. The
agency is required to manage the request, including where relevant, making a decision and provide reasons for the
decision if access is refused. All documents in the possession of the agency (either physically or by constructive
possession) are potentially subject to release to the public.

The FOI Act:

e allows you to request access to documents held by Australian Government ministers and most agencies

e allows you to request that ministers or agencies amend or annotate any information they hold about you

e establishes an information publication scheme requiring agencies to publish online details about their
functions and structure

e allows agencies and ministers to release documents that would be exempt under the FOI Actjunless
prevented by a secrecy requirement in another law.

You have a right of access under the FOI Act to a document held by government unless the docuiment:

e isheld by an agency exempt from the FOI Act

e falls under one of the exemptions in the FOI Act

e falls under one of the conditional exemptions in the FOI Act, and releasing'the document would be contrary to
the public interest

e s accessible to the public under other arrangements, whether athocost or for a fee or charge.

Return to Table of Contents

EXEMPTIONS AND CONDITIONAL EXEMPTIONS UNDER THE FOI ACT

If a document falls under one of the FOI Act’s ten exemptions, an agency or minister can refuse to release it. Some of
these exemptions include documents affecting natienal security, defence or international relations, documents
affecting law enforcement and public safety, ang\Cabinet documents.

The FOI Act also contains eight conditional'@éxemptions. Documents falling under a conditional exemption must be
released, unless it would be contrary to the public interest to do so. Some of these conditional exemptions cover
documents containing informationthat affects personal privacy, business information and certain operations of
agencies (such as audits, examinations and personnel management).

For more information about'exemptions and conditional exemptions, see Exemptions and conditional exemptions

under the Freedom of Information Act 1982.

Return to Table of Contents

DOCUMENTS ACCESSIBLE TO THE PUBLIC UNDER OTHER ARRANGEMENTS

The FOI Act does not cover documents that are otherwise accessible to the public. This includes:

e documents available for access under the Archives Act 1983 (Cth)

e documents open to public access subject to a fee or charge

e thelibrary, historical and museum collections of the Australian War Memorial, National Library of Australia,
National Museum of Australia, National Archives of Australia and the National Film and Sound Archive.

The FOI Act only applies to information held in the form of a document. However, the definition of a ‘document’ in the
FOI Act is very broad, and includes:

e any paper or other material on which there is writing or a mark, figure or symbol
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e electronically-stored information
e maps, plans, drawings and photographs
e any article from which sounds, images or writing are capable of being produced.

Ministers and agencies are not required to create a new document containing the information that is sought.

Return to Table of Contents

HOW TO RECOGNISE AN FOI REQUEST

There are five requirements of an FOI request. The FOI request must:

e be in writing (this may be an email)

e state that it is an application under the FOI Act

e describe the document or documents sought

e provide areturn address (this may be an email address)

e be sent to a minister or agency (either by post, personal delivery or electronically)

If you receive something that looks like a request for access to documents (even if it doesnot'meet all the
requirements) it may be a request under the FOI Act and you need to refer it to the FOI'contact officer in your agency.

Timeliness is important. If you receive an FOI request it should be referred immediately because statutory timeframes
apply. Failure to meet these timeframes may result in review of the matter by/the Office of the Australian Information
Commissioner, reputational damage and loss of the agency’s ability to issue'@’processing charge to the applicant.

Once an FOI request is received, the agency must decide what to release;and tell the applicant what has been decided
within 30 days. Where the agency is required to consult with a third party before making a decision, this 30 day
timeframe is extended by a further 30 days.

Return to Table of Contents

WHO DECIDES WHAT IS RELEASED

Decisions under the FOI Act can only be made‘by the agency head or an authorised decision-maker in the agency.

A decision made on a request to a minister-may be made by the minister personally or by someone the minister has
authorised to act on their behalf, eithér a member of their staff or an officer of an agency.

Your agency’s FOI team will be akle to give you more information about who is authorised to make FOI decision.
IS THERE A FEE OR CHARGE?

There is no application’fee for an FOI request to be made. A charge for processing an FOI request may apply, however,
not in cases whefean applicant is seeking his or her own personal information or where the decision to release
documents«isinot made within the statutory timeframe.

Returne-Fable of Contents

WHAT WILL BE RELEASED?

Documents that are relevant to the request need to be searched for and collated before a decision is made as to what
information is released. That is, that each document that falls within the scope of the request needs to be collected, so
an FOI decision can be made on each document. It may also be helpful to mention that parts of documents should be
released where possible —and edited (i.e. redacted) versions of documents can be provided to applicant.

Agency Resource 6 sets out a checklist of the FOI process.
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HOW A DECISION IS MADE

A person has a legally enforceable right of access to a government document unless the document is exempt or
conditionally exempt.

In considering whether a document is exempt under the FOI Act, the decision maker must have regard to the content
and context of that document, and identify any harm that may arise from its release.

In considering whether a document is conditionally exempt under the FOI Act, the decision maker must have regard to
the above, as well as weighing up of the factors in favour of disclosure against those factors indicating disclosure would
be contrary to the public interest.

Exempt documents include:

e documents, the disclosure of which, could damage national security, defence or internationatrelations
e  Cabinet documents

e documents, the disclosure of which, would be likely to affect the enforcement of law{or public safety

e documents to which secrecy provisions apply

e documents subject to legal professional privilege

e documents containing material obtained in confidence

e  Parliamentary Budget Office documents

e documents whose disclosure would be in contempt of court or infringe the privileges of the Parliament
e documents disclosing trade secrets or commercially valuable i6formation

e electoral rolls and related documents.

Conditionally exempt documents relate to the following categeriés if their disclosure could affect and/or disclose:

e Commonwealth-State relations

e deliberative processes

e financial or property interests of the Comimonwealth or Norfolk Island
e certain operations of agencies

e personal information

e business or professional affairs

e research

e the economy

Return to Table of Contents

FACTORS FAVOURING ACCESS TO DOCUMENTS

Factors favouring access to documents in the public interest include whether access to the document would do the
following:

e promote the objects of the FOI Act

e inform debate on a matter of public importance

e promote effective oversight of public expenditure

e allow a person to access his or her own personal information.

When deciding whether there are any factors which, on balance, make disclosure contrary to the public interest, the
FOI Act specifies that the following factors must not be taken into consideration:

e  Access to the document could result in embarrassment to the Commonwealth Government, or cause a loss of
confidence in the Commonwealth Government.
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e Access to the document could result in any person misinterpreting or misunderstanding the document.

e The author of the document was (or is) of high seniority in the agency to which the request for access to the
document was made.

e Access to the document could result in confusion or unnecessary debate.

Return to Table of Contents

REQUESTS FOR INFORMATION OUTSIDE THE FOI ACT

A person may request access to documents outside the FOI Act which will often be faster and easier than making a
formal FOI request for documents. This can be done by asking the minister or agency if they are willing to provide the
information they want, outside of the FOI Act. This does not affect the person’s ability to later make a formal.FOI
request for documents containing the information.

Return to Table of Contents

THE OFFICE OF THE AUSTRALIAN INFORMATION COMMISSIONER

The Office of the Australian Information Commissioner (OAIC) was established by the Australian Information
Commissioner Act 2010 (Cth) which commenced on 1 November 2010.

OAIC functions include:

e reporting to the Minister on matters relating to the Government’sinformation management policies and
practices

e granting extensions of time for FOI requests

e determining an applicant to be a vexatious applicant

e issuing guidelines and collecting data on matters relating to FOI practice and decision making

e conducting merit review of decisions made undérithe FOI Act.

Return to Table of Contents

REVIEW OF DECISION

After an agency has made a decision about whether or not to release a document, an FOI applicant has a right to have
that decision reviewed. It is also pessible for a third party who has made a submission against a document being
released to seek review of a.decision to release the document.

There are four avenues of-teview, after the initial decision by the agency:
Agency internal review

Information Commissioner (IC) review
Administrative Appeals Tribunal (AAT) (merits review)

R wnN R

Federal Court (judicial review)

Applicants have a choice of seeking internal review or Information Commissioner review after the initial decision by the
agency. Note, however, that internal review is not available if a minister or the chief officer of the agency made the
decision personally. Additionally, an applicant can only go to the AAT after they have sought IC review.

Return to Table of Contents
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FOI DISCLOSURE LOG

Agencies and ministers must publish information that has been released in response to each FOI access request, subject
to certain exceptions. This publication is known as a ‘disclosure log’. The disclosure log facilitates wider publication of
information released under FOI to individual applicants. This reinforces the objective of the FOI Act to promote a pro-
disclosure culture across government and to increase recognition that information held by government is a national
resource.

When an FOI applicant is given access to documents, the agency or minister must publish the released information
within 10 working days unless:

e theinformation is personal information, information about the business, commercial, financial or professional
affairs of any person; or other information of a kind determined by the Information Commissioner

e it would be unreasonable to publish that information, or

o if modifications necessary to delete that information are too extensive.

The information must be published in the disclosure log and it must be made available at no charge'other than
reimbursement of reproduction costs.

Return to Table of Contents

TOPIC 1 - KNOWLEDGE CHECK

To test your knowledge of the information presented in this topic, answerlthe‘following questions.

QUESTION 1
Select the correct answer.

What is FOI?
a. FOlis the legislative basis by which a persorn.may obtain access to information held by the Australian
Government.

b. FOl are guidelines on requesting jnformation.
c. FOlis the policy for Public Servants to obtain access to information held by the Australian Government.

Enter your answer(s):

QUESTION 2
Select the correct ahswer.

Statutory timeframes apply to FOI requests. Is this statement true or false?

a. “JFrue
b. False

Enter your answer(s):

QUESTION 3
Select the correct answer.

A journalist has approached an Agency staff member for a copy of the Agency’s internal social media policy. What
should the staff member do?
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a. Seek guidance from the FOI contact officer
b. Nothing —the journalists request should be ignored
c. Tellthe journalist they can’t have the information as it is classified

Enter your answer(s):

QUESTION 4
Select one or more as appropriate (please note there may be more than one correct answer).

Dean, an agency employee, is the nominated contact officer for an FOI request. The FOI Team has requested that all
documents falling within the scope of the request be provided to them. Dean has located the following typesof
documents that relate to the request.

Which types of documents is Dean required to provide to the FOl Team?

Ministerial briefs

Research papers

Emails

Outlook diary entries
Handwritten meeting notes
Voicemail messages

™~ oo oo

Electronic spreadsheets

Enter your answer(s):

QUESTION 5
Select one or more as appropriate (please note there{may be more than one correct answer).

What information is exempt from publication in.the disclosure log?

The information is personal inforimation

It would be unreasonable topulilish that information

if modifications necessary'to delete that information are too extensive
Information that will promote effective oversight of public expenditure

a 0 T o

Enter your answer(s):

Return to Table of Cortents

TOPIC 2 - INFORMATION PUBLICATION SCHEME

Overview

This topic provides information on the IPS and the amendments to the Freedom of Information Act 1982. We also look
at the purpose of the IPS and the impact on the Agency if the requirements of the IPS are not complied with.

Objectives
On completion of the topic, you should be able to:

e  Explain what the IPS is
e Explain the purpose of the IPS
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e  Explain the impact on Agency if staffs do not comply with the IPS.

Return to Table of Contents

THE INFORMATION PUBLICATION SCHEME

The FOI Act establishes an Information Publication Scheme (IPS) for Australian Government agencies subject to the Act.
The IPS requires agencies to publish a broad range of information on their website and provides a means for agencies
to proactively publish other information.

The IPS:

e requires Australian Government agencies to publish information publication plans
e specifies ten categories of information that must be published
e provides a means for agencies to proactively publish other government information

The scheme does not apply to Minister’s offices and a small number of security and intelligence agengies that are
exempt from the FOI Act.

Return to Table of Contents

PURPOSE OF THE IPS

The IPS is intended to form the basis for a more open and transparent culture across government, with agencies
encouarged to take a proactive approach to publishing the information they hold, and to consider publishing over and
above what they are obliged to publish.

The principle underlying the IPS is that government information isJa'national resource to be managed for public
purposes. The purpose of the IPS is to change the nature of the FOI regime from one that is reactive to requests for
access to documents to one that proactively provides aceess'to a wide range of government information. The IPS
requirements are intended to facilitate and promote public access to information promptly and at the lowest
reasonable cost.

Agencies are required to publish information entheir website where the general public can find more information
about how to access published information.or make an FOI request.

Return to Table of Contents

THE IMPACT OF NOT\COMPLYING WITH THE IPS

Agencies have an obligation under the FOI Act to provide access to information under the IPS and may be subject to
complaint if access'is'not provided. Anyone can make a complaint to the Office of the Australian Information
Commissioner.about an agency’s performance in relation to the IPS.

Each Agency is responsible for publishing an information publication plan that explains how the IPS is managed. The
details of'an agency plan are likely to reflect the agency’s size, functions and reporting obligations, and its resources
and skills in information and communications technology, and information management. Refer to your agency’s IPS
plan to see who is responsible for the IPS in your workplace.

INFORMATION TO BE PUBLISHED UNDER THE IPS
The following categories of information must be published under the IPS:

1. Agency’s publication plan — outlines how the department intends to comply with the IPS. This should be reviewed
annually.

Freedom of Information Module | Nov 2017 10
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Organisational structure

Agency’s functions, including its decision-making powers and other powers affecting members of the public
Statutory Appointments

Annual Reports

Consultation arrangements — details of arrangements for the public to comment on policy proposals
Disclosure Log — information that has been released in response to an FOI request

Information routinely provided to Parliament in response to requests and orders from Parliament
Operational information — information held by an agency to assist it to perform its powers and functions,

. Details of FOI Officers — details of an officer who can be contacted about access to agency information of

documents under the FOI Act.

THE DIFFERENCE BETWEEN IPS AND FOI REQUESTS

There are some key differences between the IPS and FOI. They do however share the same principle.6f making
information publicly available.

An agency can only charge for information under the IPS if the information cannot be downloaded from a website, and

the agency has incurred specific reproduction or incidental costs in giving a person acce'ss t6 that information under the

IPS.

Return to Table of Contents

TOPIC 2 - CHECK YOUR KNOWLEDGE

To test your knowledge of the information presented in this topicjanswer the following questions.

QUESTION 1

Select one or more as appropriate (please note there;may be more than one correct answer).

Select from the following all the statement which correctly describe the IPS.

d.

IPS stands for ‘Information Publication Scheme’.

The underlying principle of the.IPS is that government information is a national resource to be managed for
public purposes.

The IPS requires agenciésto publish ten categories of information for the public to access.

The IPS requires agencies to publish exempt and conditionally exempt information for the public to access.

Enter your answer(s):

QUESTIOMNZ

Select the correct answer.

How do you find out who is responsible for the IPS in your agency?

a.
b.
c.

The Agency’s Publication Plan
Annual Reports
Operation Information

Enter your answerf(s):

Freedom of Information Module | Nov 2017
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QUESTION 3

Select one or more as appropriate (please note there may be more than one correct answer).
Which of the following are categories of information agencies are required to publish?

The agency’s organisational structure

The agency’s publication plan outlining how it intends to comply with the IPS
Annual Reports

Details about Statutory Appointments

Operational information

Details of OHS Officers.

S 0o o 0 T W

Qq’b‘
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5

QUESTION 4 O

?\

Select the correct answer. q,

Enter your answer(s):

Exempt documents are documents where access must be given to those docume%then requested in writing by a
member of the public.

a. True '\@(bq/

b. False. L
O
Enter your answer(s): \?\
QUESTION 5 \\S\‘o
Select the correct answer. 6®K

What is the impact of not complying with th ?

a. Anagency may be subjecttoa éﬁ!p to $10 000
b. Staff who work in the FOI& the agency may be fined individually up to $2000 each
c. Anagency may be suqu%t complaint

Enter your answer(s): ?\

Return to Table of C@\};Qts

<
FURTHER RESOURCES

<)
Office OQtHe Australian Information Commissioner:

e FOl agency resources

e Exemptions and conditional exemptions under the Freedom of Information Act 1982
e Freedom of Information Act 1982

e Information Publication Scheme

Return to Table of Contents
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MODULE COMPLETE

Well done! You have now completed the Freedom of Information module.

Return to Table of Contents
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1. Overview

1.1. Purpose

The purpose of the Freedom of Information (FOI) standard operating procedures (SOP) is to
provide staff with guidance on steps for handling FOI requests. This SOP is for the internal
use of AUSTRAC Privacy and Information Access Team (PIAT) officers and promotes a
consistent approach to processing FOI requests under the Freedom of Information Act-1982
(FOI Act) for access to documents held by Australian Transaction Reports and Analysis
Centre (AUSTRAC).

It is important that this manual is read in its entirety and in conjunction with the\FOI
guidelines issued by the Office of the Australian Information Commissioner,(QAIC). It may
be appropriate, in certain circumstances, to diverge from the proceduregs) in this manual. This
should only be done following discussions with the Manager of the PIAT or consultation with
the Director of Legal. AUSTRAC recognises the statutory requirements of the FOI Act are
paramount and PIAT officers are expected to act accordingly mhen carrying out their FOI
responsibilities.

1.2.  Whatis FOI

The Australian Parliament first considered introducing FOI legislation in the 1970s. In 1979,
a Senate committee report outlined three reasons why FOI is important:

1. FOI allows individuals to see what information government holds about them, and to
seek correction of that informiation if they consider it wrong or misleading.

2. FOI enhances the transparency of policy making, administrative decision making and
government service delivery.

3. A community that4s better informed can participate more effectively in the nation’s
democratic proegss.

These reasons are still valid today.

The FOI Act was-inally introduced in 1982 enabling a person either in Australia or overseas
(the applicant)-a legally enforceable right to obtain access to a document of an Agency or an
official doeument of a minister (other than exempt documents).

The, EOI Act promotes government accountability and transparency by providing a legal
framework for individuals to request access to government documents. This includes
requesting documents containing personal or other information, some examples include
documents about policy-making, administrative decision-making and government service
delivery. Requestors may also apply for amendment to their personal information under the
FOI Act however this scenario will be extremely unlikely to be encountered within
AUSTRAC.
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There’s no obligation for the FOI applicant to provide a reason for making a FOI request as
the reason does not affect the applicant’s right of access to documents”.

In 2010 the FOI Act underwent major reforms with the objective of increasing pro-disclosure
culture across the government and to build a stronger foundation for additional openness in
government. The changes came into effect on 1 November 2010. Some examples of the
changes included:

o the establishment of the OAIC as an oversight body to all FOI processing in
Commonwealth agencies;

e changes to requirements to making a valid request to include electronic
lodgement/communication and for requests to be made by persons outside Australia;

o abolishment of fees for lodging an initial request or internal review application;

e changes to FOI charges;

e changes to processing timeframes;

e changes to review processes (including review by the OAIC);

e changes to the public interest test? in relation to the exemption provisions
(sections 47B through 47H); and

¢ the introduction of an Information Publication Scheme t6)make Commonwealth
information more publicly available.

1.3.  What is captured by FQR?

The FOI Act:

e allows applicants to request access'to documents held by Australian Government
ministers and most agencies

¢ allows applicants to request.that ministers or agencies amend or annotate personal
information they hold about the FOI applicant®

e establishes an information publication scheme requiring agencies to publish online
details about theirfunctions and structure

Most (but definitely not'alf) of the FOI requests processed by AUSTRAC relate to matters
concerning the affairs of the applicant or those affairs closely connected with the applicant,
particularly seekifig access to financial transaction reports.

The FOI Act-places legally binding obligations upon AUSTRAC in relation to documents held
by AUSTRAC. Failure to comply with these obligations can lead to:

¢, FOI decisions being overturned by the OAIC, together with any criticisms the OAIC
may make;

e FOlI decisions being overturned by the Administrative Appeals Tribunal, together with
any criticisms the Tribunal may make;

1 Sub-section 11(2) of the FOI Act.

2 Section 11B of the FOI Act.

3 Part V of the FOI Act.
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e adverse comments from the OAIC, Commonwealth Ombudsman, as well as reports
to the Minister, to the Parliament and to the Prime Minister if AUSTRAC fails to
comply with the recommendations of the OAIC or Commonwealth Ombudsman; and

e legal action against AUSTRAC under the Administrative Decisions (Judicial Review)
Act 1977.

1.4.  Spirit of the Act

When interpreting or applying the provisions of the FOI Act, staff must seek to uphold the
philosophy behind the FOI Act and promote its objectives as set out in section 3.

The objects are focussed on promoting a pro-disclosure culture across government and
building a strong foundation for openness in government. This focus is aimed at_providing
the Australian community with a comprehensive right of access to government‘documents
under the FOI Act, which is limited only where an identified exemption applies.

The Parliament intended the FOI Act to contribute to an increase in public participation in
Government processes, with a view to promoting better-informed decision-making and
increasing scrutiny, discussion, comment and review of the Government’s activities. It also
intended that the functions and powers given by the FOI Act-facilitate and promote public
access to information promptly and at the lowest reasonable cost.

1.5. Overseeing FOI

The OAIC is an independent statutory agency within the Attorney General’s Portfolio and is
headed by the Australian Information Commissioner. The OAIC’s functions include oversight
of the operation of the FOI Act and review of decisions made by agencies and ministers.

The OAIC’s responsibilities include:

o Review decisions made by agencies under the FOI Act;

e Process complaints; conduct investigations and monitor agency administration into
the processing.of FOI requests.

e Provide advice to the public, government agencies and businesses; and

¢ Considering the potential grant of an extension of time to process FOI requests
where the statutory timeframes may not be met

The OAICissued guidelines which agencies and ministers must have regard to when
performing a function or exercising a power under the FOI Act.* These guidelines are not
legislative instruments.

AUSTRAC must also comply with any requests from the OAIC to provide information as set
out in section 93 of the FOI Act.

4 Section 93A of the FOI Act
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2. Initial processing

2.1. Receiving a new request

AUSTRAC'’s website (http://www.austrac.gov.au/freedom-information) provides guidance on
AUSTRAC's FOI process.

AUSTRAC prefers applicants use the Freedom of information request for documentation
form available on the website. The form is not mandatory; however, it has been structured to
assist applicants to submit a valid request and provide identifying information such as.a
driver’s licence, passport and account information to assist AUSTRAC when prqocessing
applications for transaction reports. AUSTRAC’s website also provides valid postal and
electronic addresses the FOI application can be sent to.

Where a FOI request is received by AUSTRAC staff outside the PIAT; those staff should
redirect the correspondence to the PIAT team at info_acces@austrae.gov.au immediately to
enable AUSTRAC sufficient time process the matter within the legislative timeframes.

If an AUSTRAC staff member receives an FOI related mattéryia mail they must:

o stamp the document (if received via mail) with the date it was received visible on the
request being mindful not to interfere with any ‘other text on the document;

e scan the documents (including envelope)

¢ email the scanned document to info_access@austrac.gov.au

If an AUSTRAC staff member receives an FOI related matter via email they must:

o forward the email to info access@austrac.gov.au

Most requests for information are received via the info _access@austrac.gov.au mailbox and
all members of the PIAT haveraccess to this communal mailbox.

2.1.1. Is the request valid

The PIAT will review'the FOI request to ensure it meets the requirements of Section 15(2)
which sets out the requirements of a valid FOI request.

To be a validrequest, the application must:

e “bé in writing;

o~ state that the request is an application for the purposes of the FOI Act;

e provide such information concerning the documents as is reasonably necessary to
enable AUSTRAC, or the Minister, to identify the documents; this is sometimes
referred to as ‘the scope of the request’; and

e provide an address for reply

If AUSTRAC receives a FOI request that is not valid, it is the duty of the agency to take
reasonable steps to assist the person to make a valid request, a requirement set out within
section 15(3).
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Any communication with an applicant must be documented and stored in the relevant SAFE
folder once the request is deemed valid and registered.

2.2. Register the request

As the PIAT work in a fully digital environment, if a FOI request is received via post
the request must be scanned to create an electronic version. Once the post mail
FOI request has been scanned it should be emailed to info_access@austrac.gov.au
and the post mail version may then be destroyed.

2.2.1. Create a JIRA task

Each new FOI request must be registered in JIRA where it is allocated a system generated
unique FOI identifier. This unique reference number should be used for-all'internal and
external correspondence.

Open JIRA and click ‘Create’.

Complete all the relevant sections in the JIRA issue by using the drop down list options or
manual entry where required. The red * indicatés a compulsory entry and this field cannot be
left blank.

e The Project” field defaults to Privacy and Information Access Team and should not
be changed. This field provides the first half of the FOI request’s unique identifier
(PIAT-0000) and once the registration process is complete the automatically
generated number provides the second part of the unique identifier (PIAT-0000).

e Using the drop down list change the Issue Type* to FOI request. JIRA supports
identifying particular fields necessary for reporting FOI requests to the OAIC or other
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forums such as Senate Estimates. If these reporting data fields are not complete or
are incorrect they will adversely impact the statistical reporting.

o The Summary* section is a free text field and should display the name you are
allocating to the request as shown in the above example.

¢ The Description field is a general text area and the scope of the request should be
entered into this field as well as a hyperlink to the SAFE container relevant to this
request once it is created.

o The Sensitive Matter box must be ticked for Sensitive FOI requests (Point 12
(Sensitive FOI requests)) of this guide.

e Change the Assignee of the FOI Request to the PIAT officer conducting searches
for documents so they may commence the identification of documents steps:

Once all the appropriate fields have been completed, click Create. JIRA will assign a unique
identifier number at this point in the process and include the FOI Summary previously
entered (for example: PIAT-0000 Law Firm — Jane Doe — Bankrupt estate).

2.2.2. Create an outlook folder

Once the unique FOI identifier has been created,(you need to create a new subfolder in the
INFO_ACCESS mailbox under Current Requests.

To create a new subfolder, right click on Current Requests and select New Folder.... In the
Name: field, enter the new reference forithe FOI that was created in JIRA, for example PIAT-
0000 Jane Doe, and click OK.

Creating’individual folders for each FOI request enables emails to be moved into their
respective folder with the goal of maintaining the inbox clear of newly received emails.
Emails relating to the individual requests can easily be accessed by PIAT staff and they can
easily be saved into their relevant SAFE container from this folder.

2.2.3. Create a SAFE container

Open SAFE via OnTrac and navigate to Enterprise>INFORMATION
MANAGEMENT>Information ACCESS>FOI 2023 (or respective calendar year) PIAT-####
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- Template. This folder is an empty SAFE container providing a shell that is available to
copy when creating new containers. Making a copy of this shell automatically assigns the
correct permissions to the container saving time and mouse clicks when saving documents
and emails to it.

Click the down arrow on the template folder to reveal a sub menu of options and click Copy.

In the Items: section, rename the container to reflect a title appropriate for its contents. Al
FOI Containers use the format — FOI PIAT-### — Applicant Name (for example
FOI PIAT-000 — Lawyer Firm — Jane Doe).

You need to specify where you want the container to sit in the Copy to: section. All FOI
requests are located underdnformation Access. Click Browse Content Server ... to reveal
the list of locations available to save the container.

Navigate to Information Access and click Select.
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position titles and contact details of non-SES officers, or the contact details of SES staff,
please inform us so that the decision maker may consider your request. Otherwise, we will
take it that you agree to the information being excluded from the scope of your request.

Third party consent and photographic identification

AUSTRAC recognises you are seeing access to third party «Option: Individual or Business»
information without supporting consent. Please consider providing third party consent if
practicable for you to do so in support of your FOI application. Consent should be
accompanied with a form of photographic identification. If obtaining third party consent is not
practicable in the circumstances, please consider submitting a statement detailing why
providing a third party’s information to you without consent would be reasonable in the
circumstances. AUSTRAC will have regard to any consent or statement you may wish.to
provide in determining if disclosure would be reasonable in the circumstances. If you'wish to
provide either third party consent or a statement, please do so within 14 days of.this
correspondence

Providing your own identification

I have examined your FOI request and note you have not provided phetographic identification
to support your request. Although providing identification is not required under the FOI Act,
providing identification will satisfy AUSTRAC that we are corrfesponding with the correct
individual to whom has lodged the FOI request. AUSTRACyare committed to protecting your
personal information from any unreasonable disclosure to.unauthorised third party individuals,
so your contribution in identifying yourself as part of this' request where you seek your own
personal information is appreciated. Please provide(this requested information within 14 days
from the date of this correspondence.

When corresponding with the applicant PIAT pfficers shall include the unique identifier in the
subject line. Using this identifier allows correspondence to be easily identified and it enables
clear definition of requests that are similarin nature or have the same applicant.

2.4. Transfers under section 16

The FOI Act provides that'an agency may transfer a request where the document(s)
requested is held by another agency or the subject matter of the FOI request is more closely
connected to the funetions of another agency, subject to the agreement of the other agency.®

Agencies listedunder Part | of Schedule 2 of the FOI Act are exempt from the operation of
the FOI Act.Af-a request is received by AUSTRAC that relates to an agency listed under
Part | of Schedule 2, the related documents must be transferred to the department/agency.

Agencies and bodies listed under Part Il of Schedule 2 are exempt from the FOI Act with

respect to certain prescribed documents. Bodies which fall under Part Il of Schedule 2 are
exempt from the FOI Act with respect to their commercial activities. If AUSTRAC receives a
request for a document that relates to the functions of the agencies and bodies listed under
Part Il of Schedule 2, the related documents must be transferred to the department/agency.

5 Subsection 16(1) of the FOI Act.
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24.1. Sending a transfer

Before processing a request we must consider whether part or the entire request should be
transferred to another agency or department or to the Minister’s Office. You need to consider

the following:

o Does the request relate to a document that you know is not in the possession of
AUSTRAC but would be in the possession of another department?

e |s the subject matter of the document more closely connected with the functions of
another department?

e Have you conducted some initial searches or consultations to establish the
department does not have the document requested or the request would be'better
dealt with by another department due to the subject matter?

o Will the other department accept a transfer in part or in full?

e Are you required under the FOI Act to transfer documents to anotherdepartment due
to Part I, Il or lll of Schedule 27?

It is important that all transfers be undertaken as soon as possible as‘the FOI request will be
deemed to have been received by the agency accepting the transfer on the same day
AUSTRAC received it.

When transferring a request you need to:

e register the request if it is deemed valid;

e contact the agency to discuss the request;

o forward copies of the scope of the request, date received and relevant documents to
the agency for them to consider aceeptance of the partial or full transfer;

o contact the applicant advising them of the partial or full transfer and the reason why
AUSTRAC has transferred theirrequest and the date it was transferred which will
also be considered as the FOI acknowledgement;

e ensure you create a file,note of telephone conversations and file all correspondence
in the relevant SAEE/container.

24.2. Receiving a transfer

Agencies are expected to consult with AUSTRAC on AUSTRAC information. If any of the
documents contain Suspicious Transaction Reports (SUSTR) or Suspicious Matter Reports
(SMR), whieh includes any aggregated SUSTR/SMR data, AUSTRAC requires those
documents to be transferred so we may protect those documents pursuant to Section 7(2)
Where documents contain sensitive intelligence information agencies may conduct a
courtesy consultation to seek AUSTRAC’s views on the document in scope.

If AUSTRAC seeks a part or full transfer of a request, the agency should provide a copy of
the FOI application including the date it was received in that agency to ensure the statutory
processing timeframes are identified. The date the agency received the request is deemed
the date AUSTRAC received the request for the purposes of the FOI Act.
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If the initial statutory timeframe has expired and the agency transferring the documents has
been granted an extension it will apply to AUSTRAC. It is a good practice to obtain a copy of
the extension approval for AUSTRAC's records.

Once the sending Agency has notified the applicant of the transfer and sent the paperwork
to AUSTRAC, you need to follow the relevant initial processing steps to register and process
the request as a request to AUSTRAC.

2.4.3. Transfer of section 25 documents

If it is necessary to neither confirm nor deny the existence of documents® (which originated
from a confidential source or a security agency, or confirms an investigation exists (and so
forth)), consultation with the relevant agency should be undertaken before organising the
transfer in the circumstance documents exist within scope.

Communication with the agency is important because if an applicant is advised to the
existence of documents when AUSTRAC notifies them of the transfer'then a refusal under
section 25, neither confirming nor denying existence of documents,{Cannot be made later by
the receiving agency where AUSTRAC have confirmed documents’exist. Given the
sensitivity of this scenario, the FOl manager should be involvgd in this process.

2.5. Time limits

The FOI Act imposes stringent time limits in respect to processing requests for access’. If
the request is valid, AUSTRAC has 30 calendar days in which to process and notify an
access decision to the applicant. The day.the request is received is counted as day zero.

AUSTRAC strives toward exceptionally’high legislative compliance for processing FOI
requests. In some limited circumstances where the FOI processing time is anticipated to
exceed our legislative timeframe;the timeframes for processing FOI requests may be
extended, for example, with.the agreement of the applicant or with the approval of the
Information Commissioner.

2.5.1. Significant tasks timeframe

Day < Event

0 ( Day valid request received

14 Acknowledgement is due to applicant

30 Decision is due to be received by applicant if no third party consultation
required

60 Decision is due to be received by applicant if notified third party consultation

will be undertaken

6 Section 25 of the FOI Act.
7 Subsection 15(5) of the FOI Act.
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If the decision due day happens to fall on a weekend or public holiday, the decision may be sent on the next
available work day as outlined in section 36 Calculating time in the Acts Interpretation Act 1901.
Subsection 36(2) If:
(a) an Act requires or allows a thing to be done; and
(b) the last day for doing the thing is a Saturday, a Sunday or a holiday;
then the thing may be done on the next day that is not a Saturday, a Sunday or a holiday.
Example: If a person has until 31 March to make an application and 31 March is a Saturday, the
application may be made on Monday 2 April.

Suspension  Clock stops on day applicant is notified of an estimate of charges until
of time payment is received in AUSTRAC account or agreement charges will be
waived.

Clock stops (up to 14 days) during the section 24AB consultation periodias
well.

2.5.2. Extensions of time

PIAT officers should have regard to the matters set out in subsection 15(5) to 15(8) and
sections 15AA, 15AB and 15AC of the FOI Act, as well as the guidance’set out in the
Guidelines® issued by the OAIC when considering extending the timeframe for dealing with a
request. Although the standard timeframe to process FOI request is 30 days and 60 if third
party consultation is undertaken, there are five extension types that the OAIC need to be
advised depending on the circumstance:

o Extension with the applicant’s agreement (s15AA)

e Extension to process complex or voluminous requests (s15AB)

e Extensions after the legislative processing period expires (s15AC)

e Extension where internal review decision not made within legislative time (s54D)

o Extension where request for amendment or annotation not made within time (s51DA)

15AA Extension: AUSTRAC may extend the processing period by up to 30 days if the
applicant agrees in writing. The(PIAT must give written notice of the extension to the OAIC
as soon as practicable afterthe agreement is made. If it is not sent to the OAIC, the
extension is invalid.

15AB Extension: AUSTRAC may apply to the OAIC for an extension if the FOI request is
complex or voluminous. The agency must justify why the extension is necessary and the
OAIC are able toextend the processing period by 30 days or longer or shorter period, as
appropriate.

15AC Extension: A request automatically becomes a deemed refusal where the statutory
timeframe has not been met. An application for further time can be made to the OAIC. If
granted, the further time is allowed for AUSTRAC to finalise a decision on the request.

54D Extension: A review request automatically becomes a deemed refusal where the
statutory timeframe has not been met. An application for further time can be made to the
OAIC. If granted, the further time is allowed for AUSTRAC to finalise a review decision on
the request

8 https://www.oaic.gov.au/freedom-of-information/foi-guidelines/
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51DA Extension: An amendment request automatically becomes a deemed refusal where
the statutory timeframe has not been met. An application for further time can be made to the
OAIC. If granted, the further time is allowed for AUSTRAC to finalise a decision on the
amendment request.

When applying for any extension of time, it is best practice to:

e Give early consideration to the need for an extension

Ensure that the extension of time application is right the first time

Explain how you will use the extra time

Assess options for a staged release of documents if practicable in the circumstances

The OIAC have an online smart form® available when applying for an extension of<inie.
Complete the appropriate fields in the online form and submit.

NOTE: The OAIC’s final 15AA Extension Request page will provide confirmation that the
extension has been received.

It is important to make note of this confirmation within JIRA to ensure.there’s a connection
between the extension of time associated with the FOI request as'it's not based upon email,
but the OAIC’s automated system.

If for any reason the Smart form is not available to submit your extension, the OAIC will also
accept email communication at S 22(1)(a)('|)@oaic.gov.au and there are examples of what
information to include in that email on their website.

9 https://forms.business.gov.au/smartforms/servilet/SmartForm.html|?formCode=ICRF 1
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Administration

3.1.

Request received

Interpret
Consider

Manage time

General FOI process timeline

Check validity and assist applicant if necessary
Register in JIRA and create SAFE and Outlook folders

Interpret the scope of the request and seek clarification fromthe
applicant if necessary

Consider whether to transfer, impose charges or refuseto process
on resource grounds

Keep a close eye on the legislative calendar

Identify = Identify all relevant documents and liaise with business areas to
search if applicable
Charges = Consider charges and prepare estimate‘letter if appropriate
Consult = Consult internally and/or with othern,gevernment agencies
= Consult with third party individuals and business as appropriate
Examine = Examine each document for/possible grounds for exemption
Reasoning = Write up your reasoning.for exemptions or relevance of scope on

the documents and save in SAFE

Decide and Notify Write a decision*On‘access and notify the party, give clear

statement of reasons and provide relevant review rights

= Have all external correspondence reviewed for quality assurance
and accuracy before release

Provide access = Provide access to documents

(subject to charges paid and any 3" party review rights)

Publish «=y~Publish the released documents on the disclosure log unless an

‘unreasonable to publish’ exemption applies

3.2.

A summary of current FOI requests is emailed to a range of individuals on Wednesday as
thednformation forms part of the content to the weekly report to the Minister and senior
management within AUSTRAC. This report primarily focuses upon providing detail in respect
to ongoing Sensitive FOI requests, however includes aggregate numbers of routine requests
to satisfy recipient needs to obtain a holistic picture of our ongoing FOI caseload.

Weekly Executive FOI report
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One benéefit to recipients is any additional information that may have been provided with
sensitive FOI requests or details known about the applicant. Any supporting or additional
information we have in relation to a sensitive FOI request could include:

¢ Relevant information we may have obtained after speaking with the applicant;

¢ If the FOI requestor has volunteered why they have submitted the request;

¢ Information that is sensitive or contentious;

¢ Information that may be relevant to other areas of AUSTRAC;

e Current news reports or articles concerning the subject matter or FOI requestor; and

o The current status of the request (due date changes or inter agency consultations\for
example).

The report is broken up into four sections. The sections are:

o Sensitive requests received within last 7 days

e Other sensitive requests currently on hand

e Overdue sensitive requests

o Other FOI information (aggregated data on sensitive and routine FOI requests)

When preparing the report it’s important to ensure sensitive FOljrequests are marked in red
within the Sensitive column with a reason for the sensitivity.(Examples of these formatting
expectations can be found within previous distributed FOI Weekly Reports.

Once the weekly report has been distributed, save the’email in SAFE (each respective
calendar year has its own SAFE location) with a neverse date (example: 220617 FOI Update
email).

Once you have sent and saved the email, réturn to the SAFE folder and finalise the report
and email for that week so the informatien. cannot be accidentally overridden.
After the report is finalised, a new report is created for the coming week.

The FOI Weekly Report Template) which includes not only the weekly report content, but also
the relevant JIRA reports to'obtain the information required for inclusion within the weekly
report is within SAFE as-follows:
https://safe.hqg.austrac.gov.au/OTCS/llisapi.dll/link/16355248

Distribution of the FOI weekly report is conducted by email. The FOI weekly report email
template is within SAFE as follows:
https://safe-hq.austrac.gov.au/OTCS/llisapi.dll/link/16355722

33. Records Management

We have an obligation to manage and protect records created or received in the course of
business. The onus is on PIAT officers to ensure all records are retained, classified, and filed
according to the provisions of the AUSTRAC Information Management Policy and Archives
Act 1983. You need to ensure all significant activities are contained in the relevant SAFE
container.
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3.41. Telephone

The external line is a separate enquiry line and not attached to staff individual extensions.
The APS6 and EL1 of the PIAT monitors the calls and provide advice or transfer the call as
appropriate.

The website encourages all applicants to call the enquiry line (02 6120 2631) in the first
instance before submitting a request. This enables the PIAT Officer to ensure the applicant
submits the appropriate paperwork and is seeking documents from the correct agency.
Applicants often need guidance with writing the scope of their request so they can target;the
documents/information they are seeking.

3.4.2. Contact via the info_access inbox & telephone

On occasion, the telephone line receives contact from callers that ask te, bé transferred
directly to specific staff members within AUSTRAC. Given the PIAT are unable to verify
callers, we remind callers the telephone line facilitates answers to FOl and Privacy enquiries
only and we’re unable to transfer callers internally.

If a caller claims to be from law enforcement, we encourage-the caller to take advantage of
any existing AUSTRAC contacts they have within their_fespective control. Alternatively, they
may email the info_access@austrac.gov.au mailbox to verify their position and the
background of their enquiry so we may forward.heir correspondence on to the relevant area
within AUSTRAC.

The info_access@austrac.gov.au email dddress is used for both internal and external
correspondence in relation to FOI requests. This is a shared mailbox and is routinely
monitored by the PIAT.

Emails received in the inbox shauld be actioned in a timely manner to maintain a reasonably
clear inbox status. As non-FOfl related correspondence also finds its way into the inbox from
time to time, any non-FOkrelated or non-routine correspondence received through the
info_access@austrac:gov.au inbox addressed to the CEO, a DCEO or NM, particularly
those that come from the CEO of an organisation or the head of another government
department or agency must be forwarded to the Director of Legal who will make a
determination:dpon how that correspondence is handled and provide PIAT advice on next
steps.

Both tegal and PIAT have access to send and receive emails from this address. PIAT
offi€ers are required to send all external correspondence from the info_access email address
rather than the email address that identifies direct contact details.
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Most recipients of email correspondence directly reply to emails they receive without reading
where the email should go to that is stated in the body. If a reply is sent as a response to
outgoing correspondence, and the sender happens to be away, one of the otherfeam
members can action the reply.

Using Categories to communicate status in a shared inbox is important,.The FOI team will
mark an email that has been saved in SAFE (and kept in the Outlook folder for easy
reference) with a GREEN category. This indicates to the team what(has already been
retained and what still needs to be filed in case the PIAT officer-handling the request
changes through the FOI process.

Marking emails in categories is conducted as follows:
Select email in FOI inbox > Right click on email > Categorize > Select Colour

3.5. MASCOT

One requirement pursuant to Section #5-of the FOI Act is FOI applicants must provide such
information concerning a document\as is reasonably necessary to enable an AUSTRAC staff
member (or Minister) to identify(it.

When AUSTRAC conduct'searches for documents captured within scope we utilise the
supporting information‘previded to us as part of the FOI request. In some cases, results of
our searches revealmdultiple names and locations of entities which do not appear to share a
common connectien. However, Mascot searches can reveal detailed company information,
including change of business name, ACN’s, business addresses, Director names and so
forth.

Therefore, on a case by case basis, PIAT may adopt an approach of conducting a Mascot
sedrch to determine if the search results yielded from our FOI searches have accurately
identified the documents in scope, and to separate the documents not in scope.

To gain access to Mascot you need to complete a Mascot application form and send it
through the IT Self Service Portal.
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http://ontrac.austrac.gov.au/resources/systems-and-databases/access-extrinsic-
data/australian-securities-and-investments
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4. Searching for documents

The majority of AUSTRAC requests are for information or documents relating to financial
transaction reports. However, AUSTRAC occasionally receives requests for documents
relating to business and personal affairs of members within the community, as well as
AUSTRAC operational information.

If a request is for financial transaction reports it is the responsibility of the PIAT to conduct
searches in AUSTRAC’s Palantir system, using the Financial Forensics workbench toat:

Palantir can be accessed from the home page on OnTrac within the Analyst Workbench
homepage.

There is no log in requirement to access Financial Forensics as it is based on your profile.
Once you have completed your searches you should fog out. When using this system, users
are recommended to access Help Screens as thefirst point of call when requiring assistance
with features.

There are also Analyst Work Bench (AWB)Financial Forensics guidance tools
( https://ontrac.austrac.gov.au/awb-finangial-forensics-how-videos-5696 ), online training and
PIAT staff member assistance available to assist the conduct of searches.

When a request for other government documents is received it’s likely you will need to send
the request for documents direetly to the most relevant business area to conduct the
document searches. When‘communicating with the business area it is important they are
made aware of and understand the scope of the request and the timeframe for release.

4.1.  Transaction reports

The majority of AUSTRAC’s FOI requests are received from Liquidators and Trustees
seekingzaccess to transaction reports of the entity subject to liquidation / bankrupt. The
below’is an overview of general considerations that relate to the various transaction reports,
which are located by conducting searches within Palantir (financial forensics).

International Funds Transfer Instruction (IFTI)
e This report relates to money transmitted out of or in to Australia.
Threshold Transaction Reports (TTR)

e This report relates to the transfer of currency, where the transfer is $10,000 or more.
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Cross Border Movement (CBM)

o These reports relate to any person departing or entering Australia or any person who
sends or receives currency by ship or mail in to or out of Australia of at least $10,000.
e The Australian Border Force normally send the completed CBM forms to AUSTRAC
within five days from the day a person entered or left Australia. CBM’s are identifiable
within Palantir, the physical copies of the CBM’s are to be requested from Capability
Section, Regulatory Operations Branch by the following email address
s 22(1)(a)(il@austrac.gov.au

Significant Cash Transaction Report (SCTR)

e This report involves a cash transaction involving the transfer of currency of $10;000
or more in value.

Suspicious Matter Report and Suspect Transaction Report (SMR/SUSTR)

e Areporting entity, including financial institutions, must submit these reports to
AUSTRAC if they consider any financial activity to be suspiciousin nature.

e EVERY SMR or SUSTR (including SMR/SUSTR aggregated-data) is exempt from
the operations of the FOI Act under section 7 and must‘not be released.

41.1. Ordering customer

The ordering customer is the person who has ordered the transaction to occur. In many
circumstances the subject of the FOI request niay appear within this field.

4.1.2. Customers

The customers are separate to both\Ordering customers & Beneficiary customers and
appear only in Threshold Transaction Reports (TTR). Customers appear within the
Customer role + name field.and represent all associated account holders to the TTR.

41.3. Beneficiary customer and/or Recipient

The beneficiary.customer is the person to whom is the beneficiary of the transaction. In
many circumstances the subject of the FOI request may appear within this field.

4.1.4.0 Reporting Entity

Transaction reports may also include reporting entities details.

The information extracted from the PIAT document search have been configured not to
extract personal reporting entity details;
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4.1.5. Consideration of exemptions in certain circumstances

When considering how to decide if release of the Ordering Customer, Beneficiary Customer
and any other Customer details is reasonable, will be an assessment undertaken based
upon the circumstances of the FOI request. More information in how these assessments
shall be undertaken is demonstrated within Part 7 of this standard operating procedure.

4.1.6. ASIC searches available within Palantir

AUSTRAC are under no obligation to conduct ASIC searches for the purposes of assisting
the FOI applicant’s requirement to meet section 15(2)(b), which essentially states the
obligation to reasonably identify the documents rests with the FOI applicant.

However, if staff decide they wish to conduct an ASIC search on a case by case basis to
assist identify documents, this opportunity is available within Palantir.

To utilise this function, staff would need to conduct the following actions within Palantir:

1. Add Data Set
2. Select ASIC organisation
3. Select Organisation ID

Once selected, staff may enter the ACN absent of anyspaces which may assist identifying
appropriate financial transaction reports.

4.2. Preparing a schedtile of documents

AUSTRAC provide details and reasons for our decisions within the Statement of Reasons. In
some specific circumstances, multiple documents and/or redactions may be involved in the
decision making process. This¢situation may arise where processing requests outside
financial transaction reports.

In the event a requést-attracts multiple documents and/or redactions, a schedule of
documents is a_useful tool for inclusion within the decision and should be considered for
adoption. Thesschedule of documents supports clarity in identifying which particular
documents-have been considered and which page numbers are affected by particular
exemptions.

Once the documents have been retrieved from the relevant line areas and considerations
are made in respect to which documents may attract exemptions, it will become clearer if a
schedule of documents is required.

The schedule of documents should consist of the following:

o Reference number to identify the document — AUSTRAC uses both document
number and page number to identify the documents.
e A brief description of the document
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¢ Relevant exemption applied under the FOI Act. If the document is released in full this
field will remain blank.

o A brief reason why the exemption has been applied. If the document is released in
full this field will remain blank.

4.3. Section 24 Practical refusal notices

Section 24AA defines when a practical refusal reason exists. This more commonly involves
either the FOI request being significantly large in volume of documents requested, or whéere
the requirements of section 15(2)(b) has not been met by the FOI applicant.

Where a s 24AA practical refusal reason exists, a s 24AB consultation process should be
issued. Prior to conducting the s 24AB consultation process, PIAT officers should make
attempts to contact the FOI requestor to convey the issues of scope and reduce or define
the scope by telephone or email. This avenue promotes an informal engagement strategy
aiming to avoid the requirement of a written 24AB notice being issued to the FOI applicant.
Where the FOI applicant agrees by telephone to a refined scope of request the PIAT officer
will send the FOI applicant the revised scope of request with advice that the FOI request will
now be processed upon the basis of the new scope.

Where PIAT officers yield no success in obtaining a revised or defined scope, a section
24AB consultation process should be conducted.(This consultation process provides the FOI
applicant particular options to consider which in¢ludes continuing with the request, revising
the request or withdrawing the request. AUSTRAC’s legislative timeframe is frozen during
the time AUSTRAC issues the 24AB notice Until the FOI applicant responds (which must be
within 14 days). Where the FOI applicant' does not respond within 14 days the FOI request is
deemed withdrawn in accordance with s 24AB(7).

Where the FOI applicant elects to continue with the request without amending scope, a PIAT
officer will consider if a s:24 practical refusal notice should be issued as a response to the
request. Section 24 refusal notices may only be issued once a s 24AB consultation process
has taken place.
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5. Charges

Section 29 of the FOI Act provides a legislative basis to apply charges in respect to the
processing of particular FOI requests. Charges do not apply to a request for access to a
document that contains personal information of the applicant in accordance with s 7(1) of the
Freedom of Information (Charges) Regulations 2019. . Where the applicant requests other
information, including information of another person, or non-personal information, charges
should be considered for the portion of their request that is not for their own personal
information.

Once a search for documents has been completed, an estimate of charge should‘be
calculated using the AGS charges calculator (SAFE 5301596). When entering.figares into
the charges calculator it is important to look at the documents and consider t{he-sensitivities
and the amount of time you anticipate will be spent to ensure the appropriate limits are
applied. For example; if part of the documents caught by the request are’the applicant’s own
personal information, the charge should be reduced proportionally -as*access to a person’s
personal information is free.

All charges should be calculated in accordance with the Freedom of Information (Charges)
Regulations 2019. The regulations outline charges applicable in respect of a request for
access to documents. The PIAT protocol for charging\js-in line with the regulations and the
spirit of the FOI Act to promote public access to information at the lowest reasonable cost.
When considering charges, you should:

e consider reducing charges wherever.possible

e waive any administration costs

¢ reduce consultation costs where possible, particularly if there is a large number of
third parties involved

The s 29 charges template |etter is used to draft and issue the charge to the applicant. The
charges letter should identify. what the charge is, the deposit payable, how the payment can
be made and a mechanism for the applicant to contest that the charge was wrongly
assessed or shouldpot‘apply due to financial hardship or any public interest factors.

It is AUSTRAC's-preference to receive all charges by electronic funds transfer.

When advising'the applicant of the bank details it is important to advise the applicant to
reference;the FOI number on the transaction so it can be identified easily. Bank details are:

Bank Reserve Bank of Australia

A/c Name AUSTRAC Official Departmental Receipts & Payments Account
BSB 092-002

Account 110086

Ref FOI reference number (for example FOI PIAT-0000)

AUSTRAC also accept payments via bank cheque, money order, or personal/business
cheque and can be sent to:
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Freedom of Information Officer

Australian Transaction Reports & Analysis Centre
PO Box 5516

West Chatswood NSW 1515

The 30 day time period for processing the FOI request stops the day the applicant receives
the charges notification. The applicant has 30 days to respond to the charge by either:
paying the charge in full, paying the deposit or contending the charge. If no response is
received from the applicant in that time, the request is deemed to be withdrawn.
Alternatively, the time period for processing the request recommences on the day AUSTRAC
receives payment in full or a deposit for the charge or decides the processing charde to be
waived.

All charges calculations and documents created throughout the process of-conducting
charges should be saved within the relevant SAFE folder for each FOI request.. Summaries
of how the charge has been calculated and the reason why particular modifiers have been
applied to the charge cost (such as a reduction of charge) should pe maintained as records
to support how AUSTRAC calculated the charge. This supports proper recordkeeping and
AUSTRAC'’s ability to either conduct an adequate review of the charge where required, or
demonstrate to the OAIC how the charges have been calculated.
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6. Consultation

When an applicant seeks documents pertaining to a third party, there are a number of
circumstances where consultation should be considered before making a decision and they
are where the documents sought:

e contain records of consultation with another agency;

e were jointly prepared by two or more agencies;

e contains information received from another agency; or
o formal consultations are required under the FOI Act.

AUSTRAC'’s view on consultation is that it will take a conservative approach when
processing a FOI request. In some circumstances it may not be practical to cénsult, for
example when the third party is under investigation, is a party of interest, the international
business cannot be located or the company has been deregistered.

For the purposes of formal consultation, once it is evident that the documents being
requested contain third party information, (for example information that reasonably identifies
an individual or business)) the applicant should be notified ofjthe additional time required to
allow s 27 and s27A consultation. Consultation with the third party should commence at the
same time as the applicant is notified of the additional.time.

It is important to be mindful when undertaking consultations to not reveal the identity of the
FOI applicant to an affected third party where the applicant has indicated against this on
AUSTRAC'’s FOI application form.

6.1. Section 27 and@ds 27A Third party consultation

AUSTRAC'’s approach to condulcting s 27 and 27A consultation involves PIAT staff inviting
the FOI applicant to providédhird party consent to release their information to the FOI
requestor, where it is praeticable to do so, as a first step.

PIAT officers should‘be mindful some FOI applicants and third parties may not be in
cohesive relationships (for example where domestic violence has taken place, or where the
FOI requestoris estranged from a business or third party individual). AUSTRAC’s approach
to inviting,EOI applicants to provide third party consent is carefully worded within a standard
template; which makes it specific FOI applicants should only seek to provide third party
consent where it is practicable in the circumstances to do so.

This provides an opportunity for the FOI applicant to contribute to the FOI process by
providing evidence that release of the document would not be unreasonable in the
circumstances. The FOI applicant may conduct this exercise by utilising any up to date
contact details of the third party that is available, which AUSTRAC are likely not to possess
on the basis community members are not required to update AUSTRAC with their most up to
date contact details.
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Attention must be paid to any authority or consent from a company, partnership or other
legal entity, ensuring the consent or authority letter is signed by the authorised persons and
complies with the requirements of the Corporations Act. For example, in relation to consent
from a company, you need to ensure that the letter contains a company logo or is on
company letterhead and that the signature is one of a current director of the company.

Where dealing with consent from an individual, PIAT officers will consider the definitions of
consent provided within the OAIC Australian Privacy Principal Guidelines (point B.34).
Although these guidelines define what constitutes a valid consent for the purposes of the
Privacy Act 1988, the guidelines are a useful tool to guide AUSTRAC in obtaining an
acceptable consent throughout the FOI process.

If a third party provides written consent for AUSTRAC to disclose their information-to the
applicant at the time the request is lodged by the applicant, consultation is notrequired.

The PIAT may accept evidence of a third party’s consent to the release of'\their information
via a court order or Certificate of Appointment that has been validated: Tihe decision maker
may accept such documents as long as they are satisfied the document is official and
current.

When undertaking consultation with third parties you should_use the relevant consultation
letter and provide the documents subject to the request. . This ensures the third party can
make an informed decision upon if they wish to contend-the documents should be exempt.

If the third party is in Australia and postage is required for the purposes of consultation, it is
important to allow at minimum of one week for their response. For overseas consultations
requiring postage you should extend the response time to three weeks however these
situations should be extremely unlikely.

When considering s 27 and s 27A consultations PIAT staff members should be mindful
AUSTRAC do not possess up t0 date contact details of third parties. Although Reporting
Entities often provide AUSTRAC residential or business addresses for the purposes of
financial transaction repofts,"”AUSTRAC cannot verify if that address belongs to the third
party, or if the addressts-currently up to date for the purposes of a consultation process.

Special consideration must be taken prior to conducting any third party consultations to
ensure the FOI*consultation letters and documents subject to the FOI request are being sent
to an address.that is reasonably regarded as belonging to the third party and is up to date.

6.2 Third party review rights

When making a decision about whether to apply exemptions to third party information, it
should be noted that third parties possess review rights in respect to a decision to release
their information. The decision maker should take into account the submissions made by a
third party when making a decision to release their information.
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If a third party objects to the release, and the decision maker nevertheless decides to
release those documents, the third party has review rights that can be exercised which affect
when the documents are released.

Once the decision has been sent to the applicant (without the documents to which the third
party objected), PIAT officers will send a letter to the third party providing a statement of
reasons for the decision to release and give them information about their rights of review.

PIAT officers will set a reminder to reflect the response due date which is 30 days from the
date of receipt of the correspondence). Once the period has expired, contact the OAIC ta
ensure the third party has not sought an IC Review of the decision. If they have, the
document should not be released until the Information Commissioner Review process'is
exhausted, If no response is received from the third party and there is no pending
Information Commissioner review, the documents can be released to the applicant.

6.3. Internal consultation

If the scope of an FOI request relates to transaction reports, the\PIAT should not need to
consult with other business areas as the reports can be extracted directly from Palantir and
wouldn’t impact any internal business areas if released.

These particular requests are routine and do not typically attract sensitivities unless the
financial transaction reports concern an individualorbusiness that is widely known or
recognised by the public.

Some Sensitive FOI requests can also involve a request for financial transaction reports.
FOI requests that are not for financial transaction reports typically attract heightened
sensitivity and require internal consultation. Where these Sensitive FOI requests are
identified which seek financial transaction reports, the PIAT should request the relevant
business area identify the documents in scope and provide any objections to release of the
documents.

The internal consultatioh-email to the relevant business unit/s should be sent within the first
few days of receiving the request and originate from the INFO ACCESS@austrac.gov.au
inbox. There is a standard template prepared for the purposes of contacting internal
stakeholders in respect to these requests which should be completed as part of this process.

This type ofinformation will enable the FOI decision maker to make an informed decision on
what sheuld be released under the FOI Act and any exemptions that may apply to the
documents.

6.4. Section 26A - Consultation with State and
Territories

Consultation may be appropriate with State or Territory government where the documents
being considered for release contain information relevant to them. Similar to s 27 and s 27A
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consultations, s 26A consultations include a 30 day extension of time to process the request
in addition to review rights being afforded to the State.

Where the information relates to an Australian State or Territory government and it appears
to AUSTRAC that the State or Territory may reasonably wish to contend that the document
is exempt, AUSTRAC must not decide to give the applicant access to the document unless
consultation'® has taken place between AUSTRAC and the State or Territory.

6.5. Outgoing Inter-agency consultation

Consultation may be appropriate with other Commonwealth entities where the documents
being considered for release contain information relevant to them. This particular
consultation process differs to s 26A, s 27 and s 27A consultations as there are ho third
party review rights or extensions of time when consulting other Commonwealthientities.

PIAT officers should undertake an assessment of the documents identified in scope and
determine if a s 16 transfer may be appropriate in the circumstances."Where s 16 transfer
has been considered and is not appropriate, PIAT officers should then consider if the
Commonwealth entity would reasonably wish to be consulted.or alternatively, reasonably
contend the documents should be exempt.

Where in doubt the PIAT officers shall conduct the_eonsultation.

Also, some AUSTRAC memorandums of understanding’s (MOU’s) may state AUSTRAC are
required to liaise with other agencies in respect to document that concern their function.
We’re aware of the following agencies_requiring consultation in connection with either their
MOU with AUSTRAC or historically expressed interest in consultation:

Agency Contact Details Consultation reason

Commissioner of the 5\22(1) (a)(ll) Relates to information sharing
Corruption and Crime_ Draft MOU created 2023

Commission of
Western Australia

Attorney Generals foi@ag.gov.au Relates to activities of the

Department Australian Government Solicitor
(AGS) where s42(1) (or other
exemption) doesn’t apply

Australian foi@accc.gov.au

Competition & and N
C
Commission s 22(1)(a)(ii)

10 Subsection 26A(2) of the FOI Act.
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6.6. Incoming Inter-agency consultation

Circumstances will arise where particular Commonwealth and State based agencies
processing FOI requests under their respective FOI legislation seek AUSTRAC’s views in
regards to the possible release of AUSTRAC information within their possession.

The following table provides a guide as to what matters AUSTRAC may be typically
consulted upon and when AUSTRAC would request the specific part of the request relating
to AUSTRAC's information or function be transferred to us for FOI processing:

Acronym Report name Protocol
CBM-BNI Cross Border Movement Bearer Negotiable Consult
Instrument (Carrying) S
CBM-PC Cross Boarder Movement Physical Currency €onsult
(Carrying) A
CBM-PC-MS  Cross Border Movement Physical Currency (Mail~ Consult
or Shipping) ~
ICTR International Currency Transfer Report Consult

Carrying and/or Mailing/Shipping

IFTI International Funds Transaction(Instruction Consult
SBTR Significant Cash Transaction-Report Betting Consult
SCTR Significant Cash Transaction Report Cash dealers Consult
SCTR-Casino  Significant Cash Transaction Report Casinos Consult
SOLTR Significant Cash Transaction Report Solicitors Consult
SMR Suspicious Matter Report (including aggregated Transfer
data) |
SUSTR Suspect/Transaction Report (including Transfer

aggregated data)

Note: All requests-for consultation will be addressed on a case by case basis.

A standard email consultation response is provided to the agency where the request
contains information other than a Suspicious Transaction Report (SUSTR) or Suspicious
Matter.Report (SMR). However, if there is any reference to a SUSTR or SMR (including
aggregated data) you must request the document/s be transferred to AUSTRAC under
section 16 of the FOI Act.

AUSTRAC may also be consulted in regards to our operational or policy based documents.
Where this situation arises, careful consideration should be invested to determine if
AUSTRAC should request transfer of those particular documents in the circumstances.

When responding to a consultation with other agencies please ensure your response
includes the following statement:

2/08/2024 1:10 PM Page 33 of 63

UNCLASSIFIED
For Official Use Only



UNCLASSIFIED
For Official Use Only

Publication of AUSTRAC information under the Information Publication
Scheme

Section 8C(2) of the FOI Act prohibits the publication of particular information under
the Information Publication Scheme (IPS) if an enactment prohibits the publication of
particular information. Both the Financial Transaction Reports Act 1988 and the Anti-
Money Laundering and Counter-Terrorism Financing Act 2006 prohibit the release of
AUSTRAC reports. Therefore, AUSTRAC reports must not be published on the IPS.
If you are considering publishing, please consult AUSTRAC’s FOI officer prior to
publication.

6.7. Protocols for handling consultations

It is unlikely third party consultation will take place in respect to financial transaction reports
on the basis AUSTRAC does not possess up to date details of personal.orbusiness
information. AUSTRAC possess addresses and other details provided by reporting entities
which does not constitute reliable address details for the purposes.éffformal FOI
consultation.

Where a consultation letter is sent domestically and is returned to AUSTRAC via ‘return to
sender’, you should consider exempting the third party information under the relevant
provisions of the FOI Act. This is because the third party‘has not had an opportunity to
consider whether they have any view on release oftheir information to the applicant and
release of the information may cause real harnt:

If AUSTRAC does not receive a response from an overseas third party, the decision maker
has to also consider exempting the third-party information under the relevant provisions of
the FOI Act. Factors that should be taken into consideration are:

o the third party may not be familiar with Australia’s FOI Act and the importance of their
involvement in the FOI process;

o the third party maynot be able to read or write English; or

e it could be possible that the third party did not receive the consult letter if physical
mail serviceswere used.

If AUSTRAC doeeshot receive a response from a third party the PIAT staff member must
make a decision upon the evidence on hand. In these circumstances the PIAT staff member
should be particularly mindful that releasing the information may still have an unreasonable
effect.upon the third party. If the PIAT staff member decides release of the information would
be rea@sonable in the circumstances this scenario should be referred to the Manager of the
PIAT for consideration.

Where the FOI applicant seeks a review of AUSTRAC’s decision with the OAIC, AUSTRAC
is required to notify any affected third parties of the review'! and provide a copy of the
notification to the OAIC as soon as practicable.

11 Section 54P of the FOI Act.

2/08/2024 1:10 PM Page 34 of 63

UNCLASSIFIED
For Official Use Only



UNCLASSIFIED
For Official Use Only

7. The decision

Once the documents within scope of the request have been retrieved and any applicable
third party consultations have been completed, the matter is ready for a decision. Decisions
relating to a FOI request can only be made by an authorised decision maker, as per the
instrument authorised by the Chief Executive Officer. This instrument identifies officers of
AUSTRAC that are authorised decision makers for the purpose of the FOI Act.

As previously outlined, the FOI Act gives every person a legally enforceable right of access
to government documents however there are various exemptions a decision makermust
consider that may be applicable in the circumstances. These exemption provisions.are
located within Part 4 of the FOI Act. PIAT officers should also note there are addijtional
provisions outside Part 4 that are designed to refuse access to particular documents (s 7, s
12, s 24A and so forth).

In these certain circumstances where legitimate Commonwealth interests would be
adversely impacted an exemption (or multiple exemptions) could potentially apply. Section
93A of the FOI Act additionally states that regard must be hadio the Information
Commissioner’s FOI Guidelines when making decisions or exercising powers under the FOI
Act. The Information Commissioners FOI guidelines is.a.very useful tool particularly in
respect to exemptions as the guidelines set out examples of times where an exemption may
or may not apply.
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Decision maker to do list

Step

10

1"

12

13

14

15

Ensure all documents and emails are clearly labelled and saved in SAFE as you progress through your decision

It is recomimended to prefix each entry with a backwards date so the events will display chronologically for easy reference

Description

Ensure that you have a clear understanding of the scope of the request

Liaise with the PIAT or contact the applicant if you have any concerns

Consider whether documents could be released outside the FOI Act.

Consider whether there is any reason why you should not be the decision maker for this request

Liaise with the PIAT if you have any concerns

Satisfy yourself that the request (or part thereof) should not be transferred to anether agency

Satisfy yourself that adequate searches have been conducted to locate all documents potentially
within the scope of the request

If in doubt, organise further searches to be conducted

Check that all the documents provided are within scope of the-tequest ‘and identifiable’ and provide
reasoning for any documents that are ‘out of scope’

Consider whether charges are applicable and prepare the estimate using AGS Calculator (5301596)

Liaise with the PIAT if you are unsure

Determine whether there are any third parties, that need to be consulted and if so, consult as soon as
possible

Check with the PIAT if you are unsure about consultation or need further information on the
consultation process

If relevant, liaise internally to determine whether there is any potential sensitivity regarding the release
of any of the documents

This is particularly importantfor requests for documents originating from journalists, members of
Parliament or sensitive ‘documents such as Intelligence Assessments and Compliance reports

When making your. decision, ensure that you have:

. cansidered any comments from third parties

e “considered any concerns from AUSTRAC business areas
[} had regard to the objects of the FOI Act

. had regard to the Information Commissioner guidelines

clearly mark-up documents to indicate exemptions

. Ensure you clearly articulate your reasons for decisions.

Prepare a schedule of documents if applicable and check exemption accuracy and completeness

Have your decision reviewed for quality control and PDF where applicable.

Provide SAFE links of the documents to the FOI Team and they will prepare release and BCC you intg
the release email for filing

Conduct relevant JIRA steps for closure of the request and consider if documents released require
publication as required by the FOI publication scheme (s 8(g) of the FOI Act)
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7.2. Making the decision

When making a decision it must be considered whether the content of the requested
documents is of a sensitive nature and whether disclosure could reasonably cause harm to
legitimate Commonwealth interests.

All documents must be read, page by page and line by line. Consider all the facts and the
evidence in line with the FOI Act and the OAIC guidelines. Where consultation was required,
you need to reflect upon any third party objections raised. When making a decision PIAT
officers shall consider if release of the information may attract any relevant FOI exemptions.

Documents may be released in full, in part, or may be fully exempt from disclosure.Mhen
writing your decision you need to provide a statement of reasons to the applicant-of your
decision. Always provide a summary of decision on disclosure (release in full, release in
part, exempt in full).

Below are the most commonly exercised FOI exemptions for AUSTRAC] noting other
exemptions do exist and could be applicable when making an FOI decision.

7.2.1. Subsection 7(2) —- SMR/SUSTR information

Section 7(2) refers to Part Il of Schedule 2 of the Act which applies to documents
communicated to AUSTRAC under section 16 of the KTR Act or section 41 and/or 49 of the
AML/CTF Act, however does also include aggregated SUSTR/SMR data.

The same information communicated to another body (such as the AFP) would not be
excluded by operation of these provisions as they apply only to AUSTRAC. In the
circumstances a government agency halds SMR information described above which is
subject to a FOI request, it's expected.those agencies will transfer those documents to
AUSTRAC in accordance with s-16-This is also consistent with point 6.6 of this FOI SOP.

Where SMR/SUSTR information is identified in scope of a request, AUSTRAC statement of
reasons should have a paragraph that states:

Section 7(2) read in_conjunction with Part Il of Schedule 2 have the effect of exempting
AUSTRAC from the ‘0perations of the FOI Act in relation to documents concerning
information commmunicated to it under s 16 of the Financial Transaction Reports Act 1988 or
s 41 or s 49 of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006.

The documents you have requested are subject to the exemption specified in Part Il of
Schegdule 2 to the FOI Act, on this basis these documents are not subject to the operations
of'the FOI Act.

7.2.2. Section 22 - irrelevant information

Where part of a document is out of scope of the request you should consider preparing an
edited copy of the document by deleting information that would reasonably be regarded as
irrelevant to the request and redact the information as being out of scope reflecting a s 22
decision. Where s 22 is applied the PIAT staff member will classify the decision outcome in
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JIRA as release in part. Where s 22 is applied among other exemptions which results in the
protection of all documents in scope the decision outcome will be exempt in full.

7.2.3. Section 24A — no documents exist

AUSTRAC are required to conduct all reasonable steps to locate documents identified by
FOI requestors as part of their scope of request. In circumstances where these searches
result in confirming the documents are within AUSTRAC’s possession but can’t be found or
alternatively, the documents do not exist, s 24A may be applicable.

PIAT officers should be diligent to ensure all reasonable steps have been taken to locate
documents prior to application of this exemption as s 24A(1)(a) places focus upon the
reasonableness of searches.

Financial transactions reported to AUSTRAC require careful scrutiny in relation’to
determining if the transactions identified within our possession do in fact refate to the FOI
requestor. Some Palantir searches reveal financial transactions that may’relate to the
applicant but there is insufficient evidence to satisfactorily identify thém. This is based upon
the fact reporting entities are required to report specific types ofiidentity information to
AUSTRAC and the details provided by the reporting entities-may differ from the information
provided within the FOI application.

Careful scrutiny should take place to ensure a FOI regquestor does not receive financial
transactions of a third party that possess similar name, date of birth and/or address details.

Occasionally AUSTRAC receives requests for Cross Border Movement of Physical Currency
(CBM) forms that cannot be found on Palantirthat reflects a section 24A decision. If this
situation arises we shall contact the Digital Servicing team through both the following email
address:

s 22(1)(a)(ii)
@austrac.gov.au

The Digital Servicing team'will need to request a physical search for the CBM form as
AUSTRAC may hold the-physical document that is waiting to be entered electronically. Once
the physical check has been completed we can reasonably refuse access to the document in
accordance with-the standard s 24A template statement of reasons.

7.2.4. ,"Use of section 22/47F to redact personal information

Tarstreamline our FOI decision-making for financial transactions, AUSTRAC protects third
party information by applying s22 instead of s47F, except for third party names. This
approach should be applied to all FOI requests for financial transactions where the FOI
requestor has not produced consent from the third party to provide their full transaction
details to the FOI requestor.

The rationale for using section 22 in this way is that in circumstances where applicants have
requested ‘transaction details’ relating to a particular person or entity, we are entitled to
interpret the scope of the request as a request for names, dates and transaction amounts or
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any other relevant details to what may constitute a ‘transaction report’. Where personal
information has been provided by the applicant in relation to the subject of the FOI request,
that personal information can be considered within scope of the request.

Disclosure of the name alone would not constitute unreasonable disclosure of personal
information). Other personal information of third parties such as passport / licence numbers,
dates of birth, addresses and bank account information for example should be redacted
under s22.

The use of section 22 to redact third party personal information means that it is unnecessary
to consider whether to apply the exemption in section 47F (unreasonable disclosure of
personal information).

Relying on s22 would also avoid the need to undertake public interest assessment:

We consider that this is a reasonable approach given the relatively low risk to(AUSTRAC,
particularly as the applicant liquidator/ trustee will continue to obtain the names of the third
parties who have transacted with the liquidated company/ bankrupt so-they can use that
information to make their own separate inquiries as well as the fact it's'tnlikely a FOI
requestor would be seeking specific access to third party details such as passport numbers
and addresses, particularly where those details have not beemrspecifically outlined or
requested as part of the FOI request.

Where the applicant has requested access to their own(personal information, all of the
person’s personal information can be disclosed. We.consider that the applicant’s own
personal information is within scope of the request./Therefore it is unnecessary to apply
section 22 to the spreadsheet of search results,

In terms of the subject of the FOI request.(the bankrupt or the applicant, as the case may
be), we consider that the following details to be in scope of the request — name, addresses,
date of birth, bank account numbersi.transactional details.

In respect of requests from Trustees, we would redact personal information that is
unreasonable unless we know'that the trustee already knows that information. What is
deemed to be unreasonable would depend on the particular transaction report field and what
supporting information has been supplied supporting the FOI request.

Bankruptcy cases

It's generally deemed reasonable to release a Bankrupt’s financial transactions to an
appointed Irustee where the Trustee can produce evidence they have been appointed
Trusteeto’the Bankrupt. The Bankrupt has an obligation under Bankruptcy Act to assist the
trustee and for that reason disclosure of their personal information is not unreasonable
dis€losure that would be contrary to the public interest and the Bankrupt is unlikely to
reasonably wish to make an exemption claim.

In circumstances where a Trustee requests transactions that don’t relate to the Bankrupt (for
example transactions of the spouse, family members or businesses) the obligation rests with
the Trustee to produce consent from the affected third party so AUSTRAC can be satisfied
the affected third party does not object to their information being released. Consent would
contribute to the reasonableness of releasing the requested information.
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Liquidated companies

The principals outlined above for Bankruptcy cases equally apply for Liquidated companies.
AUSTRAC considers a company has an obligation to assist an appointed Liquidator and for
that reason disclosure of their business related financial transaction reports is not
unreasonable and would not be contrary to the public interest.

In circumstances where a liquidator seeks transactions that don’t relate to the Liquidated
company (for example transactions of the Director(s), employees or other companies
associated with particular Director(s)) the obligation rests with the Liquidator to-provide
consent(s) from those affected third parties for the same reasons outlined abaeve for
Bankruptcy cases.

Company directors’ name, address and other details that are in public domain or provided by
the FOI requestor is not covered by section 47F and may be released.

Sensitive personal information such as driver’s licence or passport numbers should have the
section 47F exemption applied to it where it has been specifically requested. This is on the
assumption that disclosure is contrary to public interestdure to privacy consideration. We can
nevertheless apply section 22 to redact section 47k exempt material where those details
haven'’t specifically been requested within the FOI application. .

Third parties in bankruptcy and liquidatedicompany cases

The same approach should be taken as for directors of liquidated companies. Names and
suburb/city of the address (but not theactual street address) are not covered by section 47F
because disclosure would not be unteasonable. Everything else (the ‘sensitive’ personal
information such as actual streét address, bank account number, date of birth, passport /
licence numbers etc) attracts the section 47F exemption and may be redacted. No
consultation is necessary’in these cases for the same reasons raised within the dot point
above.

Family law matters

Due to the personal and emotional nature of family law matters, the default position in
relation to processing these requests is we invite the FOI requestor to consider providing
third party)c¢onsent where practicable to do so.

AUSTRAC make specific mention of ‘where practicable to do so’ as we're vigilant domestic
violence or other traumatic occurrences may have been experienced by the requestor.
Therefore it would be unethical and problematic for AUSTRAC to encourage or expect
victims of abuse approach a perpetrator (or vice versa) for their written consent as a qualifier
in obtaining the information requested.

Family law matters indicate some form of dispute between particular parties and for that
reason AUSTRAC should take caution in deciding to provide third party transaction details
without obtaining consent first.
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Where the FOI requestor is not able to provide third party consent, AUSTRAC suggest the
FOI applicant provide us reasons why release would be reasonable in the circumstances so
we may consider these situations on a case by case basis.

Where the FOI requestor is not involved in the transactions of the subject of the request,
PIAT officers should consider any consent or statements provided in support of the FOI
request to determine if release of the third party’s information would be reasonable in the
circumstances.

Where no consent or supporting statement has been provided there is a presumption the
third party may reasonably wish to make a contention their personal information should be
protected. In these circumstances PIAT officers should explore protection of the transactions
requested to ensure AUSTRAC are appropriately considering the provisions of.§47F and the
associated public interest test.

Section 47G — business information
Bankruptcy and liquidation cases

There is no issue with release of business information, whethenthe business information
belongs to the bankrupt, the liquidated company or third parties. Most of the business
information captured in TTRs and IFTls that are found within scope are business name,
address, account number and the like. As this information is generally in the public domain
and unlikely to adversely affect the relevant persan’s business or commercial activities, the
section 47G exemption does not apply.

PIAT officers should be mindful that in some circumstances a business address may in fact
be the home address of the Director or other business staff member. This situation arises
where the Director provides their home address to the reporting entity which is information
provided to AUSTRAC as per_thereporting entity’s reporting requirement.

In these circumstances s47F should be considered where the business address has not
been provided in support-of the FOI application.

7.2.5. OAIC 'Guidelines

Guidance®or PIAT officers making FOI decisions

Section 93A of the FOI Act states agencies must have regard to any guidelines issued by
the IC. AUSTRAC recognise any guidelines issued by the IC as an important tool that shall
be used to provide clarity and guidance during various stages of the FOI processes which
are as follows:

https://www.oaic.gov.au/freedom-of-information/foi-quidelines/

Parts 5 and 6 are particularly useful for PIAT officers when considering if any exemptions
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should apply in respect to access requests. The guidelines provide a useful overview of the
types of considerations that should be made, steps that should be taken when considering
when to apply an exemption and general principles that should be considered when
assessing documents captured within scope of an access request.

Where the FOI guidelines do not provide sufficient information in respect to a specific
circumstance facing PIAT officers, supervisor assistance should be pursued to discuss the
precise circumstances of the FOI request and if an exemption should be applied in the
circumstances. PIAT officers are expected to have an understanding of the guidelines and
will have regard to these guidelines when making a decision.

7.3.  Notifying the decision

When making a decision as to whether to grant the applicant access of exempt in full or in
part to the FOI requested documents, the decision maker must decide Whether the content
of the requested document is of a sensitive nature and that discloSure could reasonably
cause harm to legitimate Commonwealth interests. These are-normally referred to as
exempted information.

Section 26 of the FOI Act requires the authorised decision maker to provide a written notice
which demonstrates their reasoning behind disclosing'or not disclosing the document or part
document to the FOI applicant.

The written notice should include:

¢ A statement of the findings on any.material question of fact. That is it should include
evidence/finding to substantiateithe claim for exemption and explain any public
interest considerations

o A reference to the material on which those findings are based such as a list of
evidence/materials, on-which your findings were based. For example FOI Act,
searches/research and designation of the decision maker

o A statement of reasons for the decision to refuse, partly refuse or defer access. This
includes an explanation of why a particular exemption has been relied on and
addresses any public interest considerations

o Appropriate information about the applicants rights of review

When praviding an explanation on the relevant exemption(s) it is not sufficient to state
‘access to this document has been refused under section 47F because it relates to personal
infermation’. You must explain how the decision was made and why the exemption applied
to the document.

Each decision is unique and notices should be prepared on a case by case basis. Brief and
clearly expressed reasons possess advantages. Over developed or unnecessarily lengthy
reasoning can attract confusion and a reduced understanding of the key reasons and points
outlining why the exemption applies which should be taken into consideration.

When drafting a decision letter you need to consider the following:
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¢ |s the decision letter legally defensible?

e Is the decision letter easy to read?

o |f the decision letter written to target the knowledge of the applicant?
o Have the findings been properly explained?

¢ Has all evidence in support of the decision been included?

e s it factual?

o Have the references to the Act been properly explained?

¢ Can anything be misinterpreted?

7.3.1. Public interest test

In deciding where on balance the public interest lies, the decision maker must weigh factors
favouring access and those favouring non-disclosure. The public interest factors will differ
from case to case and will be influenced by the criteria in the conditional exemption that
applies.

7.4. Preparing the spreadsheet forelease

AUSTRAC financial transaction information is exported fromr AUSTRAC’s database to an
excel spreadsheet and released to the applicant in the.same format. The following steps are
required to be undertaken when releasing such transactions:

¢ Add the Commonwealth crest and release text. A template of the spreadsheet
holding the Crest and text to copy isheld in the FOI templates folder (7126985)

The following infermation has been released in response to a request for access
under the Freedom of Information Act 1982

a. _Insert eight (8) lines above the first header row in the document.

b’ A copy of the Crest should be placed at 1:A in the spreadsheet. Once
inserted it will take up rows 1 through 5.

c. The text should be entered at row seven (7) leaving row eight (8) blank
with the transaction headings starting at row nine (9).

o~ Remove all properties. Once the document has the crest and release text you need
to remove all properties and mark the document as final.

d. Go to File / Info / and click the function arrow on Check for Issues. On
the drop down menu select Inspect Document (the Inspect button should
be highlighted).
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e. The Document Inspector menu should have all the items checked. If not
please ensure all items are checked.

If any exclamation.marks (!) appear you need to read the issue on the
item and decide.next steps in each case.

f. There should-be an exclamation mark against ! Document Properties
and Personal Information. You need click to Remove all.

g. The Document Inspector will now have all items ticked and the selections
available will now be to Reinspect or Close with Reinspect highlighted. If
no further action is required, Click Close to return to the Info screen.

» Mark the Spreadsheet as Final. Before releasing the spreadsheet it is preferred
you mark the Spreadsheet as Final which forces the document to open as Read
Only. Note: the documents is still able to be edited if the owner clicks the Edit
Anyway button.

a. Go to File / Info / and click the function arrow on Protect Workbook. On
the drop down menu select Mark as Final (Let readers know the
workbook is final and make it read-only).
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b. Click OK to mark the spreadsheet as final.

c. A dialogue stating the document has been marked as finalbmay pop up if it
has not been disregarded previously. If this appearssclick OK to close the
prompt.

d. The Spreadsheet should now be MARKED AS FINAL and is ready for
release to the applicant

7.5. Reverse FOIlyeview

What is a reverse FOI?

This is the situation whete a person requests documents under FOI, but they refer to a third
party. Where AUSTRAC find it practical to consult an affected third party, the third party may
wish to object to the release of its information and seek to stop or reduce the release of the
information under the original FOI request.

A decisionto release a document by AUSTRAC, despite a third party objection, may be
reviewed, by:

s~ an internal review conducted by AUSTRAC and/or the Australian Information
Commissioner

o the Administrative Appeals Tribunal where the Australian Information Commissioner
has declined to proceed with an internal review

These reviews are known as reverse FOI reviews. The affected third party has 30 days in
which to apply for an internal review with AUSTRAC or apply to the Australian Information
Commissioner. In the event of a reverse FOI, the applicant must be adequately kept
informed of the progress of their request.
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Access to the documents that are in contention are not to be disclosed until the review
process has been completed.
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8. Finalising the request

8.1. Disclosure log

AUSTRAC publishes information on its disclosure log, subject to certain exemptions, within
10 working days after the FOI applicant was given access to a document.

The vast majority of AUSTRAC released documents fall under one or more of the exemption
listings in section 11C of the FOI Act so they are not requiired to be published'?. However, if
no exemption is applicable and the documents released must be published, notification
should be sent to theS 22(1)(a)(ii) o @austrac.gov.au inbox along
with the document/s to be uploaded on the website, along with a Website Change Request.

The FOI decision notice is NOT uploaded on the disclosure log. An example of a typical
email to Strategic Communications is;

AUSTRAC released a document under the Freedom of Information Act 1982 on DD Month YYYY which
is required to be placed an AUSTRAC's disclosure log http://www.austrac.gov.au/information-
publication-scheme-disclosure-log on or before DD Month YYYY (being the legislated 10 working days
after release).

| would be grateful'if you could please upload the attached document with the title ‘State title to be
displayed on website’. | have obtained my NM ‘s approval for this website change which is attached.

Documents released are published within our FOI disclosure log and a link is available for
interestedusers to examine the documents released. A total of three publications do not
provide'links and rather invite any interested user to request the documents direct from

inf0. access@austrac.gov.au . Those three publications can be found within the FOI
Procedures and Guidelines SAFE folder (2013/924). The documents are also located within
the info_access communal inbox folders, within Info_Access>General Correspondence>FOI
Disclosure Log Publications

12 The disclosure log requirement does not apply to personal information about any person, or
information about a business, commercial, financial or professional affairs of any person if
that information would be ‘unreasonable’ to publish.
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contents should be deleted. All emails should be retained in SAFE so deleting them at this
point will not be an issue.

8.4. Finalising JIRA

One of the last administration steps to complete after an FOI request is finalised is to close
the JIRA entry and log the hours that were spent on the request.

The OAIC requires various information relating to FOI requests for their quarterly and annual
statistical reporting. It is important to be diligent in documenting as much information as
relevant for each request such as consultations and the outcome of the request (ie
exemptions applied). However, for the purposes of closing a JIRA entry there are ‘enly nine
compulsory fields that require information before you can close the JIRA entry,

Click on the drop down arrow of the Workflow button and select Done.

The below prompt will pop up and all the data fields are-required to be completed. If any of
these fields are blank, closing the JIRA entry will notbe possible.

If all these fields have data in them before you select Done, the prompt will still pop up
allowing you the option to check the accuracy of the information before selecting Done.
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Once this last button has been activated the JIRA entry will be closed. Note: editing of the
JIRA entry is still available after it has been closed.
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9. Review process

9.1. Internal Reviews

Internal review requests must be lodged by FOI applicants within 30 days of the primary
decision notification (s 54B(1)(a)). Important to note is AUSTRAC may extend the internal
review application period beyond 30 days even after the 30 days has expired, outlined within
s 54B(2).

In the event AUSTRAC receives an internal review it shall be registered within JIRA as’a FO/
Review rather than the typical category of FOI Request. This allows AUSTRAC to
appropriately report Primary and Internal Review requests to the OAIC.

Internal reviews are received for varying reasons, the most common beingthe FOI requestor
asserts certain information subject to exemption should be released ar)alternatively, it's
believed not all documents relevant to the scope were identified. I1t's preferred the internal
reviewer should be at least 1 APS classification above the original*FOI decision maker (9.31
of the OAIC’s internal review guidelines) noting this is not a legislative requirement however
is consistent with AUSTRAC'’s preferred approach.

Unlike primary FOI decisions, no opportunity exists tojextend the legislative processing
timeframe of 30 days direct with the FOI applicant~TFhere is potential to extend the
processing timeframe beyond 30 days howeverthat would require OAIC approval (s
54D(3)). It's unlikely AUSTRAC would engagé’this process but rather pursue finalisation of
an overdue internal review as a matter of urgency.

The FOI internal reviewer shall carefully Consider the internal review request which typically
outlines the particular issues identified by the FOI applicant in relation to the primary request
outcome. This grants the internal reviewer opportunity to closely inspect and consider the
issues raised and factor those\issues into their decision which may involve searching for
further documents or closer, inspection of if exemptions were legitimately applied.

Its encouraged internal reviewers discuss the primary decision with the primary decision
maker as there may be factors or information not expressed within the FOI notice of decision
(by cause of s 26(2)), or other discreet details expanding upon why the primary decision was
made in a particular way. This may result in opportunities to conduct further searches for
documentsyor highlight further evidence is required to support an exemption claim.

The basic principles governing the processing of a primary decision equally apply to
processing an internal review. Internal review decision makers shall assess materials of fact
and apply sound judgement to determine if the internal review shall result in an affirmed
decision or alternatively, a varied decision. Finalising an internal review follows the same
administrative protocols as finalising a primary decision.
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9.2. Inspector-General of Intelligence and Security

The Inspector-General of Intelligence and Security (IGIS) must be advised if a section 33
exemption decision progresses to external review by the OAIC as outlined in section 55ZB
or the Tribunal as outlined in section 60A of the FOI Act.
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10. Subpoenas

AUSTRAC's Freedom of Information client page on its website advises the public to make
inquiries with the Privacy and Information Access team regarding subpoenas. Advice should
be given to the inquirer to make a FOI request with AUSTRAC rather than trying to obtain
the information as a result of a subpoena. Due to the secrecy provisions under section 134
of the Anti-Money Laundering/Counter Finance Terrorism Act 2006 AUSTRAC is not
required to comply with a subpoena request. Consequently, it is likely that AUSTRAC will

claim an objection to meeting the requirements of a subpoena served on it that is requesting
AUSTRAC information.
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11. Statistical returns

Under section 93 of the FOI Act each agency listed in Schedule 1 is required to report both
quarterly and annually statistics within the statutory timeframe.

Reporting deadlines are established by section 5 of the Freedom of Information
(Miscellaneous Provisions) Regulations 1982. The deadlines for submitting returns are:

For quarterly returns about FOI requests and outcomes:

o 21 October for 1 July to 30 September

e 21 January for 1 October to 31 December
e 21 April for 1 January to 31 March

e 21 July for 1 April to 30 June

For the annual return about staff resources and other costs and comparisons with previous
years:

o 31 July for each year ending 30 June

The statistics for the quarterly and annual return are submitted online. The Manager of the
Privacy and Information Access team will have the password to access the database.

A summary of the information from the returns are included in the OAIC’s Annual Report and
the full data set from agency returns, including agency comments, is now published
separately on www.data.gov.au.

The types of information required to compléete the quarterly statistics are:

e The number of valid requests the“Agency received during the quarter;

¢ What decisions were made on the requests, for example full or partial release;

o The number of section 24AB consultation notifications and which cases were
subsequently processed and not withdrawn or refused under section 24;

¢ What the Agency’s‘response times were;

o The total amountof processing charges notified and received during the quarter;

o The number'of applications received for internal review and administrative appeals
tribunal-andythe decisions made from these reviews;

o Detaijls of any amendments to personal records.

The typesof information required to complete the annual statistics are:

+ &y Number of staffing resources involved in FOI work. This is broken down into staff
members spending 0-75% of time on FOI work and staff members spending over
75% of time on FOI work;

e Calculating the total number of hours the business areas spent on FOI work;

e Costs associated with FOI. This includes the cost of photocopying, postage,
telephone, purchase of FOI material, FOI training, printing, travel, solicitor’s fees,
legal counsel fees and any other cost spent on FOI work.
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12. Sensitive FOI Requests

12.1. Receipt and Assessment of FOIl Request

1. On receipt of an FOI request, the Privacy and Information Access Team (PIAT), in
consultation with the Principal Legal Officer, will assess whether the FOI request is of a
sensitive nature or otherwise outside the routine category of FOI requests that
AUSTRAC receive.

12.1.1. Routine FOIl requests
2. An FOI request would be considered to fall within the routine category.received by
AUSTRAC if it involves requests for transaction reports in the following'circumstances:

(a) arequest by the applicant (or their agent or legal representative) for their own
personal information;

(b) a request by the applicant in their capacity as the trustéee in bankruptcy or liquidator
of the subject of the transactional reports;

(c) arequest by the applicant for a third party’s information (e.g. a former spouse) in
relation to a family law matter.

12.1.2. Sensitive or routine FQLrequests
3. An FOI request would be considered-sensitive or outside the routine category if it has
one or more of the following features:

(a) the request is about awmatter that relates to, or is likely to generate, public interest or
media attention;

(b) the request is about, or relates to, an AUSTRAC employee;

(c) the request comes from a media organisation, the office of a member of Parliament
(whetherr€ommonwealth, State or Territory), or a political party;

(d) the request seeks access to documents (usually created by AUSTRAC) such as
reports (that are not transaction reports), correspondence, or notices that relate to or
reveal AUSTRAC's intelligence or regulatory functions;

(e) the request seeks access to documents relating to a matter before a court or tribunal
in which AUSTRAC is a party or is otherwise involved.
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12.2. Reporting of FOI Request

4.

All valid FOI requests received by AUSTRAC, regardless of whether they are assessed
as sensitive or non-routine, must be entered in the weekly FOI report.

Sensitive or non-routine FOI requests will be appropriately identified as ‘Sensitive’ in the
weekly FOI report and accompanied by a brief explanation of the reason for the
sensitivity marker (see Template A):

Sensitive FOI requests are decided by an appropriate National Manager. The Principal
Legal Officer will immediately notify the relevant National Manager of the request
received and cc. National Manager Legal and Enforcement, the Chief of Staff and\the
CEOQ'’s Executive Officer, and Director Strategic Communications (i.e. not waitfor the
weekly FOI reporting cycle). Depending on the nature of the sensitive FOLrequest, other
National Managers, DCEOs and Executive & Ministerial team may also be cc’ed as
required.

The weekly FOI report is disseminated by COB each Thursday. ~I he Principal Legal
Officer is responsible for reviewing and clearing the weekly FODreport. Once the weekly
FOlI report is cleared for dissemination, PIAT will:

(a) email the weekly FOI repozzrt(l)(tg_the CEO, all DCEOs, the Chief of Staff and the

CEO’s Executive Officer )@austrac.gov.au), the National Manager Legal
and Enforcement, and the Director Strategic Communications; and

(b) copy the email to the Principal LegalOfficer, all National Managers, Executive &
Ministerial, Strategic Communications / Media, and all Executive Officers to the

DCEOs.
The Executive & Ministerial Sectionwill send the weekly FOI report to the Minister’s
office for visibility (S 22(1L)(a)i) ), copying in the
Departmental Liaison Officers)at S 22(1)(a)(ii) the Chief of Staff and the

CEQ’s Executive Officer,yand PIAT.

If Strategic Communications identify any additional FOI request from the weekly FOI
report that they consider will require media strategy (i.e. in addition to the sensitive FOI
requests already‘identified and notified pursuant to paragraph 6), Strategic
Communications will notify PIAT of this so PIAT can make appropriate arrangements
later for pre-decision consultation — see also paragraph 16.

128. Deciding FOI Requests

12.3.1. Routine FOI requests

10. Decisions in relation to the routine category of FOI requests received by AUSTRAC will

be made by a member of PIAT, including, where appropriate, QA review and input by a
more senior staff member or the Manager of PIAT, a Senior Legal Officer, or the
Principal Legal Officer, as the case may require.
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A draft decision for QA review and input must be prepared no later than three (3) days
before the due date.

12.3.2. Sensitive FOI requests

12.

13.

14.

15.

16.

17.

Sensitive FOI requests are decided at the National Manager level. Upon receipt of a
sensitive FOI request and allocation to the appropriate National Manager, the Manager
PIAT will conduct a ‘planning discussion’ with the National Manager to ensure clarity and
consensus on interpretation of the scope of the FOI request. The discussion should
include the National Manager’s Executive Officer where possible/ appropriate (at the
National Manager’s discretion) so that once the scope of the sensitive FOI request.is
agreed on, the Executive Officer can immediately commence search (or coordinate the
search) for documents in scope on behalf of the National Manager.

Once all the documents in scope have been identified, then, unless the;documents are
so voluminous that the Manager PIAT recommends pursuing a ‘practical refusal reason’
(on the basis of unreasonable diversion of Commonwealth resources), the National
Manager should conduct a preliminary assessment of the doctments and identify any
content in relation to which exemptions should be appliedgusing the FOI Exemptions
Quick Reference Guide for guidance. The Manager PIAT will provide additional
guidance and assistance to the National Manager (e.g. respond to queries on application
of specific exemptions) as required.

During the preliminary assessment, the National Manager should also engage early with
the relevant DCEO to sense check the National Manager’s thinking. Whilst the decision
on the sensitive FOI request is still the:National Manager’s to make, this early
engagement with the relevant DCEQ,provides an opportunity to ensure that any
additional sensitivities in the content of the document that the DCEO may be aware of
are drawn to the attention of the)National Manager for consideration in developing the
proposed decision.

Once a proposed decision has been made, PIAT (usually the Manager PIAT) will
prepare a draft notice of decision and statement of reasons reflecting the proposed
decision for the National Manager’s review. This should be done no later than seven (7)
days before the'due date to enable sufficient time for any necessary adjustments and
internal consultation.

Wheredhere is particular sensitivity associated with the sensitive FOI request (e.g.
Senate Estimates coinciding with the timing of a sensitive FOI request which relates to
daocuments of likely Senate Committee interest), PIAT should err on the side of caution
and confirm with the National Manager that the FOI decision is okay to hand down, even
if the decision has otherwise been made.

Once the National Manager indicates their preferred FOI position, the Manager of PIAT
will elevate the FOI decision and any documents prepared for release (in PDF form) to
the ‘Office of the CEO’ and ‘Executive and Ministerial’ Outlook Express mail groups. The
recipients (Chief of Staff in particular) will contemplate elevating the FOI decision to the
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Minister’s Office which supports appropriate MO awareness of AUSTRAC's forthcoming
FOI decisions.

12.4. Internal review of Sensitive FOI decisions

12.4.1. Internal review of sensitive or unusual FOI decision

18. If a request for internal review of a sensitive or non-routine FOI decision is received, the
Principal Legal Officer will immediately inform the National Manager Legal and Policyy
who will determine the appropriate internal reviewer.

Consistent with the primary decision-making process, any internal review decisiomthat has
to be made by the business area or at the National Manager level or above willbe supported
by the PIAT, including assistance in preparing the draft internal review decision.
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12.5. Flowchart of FOI process

Receipt of FOI
request

Disseminate weekly

FOI report internally.

Send the same to the
MO.

Entry in weekly FOI report. Escalate
sensitive or non-routine requests to the
Senior Executive and Strategic
Communications for attention.

Strat Comms to notify
PIAT of requests
( requiring media strategy
(in addtion to requests
already identified as
senstive).

Sensitive or non- Routine FOI
routine FOI request request

Refer to relevant National PIAT progresses request
Manager for decision through business-as-

usual processes

National Manager to assess
documents in scope for
applicable exemptions and
include any input from relevant
DCEO. PIAT tc draft decision
notice based on National
Manager's proposed decision.
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13. Resources

13.1. Example letters

The below list of example letters are available for the Privacy and Information Access team
to use as a starting point when drafting correspondence in relation to FOI requests. This is
not a comprehensive list. The examples are of the more common types of communication
used by the Privacy and Information Access team and each letter should be amended to'suit
the unique situation of each request.

The below list communication documents can be found in SAFE / Enterprise /
INFORMATION MANAGEMENT / Procedures / 2011/310 — FOI Templates

e Business Unit - Consultation form - AUSTRAC - 5226716
https://safe.hq.austrac.gov.au/OTCS/cs.exe/link/52267 16

e Business Unit - Overview of FOI - AUSTRAC - 5228516
https://safe.hqg.austrac.gov.au/OTCS/cs.exe/link/5228516

e Charges - Calculator - AUSTRAC - 5301596
https://safe.hqg.austrac.gov.au/OTCS/cs.exe/link/5301596

e Charges - Estimate of charges letter - AUSTRAC - 5227893
https://safe.hqg.austrac.gov.au/OTCS/cs.exe/link/5227893

e Consultation - Schedule of documents - AUSTIRAC - 5264645
https://safe.hq.austrac.gov.au/OTCS/cs.exeflink/5264645

e Consultation letter - Business affairs - AUSTRAC - 5263196
https://safe.hq.austrac.gov.au/OTCS/cs.exe/link/5263196

e Consultation letter - Personal Privacy,* AUSTRAC - 5264430
https://safe.hq.austrac.gov.au/OTCS/cs.exe/link/5264430

e EMAIL - Acknowledgement - AUSTRAC - 5233354
https://safe.hq.austrac.gov.au/OTCS/cs.exe/link/5233354

e EMAIL - Correspondence{- AUSTRAC - 5267724
https://safe.hq.austrac.gov.au/OTCS/cs.exe/link/5267724

e EMAIL - Third party * AUSTRAC - 5281323
https://safe.hg.austrac.gov.au/OTCS/cs.exe/link/5281323

e FOIl update to Executive - AUSTRAC - 5765253
https://saféyhg.austrac.gov.au/OTCS/cs.exe/link/5765253

e |etterhead - AUSTRAC - 5230499
https.//safe.hq.austrac.gov.au/OTCS/cs.exe/link/5230499

e Notice of decision - release in full - AUSTRAC - 5225957
hitps://safe.hq.austrac.gov.au/OTCS/cs.exe/link/5225957

¢~ Notice of decision - section 24A - no docs exist - AUSTRAC - 5229323
https://safe.hq.austrac.gov.au/OTCS/cs.exe/link/5229323

e Notice of decision - section 7 - AUSTRAC - 5227894
https://safe.hqg.austrac.gov.au/OTCS/cs.exe/link/5227894

e Notice of decision - section 7 transferred document - AUSTRAC - 5543282
https://safe.hq.austrac.gov.au/OTCS/cs.exe/link/5543282

e Notice of decision - sections 47F and 47G - AUSTRAC - 5224749
https://safe.hg.austrac.gov.au/OTCS/cs.exel/link/5224749
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e Schedule of documents - WORD - AUSTRAC - 5228927
https://safe.hg.austrac.gov.au/OTCS/cs.exe/link/5228927

13.2. Quick reference guides

13.2.1. Registering a new request

As the Privacy and Information Access team are fully digital processing, there is a link to the
quick reference guide for when a new FOI requests is received at AUSTRAC.

13.2.2. SAFE Workflows

A core feature of SAFE is the ability to manage business processes using workflows.
Workflows are used in the attempt to automate and streamline processes such as document
approval and document review. Workflows are designed to:

. ensure that business processes are followed

. ensure that all steps in a business process including actions and decisions are
traceable

. facilitate the flow of work from one user or group to another user or group

. provide the ability to track the progress of @>work item

. remind a user when work is overdue

As the Privacy and Information Access team are*working in an electronic environment we
use the SAFE document workflows to keepa‘record of a review and/or approval of any
correspondence before it is digitally signed and sent to an applicant or external client. It is
imperative you gain the approval of the’signee before adding their electronic signature.
Using the document workflow in SAFE captures the comments of the reviewer/approver and
includes it in the Metadata of the.document.

This is a link to the quick reference guide on how to use workflows.

13.2.3. Digital;signatures

Digital signatures are like electronic fingerprints. The signature is a digital code (generated
and authenticated by public key encryption) which is attached to an electronically transmitted
documentito verify its contents and the sender's identity.

The)Rrivacy and Information Access Team transferred to digital FOI processing in 2016. To
alleviate the printing and processing of final correspondence and to streamline the digital
processing, digital signatures are introduced. Using a digital signature allows the final
correspondence (such as decision letter) to be locked down, preventing any alteration to that
information by anyone other than the signatory. This allows the letter to be finalised
electronically and submitted to the applicant by email.

Digital signatures can only be used in PDF documents once the document has been
approved or reviewed by the signatory during the SAFE Workflow process.
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This is a link to the quick reference guide on digital signatures. It was created for a different
version of Adobe but the QRG has been tested and used for creating and inserting
signatures in Adobe Acrobat Pro DC (AUSTRAC'’s current Adobe version).

13.3. Legislation and guidelines

Freedom of information Act 1982

Office of the Australian Information Commissioner

Office of the Australian Information Commissioner Guidelines
Privacy Act 1988

Financial Transaction Reports Act 1988

Anti-Money Laundering and Counter-Terrorism Financing Act 2006

Add Index of ‘Step by Step Guides’

Make reference to FOI Procedures and Guidelines SAFE link.and what the title of each Step
by Step guide is called. The guides themselves can then berupdated and this document
does not require update.
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Applicable Conditional Exemption

Public interest conditional exemptions — Personal Privacy

You have requested personal information relating to an identified individual. | have carefully
assessed the scope of your request and potential impact(s) release that any information
could reasonably be expected to have on the privacy of the identified individual, and
weighed it against the public interest factors outlines in the FOI Act and the guidelines
issued by the Information Commissioner.

On balance, | am satisfied release of any personal information could reasonably be expected
to unreasonably affect the individual concerned. Having considered the public interest
factors, | am of the view release of any personal information would b&)centrary to the public
interest in the circumstances, therefore any personal information in scope of your request is
conditionally exempt and redacted under s 47F.

You have the right to seek review if you are not satisfied,with this decision. An application
for internal review of this decision must be made in writing within 30 days of receipt of this
letter by email to info_access@austrac.gov.au. You may also seek review of this decision by

the Information Commissioner by contacting the Office of the Australian Information
Commissioner (OAIC). Information on how,to-apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC

Correspondence: PO Box K534 Haymarket NSW 2140 P: 02 9950 0055 F: 02 9950 0054 www.austrac.gov.au






Applicable Conditional Exemptions
Public interest conditional exemptions — business

You have requested business information relating to an identified business, commercial or
financial affairs of an organisation. | have carefully assessed the scope of your request and
potential impact(s) release that any information could reasonably be expected to have.oh
the business, and weighed it against the public interest factors outlined in the FOI Act and
the guidelines issued by the Information Commissioner.

On balance, | am satisfied the unreasonable effect on the business, commiercial or financial
affairs of the organisation could reasonably be expected to arise fromreleasing any
information in scope of your request outweighs the public interest factors favouring release.
Therefore, | find that any information in scope of your request‘is conditionally exempt under
s47G.

You have the right to seek review if you are not satisfiéd with this decision. An application
for internal review of this decision must be made'in writing within 30 days of receipt of this
letter by email to info _access@austrac.gov.a@; You may also seek review of this decision

by the Information Commissioner by contacting the Office of the Australian Information
Commissioner (OAIC). Information onchow to apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised-Decision Maker
AUSTRAC

Correspondence: PO Box K534 Haymarket NSW 2140 P: 02 9950 0055 F: 02 9950 0054 www.austrac.gov.au






Applicable Conditional Exemptions
Public interest conditional exemptions — business

The document includes business information relating to an identified business, commercial
or financial affairs of an organisation. | have carefully assessed the content of the
information and potential impact(s) release of the information could reasonably be
expected to have on the business, and weighed it against the public interest factors outlined
in the FOI Act and the guidelines issued by the Information Commissioner.

On balance, | am satisfied the unreasonable effect on the business, commercialor financial
affairs of the organisation could reasonably be expected to arise from rel&asing the
information outweighs the public interest factors favouring release. Fherefore, | find the
information is conditionally exempt under s 47G and have redacted.it accordingly.

Public interest conditional exemptions — Personal \Privacy

The document includes personal information relating\to an identified individual. | have
carefully assessed the content of the personal information and potential impact(s) release
of the information could reasonably be expected to have on the privacy of the identified
individual, and weighed it against the publiciinterest factors outlines in the FOI Act and the
guidelines issued by the Information Commissioner.

On balance, | am satisfied release of the personal information could reasonably be expected
to unreasonably affect the individual concerned. Having considered the public interest
factors, | am of the view release of the personal information would be contrary to the public
interest in the circumstances, therefore the personal information is conditionally exempt
and redacted under's 47F.

Correspondence: PO Box K534 Haymarket NSW 2140 P: 02 9950 0055 F: 02 9950 0054 www.austrac.gov.au



You have the right to seek review if you are not satisfied with this decision. An application
for internal review of this decision must be made in writing within 30 days of receipt of this
letter by email to info_access@austrac.gov.au. You may also seek review of this decision by

the Information Commissioner by contacting the Office of the Australian Information
Commissioner (OAIC). Information on how to apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC

Correspondence: PO Box K534 Haymarket NSW 2140 P: 02 9950 0055 F: 02 9950 0054 www.austrac.gov.au






Applicable Conditional Exemption

Public interest conditional exemptions — Personal Privacy

The document includes personal information relating to an identified individual. | have
carefully assessed the content of the personal information and potential impact(s) release
of the information could reasonably be expected to have on the privacy of the identified
individual, and weighed it against the public interest factors outlines in the FOI Act and the
guidelines issued by the Information Commissioner.

On balance, | am satisfied release of the personal information could reasonably be‘expected
to unreasonably affect the individual concerned. Having considered the publicinterest
factors, | am of the view release of the personal information would be contrary to the public
interest in the circumstances, therefore the personal information is conditionally exempt
and redacted under s 47F.

You have the right to seek review if you are not satisfied with:this decision. An application
for internal review of this decision must be made in writing'within 30 days of receipt of this
letter by email to info access@austrac.gov.au. You may‘also seek review of this decision by

the Information Commissioner by contacting the Office of the Australian Information
Commissioner (OAIC). Information on how to apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC

Correspondence: PO Box K534 Haymarket NSW 2140 P: 02 9950 0055 F: 02 9950 0054 www.austrac.gov.au






Applicable Conditional Exemption
Public interest conditional exemptions — business

The document includes business information relating to an identified business, commercial
or financial affairs of an organisation. | have carefully assessed the content of the
information and potential impact(s) release of the information could reasonably be
expected to have on the business, and weighed it against the public interest factors outlined
in the FOI Act and the guidelines issued by the Information Commissioner.

On balance, | am satisfied the unreasonable effect on the business, commercialor financial
affairs of the organisation could reasonably be expected to arise from rel&asing the
information outweighs the public interest factors favouring release. Fherefore, | find the
information is conditionally exempt under s 47G and have redacted.it accordingly.

You have the right to seek review if you are not satisfied with)this decision. An application
for internal review of this decision must be made in writing within 30 days of receipt of this
letter by email to info_access@austrac.gov.au. You miay also seek review of this decision by

the Information Commissioner by contacting the ©ffice of the Australian Information
Commissioner (OAIC). Information on how toG@pply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC
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Yours sincerely

«Decision Maker Name»
Authorised Decision Maker

AUSTRAC
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You have the right to seek review if you are not satisfied with this decision. An application
for internal review of this decision must be made in writing within 30 days of receipt of this
letter by email to info_access@austrac.gov.au. You may also seek review of this decision

by the Information Commissioner by contacting the Office of the Australian Information
Commissioner (OAIC). Information on how to apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC
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Commissioner (OAIC). Information on how to apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«FOIl Decision Maker Name»
Authorised Decision Maker
AUSTRAC
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You have the right to seek review if you are not satisfied with this decision. An application
for internal review of this decision must be made in writing within 30 days of receipt of this
letter by email to info_access@austrac.gov.au. You may also seek review of this decision

by the Information Commissioner by contacting the Office of the Australian Information
Commissioner (OAIC). Information on how to apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC
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information communicated to it under s 16 of the Financial Transaction Reports Act 1988 or
s 41 or s 49 of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006.

As documents concerning SMRs are subject to s 7(2G), the documents requested which
specifically concern SMRs are not subject to the operations of the FOI Act.

In making my decision | have also had regard to the following:

e Freedom of Information Act 1982,
e Guidelines issued by the Australian Information Commissioner.

You have the right to seek review if you are not satisfied with this decision. Anapplication
for internal review of this decision must be made in writing within 30 days-of'receipt of this
letter by email to info_access@austrac.gov.au. You may also seek review of this decision

by the Information Commissioner by contacting the Office of the Agstralian Information
Commissioner (OAIC). Information on how to apply for Information Commissioner review is
available on the OAIC website.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC
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You responded to the notice on «Date» and provided a new scope/advised that you did not
wish to amend the scope of your request. After considering your response, | am satisfied
that the work involved in processing the request will substantially and unreasonably divert
the resources of AUSTRAC from its other operations. Therefore, | am satisfied that a
practical refusal reason still exists under s 24AA(1)(a)(i) of the Act.

Section 26 of the FOI Act requires AUSTRAC to provide a statement of reasons in support of
a decision. My reasons for this decision are set out in Attachment A.

The FOI Act provides a number of avenues for review if you are dissatisfied withyahy aspect
of this decision. Your review rights are set out in Attachment B.

If you have any questions or require further information, please contact the decision maker

via email info _access@austrac.gov.au

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC

Enclosures

Attachment A — Statemeént 'of Reasons
Attachment B — Review/Rights
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ATTACHMENT A

Statement of Reasons

|, «Decision Maker Name», am an officer authorised under s 23 of the FOI Act to make a
decision in relation to your request. The following is my decision and the reasons for that
decision.

Overview

Section 24(1)(b) of the Act provides that, where a practical refusal reason exists, an agency
may refuse to process a request only if the agency has undertaken the ‘consultation
process’ set out within s 24AB of the Act and, after completing the consultation, the agency
remains satisfied that a practical refusal reason exists.

| have undertaken the consultation process in accordance with-s 24AB. Within the particular
24AB notice issued to you, | provided information to demonstrate why processing the
request specified in a particular nature would substantially and unreasonably divert
AUSTRAC's resources from its other operations if processing of the request occurred.

Although broadly phrased FOI requests can be accepted in some circumstances, those
circumstances are limited to situations where document identification search results reveal
a limited number of documents requiring FOI processing. In the circumstance of your
particular request, a significant number of documents have been identified requiring FOI
processing which is the primary.issue communicated to you within the s 24AB notice.

Only enter this paragraph,if a rephrased scope of request was offered for adoption

To assist your endeavors to avoid a s 24 practical refusal decision, AUSTRAC provided you
some available options in respect to revising your request on «Date». We provided these
options in the'hope a more specified request would reduce the number of documents
captured within scope which would not substantially and unreasonably divert our resources.

Indespect to your response, | remain satisfied that the request still meets the definition of a
‘practical refusal reason’ in s 24AA(1)(a)(i) in that processing the request will involve a
substantial and unreasonable diversion of AUSTRAC’s resources.

The founding principals in this particular case concern the fact AUSTRAC has attempted to
assist your endeavors to identify the documentation by providing you an opportunity to
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contribute to the document identification process by increasing the specificity in respect to
the type of document(s) you are seeking. In this particular case, the documents currently
identified for FOI processing require a substantial and unreasonable diversion of AUSTRAC
resources.

Therefore, | am refusing your request for access under s 24(1)(b) of the Act.

Evidence/Material on which my findings were based
In reaching my decision to refuse access to the documents, | relied on the following
documentary evidence:

e freedom of Information Act 1982;

e Guidelines issued by the Australian Information Commissioner;

e the scope of the request received by AUSTRAC from you on «Date»; and
e the s 24AB response received from you on «Date».
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ATTACHMENT B
Review Rights

The following review rights apply.

Section 54 of the FOI Act gives you the right to apply for an internal review of the decision
refusing to grant access to documents. An application for a review of the decision must be
made in writing within 30 days of receipt of this letter. No particular form is required;
however, it would assist the decision maker if the application grounds on which it is
considered that the decision should be reviewed were set out.

Under s 53A of the FOI Act you may have ground for review under s 54 if youan establish
that there are other documents held by AUSTRAC which have not been reléased.

Applications for review of the decision should be addressed to infes\access@austrac.gov.au

or via mail to:

Australian Transaction Reports and Analysis Centre
Freedom of Information

PO Box K534

HAYMARKET NSW 2140

It is preferred you seek internal review before seeking review of the decision by the
Australian Information Commissioner:

Office of the Australian Information Commissioner

One of the three primary fuictions of the Office of the Australian Information Commissioner
is the oversight of the Ereedom of Information Act 1982 and review of decisions made by
agencies and ministers under that Act. If you are dissatisfied with the result of an FOI
request, you may,seek an Information Commissioner (IC) review.

IC review appli¢ations can be made to enquiries@oaic.gov.au or via mail to:

Offiee of the Australian Information Commissioner
GPO Box 5218
SYDNEY NSW 2001

For further information about IC reviews please refer to the OAIC website.
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Administrative Appeals Tribunal

An application may be made to the Administrative Appeals Tribunal (AAT) after the OAIC has
made a decision. The AAT may also review a decision by the OAIC not to undertake a review.
An application must be submitted to the AAT within 28 days of being notified of the decision
by the OAIC. The AAT can be contacted on 1300 366 700.

Complaints

If you are not satisfied with the way AUSTRAC has processed your Freedom of Infermation
request, you can complain to the OAIC. A complaint must be made in writingsand must
identify AUSTRAC as the agency that made the decision. There is no particular form required
to make a request, however, the complaint should set out the grounds/on which it is
considered the action taken in relation to the FOI request should be investigated.
Complaints can be made to the OAIC at the address listed above.

For up to date information please visit the OAIC website-at https://www.oaic.gov.au
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Eg you will provide a suggested scope similar to: / seek access to all international funds
transfer instruction reports and threshold transaction reports related to me.
END OPTION

OPTION - Documents previously released

| believe that the work involved in processing your request would substantially and
unreasonably divert the resources of this agency from its other operations as documents
within the scope of your request have already been released on «Date» to «Name».

On the basis the documents being requested are accessible, | intend to refuse access’to the
documents you requested. You may wish to consider specifying the exact document(s) you
wish to obtain under FOI which have not previously been assessed and released.

Officer required to provide a suggested scope based on your observation of the FOI
request itself.

Eg you will provide a suggested scope similar to: Outside the documents released previously
under FOI on «Date» , | seek access to all international’funds transfer instruction reports and
threshold transaction reports related to me.

END OPTION

OPTION - Time Required to Process FOIRequest
AUSTRAC have considered the scope of your request and commenced the process of
identifying the documents in scope.

AUSTRAC's findings revealed a wide number of documents in scope of this request. The
documents and their,content would reasonably require AUSTRAC process a FOI request
which would far,surpass 40 hours of processing time. The following are my observations in
regards to thé documents identified as part of this request.

Officerrequired to breakdown the scope, searches conducted and reasons behind why
FOKrequest would surpass 40 hours of processing time if request was to be pursued. .
END OPTION

On this basis, | intend to refuse access to the documents you requested as a practical refusal

reasons exists in accordance with s 24AA. However, before | make a final decision to do this,
you have an opportunity to revise your request by asking for a particular document,
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withdraw the request or continue with the request as stated within your original
correspondence. This is called a ‘request consultation process’ as set out under section
24AB of the FOI Act.

Consultation period
If you have any questions regarding this request or would like to discuss this matter with
me, | can be contacted by email at info_access@austrac.gov.au

The FOI Act provides a timeframe of 14 days for us to consult in relation to this matter:
Within 14 days of this notice you should contact me or, in writing, do one of the fallowing:

(a) withdraw the request;
(b) make a revised request; or
(c) indicate that you do not wish to revise the request.

If you do not contact me or do one of the above within 14 days’of the date of this letter
your request will be taken to be withdrawn.

Please note processing of your request will be suspended during this time.

Yours sincerely

«Decision Maker Name»
Authorised Decision Maker
AUSTRAC
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