





















































Australian Government
AUSTRAC

NOTICE UNDER SUBSECTION 167(2) OF THE ANTI-MONEY LAUNDERING AND
COUNTER-TERRORISM FINANCING ACT 2006

NOTICE REQUIRING THE GIVING OF INFORMATION AND THE
PRODUCTION OF DOCUMENTS

To: The Proper Officer
Commonwealth Bank of Australia Limited (CommBank)
ACN 123 123 124
Level 14, Darling Park
201 Sussex Street
SYDNEY NSW 2000

L Senior Manager Enforcement, Australian Fransaction Reports and Analysis
Centre (AUSTRAC), am an authorised officer for thespurposes of section 167 of the Anti-
Money Laundering and Counter-Terrorism Financing Act 2006 (the AML/CTF Act).

I believe on reasonable grounds that CominBank is a reporting entity and has mformation and
documents that are relevant to the operation of the AML/CTF Act and the Anti-Money
Laundering and Counter-TerrorismyFinancing Rules Instrument 2007 (No. 1) (the
AML/CTF Rules).

In accordance with subsection/167(2) of the Act, you are required to give the information and
produce copies of the doetiments described in the Schedule:

To: SESlP¥

At:  Zenith Centre, 821 Pacific Highway
CHATSWOOD NSW 2067

The mformation and documents must be given and produced:

a. within four weeks (28 days) after the Notice is given;
b. by reference to the relevant paragraph in the Schedule; and
c. 1n electronic form on portable media such as DVD or USB drive.

Unless stated otherwise, CommBank is not required to give information or produce

documents in response to this notice where the information or documents relate exclusively
to BankWest branded services, customers or intelligent deposit machines.
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TAKE NOTICE:

A person commits an offence if they fail to comply with a notice given to the person under
subsection 167(2): subsection 167(3). A penalty of imprisonment for 6 months or 30 penalty
units or both applies in relation to this offence.

A person is not excused from giving information or producing a document under section 167
on the ground that the information or the production of the document might tend to
mcriminate the person or expose the person to a penalty: subsection 169(1).

A person commits an offence under section 136 of the AML/CTF Act if they:
(a) knowingly give false or misleading information in response to this Notice
(b) give mformation knowing that such mformation omits any matter or thing without

which the information is misleading.

A penalty of imprisonment for 10 years or 10,000 penalty units or both applies in relation to
this offence.

A person commits an offence under section 137 of the AML/CTIFE/Act if they knowingly
produce a document that is false or misleading in a material\garticular in response to this
Notice. A penalty of imprisonment for 10 years or 10,000 penalty units or both applies in
relation to this offence.

Under section 168 of the AML/CTF Act, you are entitled to be paid reasonable compensation

for complying with a requirement to make cepiés’of documents and to produce those copies
as specified i this Notice.

14/10/2016

Section 22

Date
Senior Manager Enféorcement
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SCHEDULE

Definitions

The customer 1 to 30 ACIP records are the documents produced by CommBank on 20 July
2016 at Attachment 89 in respect of customers 1 to 30 in Attachment A of the notice given to
CommBank under s 167 of the AML/CTF Act on 22 June 2016 (as amended).

The information system means the CommBank information system described at paragraph 4
of this notice.

PART A - Information
In the second dot point under the heading ‘Key Findings’

1.

Please provide thedull name, date of birth, and all account numbers (including the
BSB) for each(of these customers.

In relation to, each account held by each customer identified in paragraph 1 above and
at Attachment A to this Notice, please provide:

a. the full name of each signatory to the account; and
b. the date on which each person identified at 2a. above became a signatory.

Please advise whether, on and from 1 January 2014, it has been CommBank’s practice
to keep records of whether or not a customer who opens an account online elects to
undergo electronic customer verification. If so, please advise what records are kept.

Please advise the name of the CommBank information system that the customer 1 to
30 ACIP records were extracted from (the information system).

Please advise whether the information under the heading ‘Customer Information’ in
each of the customer 1 to 30 ACIP records was entered into the information system on
the date that the applicable customer identification procedure was carried out in

Page 3 of 9



respect of each customer. If not, please advise the date that the information was
entered into the information system in respect of each customer.

Please advise whether the information under the heading ‘Identification Details’ in
each of the customer 1 to 30 ACIP records was entered into the information system on
the date that the applicable customer identification procedure was carried out in
respect of each customer. If not, please advise the date that the information was
entered into the information system in respect of each customer.

Please advise whether CommBank staff in Group Security and Retail Banking
Services had direct access to:

a. the information system described at paragraph 4; and

b. the information described at paragraphs 5 and 6 in the form it was produced on 20
July 2016

on and from the date each of those customers opened their accounts.

Attachment B to this Notice sets out a number of entries

with respect to six CommBank customers, as
produced by CommBank under paragraph 34 of the noticé\given to CommBank under
s 167 of the AML/CTF Act on 22 June 2016. Please/advise:

a. what process or procedure generated each entry in respect of each customer in
Attachment B;

b. what assumptions triggered the process or procedures identified at 8a., including
but not limited to any assumptions dbout which specific part of the applicable
customer identification process hadmot been completed;

c. what data or information was relied upon to reach each assumption for the
purposes of 8b.; and

d. why each entry in AttaChment B was made in circumstances where CommBank
has advised that the“applicable customer identification procedure was carried out
in respect of each‘customer on a date prior to each entry.

. On 20 July 2015, CommBank produced SR NI
[ s 2 —

-

I |c25c adVisc:

a. what happens when S REXE] is applied to a customer, including any effects
on systems or processes outside of [ ailey) ; and

b. what the approval process is fofJInERgel being applied to a customer.
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PART B — Documents

10. In respect of the customers identified at paragraph 1 above and at Attachment A to
this Notice, please provide:

a. for the purposes of paragraph 112(2)(a) of the AML/CTF Act, records of the
applicable customer identification procedure carried out in respect of each
customer;

b. for the purposes of paragraph 112(2)(b) of the AML/CTF Act, records of the
information obtained in the course of carrying out the applicable customer
identification procedure in respect of each customer;

c. for the purposes of paragraph 112(2)(a) of the AML/CTF Act, records of the
applicable customer identification procedure carried out in respect of any
signatory to each account held by each customer;

d. for the purposes of paragraph 112(2)(b) of the AML/CTF Actpyrecords of the
information obtained in the course of carrying out the applicable customer
identification procedure in respect of any signatory to each.account held by each
customer;

e. documents recording the identification by CommiBanlk; on and from 1 July 2014,
of any transaction conducted on each customer’s account that appeared to be
complex, unusually large or part of an unusual pattern of transactions, having no
apparent economic or visible lawful purpose,‘including but not limited to
transaction monitoring alerts with respect to each transaction on each account;

f. documents recording the review and‘analysis by CommBank, on and from 1 July
2014, of any transaction conducted“on each customer’s account that appeared to
be complex, unusually large ox part of an unusual pattern of transactions, having
no apparent economic or-visible lawful purpose;

g. records of any monitoring of each customer and signatory in relation to the
provision of designated services for the purposes of section 36 of the AML/CTF
Act, on and from 1/ July 2014;

h. records of @y enhanced customer due diligence carried out with respect to each
customer‘and signatory for the purposes of rule 15.10 of the AML/CTF Rules, on
and fronr'1 July 2014; and

1. account statements, on and from 1 July 2014, for each account in each customer’s

name.
11. Please provide copies of all emails sent to or by S IEIEEGEGEGEE
I hich:
a. enclosed SRS as

identified in paragraph 1 of this Notice; or

b. discussed or reported on the matters to which the
related.
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ATTACHMENT A
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ATTACHMENT B
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Australian Transaction Reports Correspondence

and Analysis Centre PO Box 13173, Law Courts PO
140 William Street Melbourne, VIC 8010, Australia
Melbourne, VIC Facsimile +613 8636 0501
Telephone +613 8636 0500 www.austrac.gov.au

1 March 2017

SEN W

Head of Financial Crime Advisory & Assurance
Commonwealth Bank of Australia

Level 20, 2 Market St

SYDNEY NSW 2000

Dear SEEIEIN

RE: Notices given under subsection 167(2) of the AML/CTF Act

I refer to the Commonwealth Bank of Australia’s (CommBank’s) response to the notices
given by AUSTRAC under subsection 167(2) of the Anti-Mbney Laundering and Counter-
Terrorism Financing Act 2006 (the AML/CTF Act) on 22.June*2016 (the June Notice) and
14 October 2016 (the October Notice).

In reviewing the materials provided by CommBank in,response to the above Notices, we
have identified two issues which we seek CommBank’s assistance to resolve:

1. Inresponse to paragraph 40(d) of the”June Notice, CommBank provided an email

(attached) SESUMSEY SERG RY{C)

2. Please respond to the following:
What is a SSSREHER as referred to in the above email?

a.
b. How areSEEINEY,E ? Please

describerthis process.

c. Please provide full reasons why S IEKTIINIGNGNGEGNEEE

d. For what purpose/s are SEEIhEY{€ ? In particular,

please describe the AML/CTF processes that are contingent upon SiZ&4

e. When and how was the issue referred to in 1. above identified?

f.  When and how was the issue referred to in 1. above resolved?

g. Please confirm the exact number of SESIIEY{€]

h. Provide full details of the consequences of thescSESIETIIIG








