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ORDERS
	
	[bookmark: FileNo]NSD 1305 of 2017

	[bookmark: InTheMatterOf] 

	[bookmark: Parties]BETWEEN:
	[bookmark: Applicant]CHIEF EXECUTIVE OFFICER OF THE AUSTRALIAN TRANSACTION REPORTS AND ANALYSIS CENTRE
Applicant


	AND:
	[bookmark: Respondent]COMMONWEALTH BANK OF AUSTRALIA LIMITED ACN 123 123 124
Respondent



[bookmark: CrossClaimPosition]
	[bookmark: JudgeText]JUDGE:
	[bookmark: Judge]YATES J

	DATE OF ORDER:
	[bookmark: Judgment_Dated]20 JUNE 2018




THE COURT DECLARES THAT:

[bookmark: Order_Start_Text]1.	The respondent:
(a)	contravened s 82(1) of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) (the Act) on 14 occasions by failing to comply with Section 2 of Part A of its joint anti-money laundering and counter-terrorism financing program with respect to designated services provided through Intelligent Deposit Machines;
(b)	contravened s 82(1) of the Act by failing to comply with the provisions of the transaction monitoring program included in Part A of its joint anti-money laundering and counter-terrorism financing program with respect to 778,370 accounts from 20 October 2012 to 12 October 2015;
(c)	contravened s 43(2) of the Act on 53,506 occasions by failing to give reports of
threshold transactions to the applicant within the timeframe stipulated by s 43(2) of the Act;
(d)	contravened s 41(2)(a) of the Act on 120 occasions by failing to give suspicious matter reports to the applicant within three business days of forming a suspicion on reasonable grounds that information that the respondent had may be relevant to the investigation of, or prosecution of a person for, an offence against a law of the Commonwealth or a State;
(e)	contravened s 41(2)(a) of the Act on 29 occasions by failing to give suspicious matter reports to the applicant within three business days of forming a suspicion on reasonable grounds that the customer was not who they claimed to be; and
(f)	contravened s 36(1) of the Act in respect of 80 customers by failing sufficiently to monitor those customers in relation to the provision of its services with a view to identifying, mitigating and managing the money laundering or terrorism financing risks it reasonably faced.

THE COURT ORDERS THAT:
2.	The respondent pay to the Commonwealth of Australia a pecuniary penalty pursuant to s 175(1) of the Act in the total sum of AUD $700 million within 28 days of the date of this order.
3.	The respondent pay the applicant’s costs as agreed within 28 days of the date of this order.
4.	The proceeding otherwise be dismissed.


Note:	Entry of orders is dealt with in Rule 39.32 of the Federal Court Rules 2011.




	- ii -

[bookmark: ReasonsPage]REASONS FOR JUDGMENT
YATES J:
1	The Chief Executive Officer of the Australian Transaction Reports and Analysis Centre (AUSTRAC) has sought declarations that the Commonwealth Bank of Australia (the Bank) contravened certain provisions of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) (the Act), and an order that the Bank pay a pecuniary penalty to the Commonwealth.  The Chief Executive Officer, who is appointed under s 211 of the Act, is charged with enforcing compliance with the Act and its subordinate legislation, including the Anti-Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No 1) (Cth) (the Rules).   
2	At all times relevant to the proceeding, the Bank was a provider of designated services to customers within the meaning of s 6 of the Act, and thus a reporting entity within the meaning of s 5 of the Act.  The Bank was also an Authorised Deposit-Taking Institution, authorised under the Banking Act 1959 (Cth) to take deposits from customers.
3	In May 2012, the Bank introduced Intelligent Deposit Machines (IDMs) as a new channel for providing designated services.  This was part of a process to refresh the Bank’s automated teller machine (ATM) “fleet”.  An IDM is a type of ATM which can accept cash and cheque deposits into accounts with the Bank.  The funds can be deposited using either the Bank’s branded card or the card of another financial institution.  Unlike other ATMs, cash deposited through an IDM is automatically counted and instantly credited to the nominated beneficiary’s account with the Bank.  The funds are then immediately available for transfer, including internationally.  In May 2012, when the Bank’s first five IDMs were rolled out, cash deposits through the machines totalled $868,825 for the month.  In May 2017, at a time when the Bank had rolled out 805 IDMs, cash deposits for the month totalled approximately $1.7 billion.
4	For the purposes of this proceeding only, the Bank admits that it has contravened ss 36(1), 41(2)(a), 43(2) and 82(1) of the Act, in particular respects.  In general terms, these contraventions concern the Bank’s failure to carry out appropriate customer due diligence; failure to provide suspicious matter reporting in a timely manner or at all; failure to comply with its own transaction monitoring program; failure to provide threshold transaction reporting to AUSTRAC in a timely manner; and failure to undertake risk assessments and introduce sufficient and appropriate risk-based controls in relation to the money laundering and terrorism financing risks posed by the operation of its IDMs.  All these contraventions are of civil penalty provisions.
5	Section 36(1) of the Act imposes an obligation on a reporting entity to monitor its customers with a view to identifying, mitigating and managing the risk that its designated services might facilitate money laundering or the financing of terrorism.  
6	The Bank admits that it contravened s 36(1) in respect of 80 customers by failing sufficiently to monitor those customers in relation to the provision of designated services with a view to identifying, mitigating and managing the money laundering and terrorism financing risks the Bank reasonably faced.
7	The Bank’s failures to comply with s 36(1) derive from, or are a combination of, five causes: 
	Insufficient automated transaction monitoring alerts were generated on the customer’s account for a period in circumstances where there were transactions that were complex, unusually large, had an unusual pattern, or which had no apparent economic or visible lawful purpose. 
	Alerts had been generated in respect of the customer or account, but a review of the customer or account did not occur quickly enough once that alert had been triggered; 
	Insufficient consideration was given as to whether the Bank should terminate the customer relationship having regard to the money laundering or terrorism financing risk posed by the customer. 
	30 days’ notice was provided to customers of the Bank’s intention to terminate the customer relationship and close the account, during which the customers were able to continue transacting without heightened restrictions in place.  The delay in rendering the account inactive once the decision to terminate had been made resulted in further suspicious or unusual transactional activity.  
	The Bank’s monitoring or enhanced monitoring of the customer was otherwise insufficient to mitigate or manage its money laundering or terrorism financing risk in respect of the customer in accordance with the Rules.  
8	The majority of the Bank’s admitted contraventions relate to periods of under 12 months, with 21 cases being for a period of three months or less.  In 11 cases, the period exceeded two years.  The Bank admitted these contraventions promptly.  
9	Section 41(2)(a) of the Act imposes an obligation on a reporting entity to provide, within limited timeframes, a report to the Chief Executive Officer of suspicious matters.  Relevantly to the present proceeding, the Bank was obliged to submit a suspicious matter report within three business days of forming a suspicion, on reasonable grounds, that a person to whom it commenced, or proposed, to provide a designated service was not the person he, she or it claimed to be.  The Bank was also obliged to report that it had information concerning the provision, or prospective provision, of a designated service that may be relevant to the investigation of, or prosecution of a person for, an offence against a law of the Commonwealth or of a State or Territory.  
10	The Bank admits that it contravened s 41(2)(a) of the Act on 120 occasions by failing to give suspicious matter reports within three business days of forming a suspicion, on reasonable grounds, that the information it had may be relevant to the investigation of, or prosecution of a person for, an offence against a law of the Commonwealth or a State.  The Bank repeatedly failed to report obvious and very specific patterns of structuring indicative of money laundering, including through its IDMs, despite having identified these patterns.  However, in relation to a number of these contraventions, the Bank’s failures derive from its misapprehension of the obligations imposed on it by s 41(2)(a).
11	These contraventions can be grouped as follows: 
	On 40 occasions, the Bank did not give suspicious matter reports within the required timeframe because it had already given a suspicious matter report in relation to the relevant customer within the previous three months about a similar pattern of activity on the same account.  In 18 of these cases, the Bank subsequently gave a suspicious matter report.  However, in 22 cases it gave no report. The Bank admitted these contraventions at the earliest opportunity.  
	On 69 occasions, the Bank did not give suspicious matter reports within the required timeframe where it had received requests from law enforcement agencies for account details.  This occurred in the course of seven discrete criminal investigations.  On 50 of these occasions, the Bank subsequently gave a suspicious matter report.  However, on 19 occasions it gave no report.  Nonetheless, in all cases in this group the Bank provided intelligence directly to the law enforcement agency concerned and provided assistance in relation to police investigations.  The Bank admitted these contraventions promptly.  
	On 11 occasions, the Bank did not give suspicious matter reports within the required timeframe in circumstances of discrete error.  In one of these cases, the Bank reported the transactional activity three weeks late.  In the remaining cases, the Bank gave no report.  The Bank admitted these contraventions at the earliest opportunity.  
12	The Bank also admits that it contravened s 41(2)(a) on 29 occasions by failing to give suspicious matter reports within three business days of forming a suspicion on reasonable grounds that the person to whom it commenced, or proposed, to provide a designated service was not the person he, she or it claimed to be.  These contraventions concern 29 accounts opened by two individuals within a criminal syndicate using false identification, where the Bank had received information from law enforcement to this effect.  On these occasions, the Bank provided intelligence directly to the law enforcement agency concerned and provided assistance in relation to police investigations.  The Bank’s failures derive, once again, from its misapprehension of the obligations imposed on it by s 41(2)(a).  The Bank admitted these contraventions at the earliest opportunity.  
13	The admitted contraventions of s 41(2)(a) occurred between 28 August 2012 and 7 June 2017, with half occurring between March 2015 and December 2015.  
14	Section 43(2) of the Act imposes an obligation on a reporting entity to report on threshold transactions within 10 business days after the transaction takes place.  In simple terms, a threshold transaction is one that involves the transfer of physical currency of not less than $10,000.  
15	The Bank admits that it contravened s 43(2) of the Act on 53,506 occasions by failing to give reports of threshold transactions within the stipulated timeframe.  These contraventions arose from the Bank’s inadvertent failure to update and configure its automated process for identifying threshold transactions through its IDMs, and reporting those transactions to AUSTRAC, after the Bank had introduced a new transaction code for cash deposits.  This represents about 95% of the threshold transactions that occurred through IDMs in the relevant period, with a total value of $624.7 million.  Of this sum, approximately $17.5 million related to 1,656 transactions connected with money laundering syndicates being investigated and prosecuted by the Australian Federal Police, or accounts connected with those investigations.  A further six transactions related to five customers who had been assessed by the Bank as posing a potential risk of terrorism or terrorism financing.  The issue was only identified when AUSTRAC drew reporting anomalies to the Bank’s attention.  Thereupon, the Bank promptly took steps to address the issue.  
16	The admitted contraventions occurred from November 2012 to September 2015.  
17	Section 82(1) of the Act imposes an obligation on a reporting entity to comply with Part A of the anti-money laundering and counter-terrorism financing program it has adopted.  Part A must have the primary purpose of identifying, mitigating and managing the risk a reporting entity may reasonably face that the provision of designated services might involve or facilitate money laundering or terrorism financing.  It must comply with the requirements of the Rules.  In this connection, r 9.1.5(5) requires that Part A be designed to enable the money laundering or terrorism financing risk posed by all new methods of designated service delivery and all  new or developing technologies used for the provision of designated services to be assessed prior to adopting them.   
18	The Bank admits that it contravened s 82(1) of the Act on 14 occasions by failing to comply with Section 2 of Part A of its joint anti-money laundering and counter-terrorism financing program with respect to designated services provided through its IDMs.  These failures of compliance were reflected in the Bank’s failure to undertake, at certain times, an assessment of the inherent money laundering and terrorism financing risk posed by its IDMs and its failure to introduce, at certain times, sufficient and appropriate risk-based controls to mitigate and manage that risk.  IDMs pose a high money laundering and terrorism financing risk because cash can be deposited anonymously at any time at hundreds of locations and transferred immediately, either domestically or internationally, without any cash limit being imposed.  
19	The admitted contraventions occurred over a six year period.   
20	The Bank also admits that it contravened s 82(1) of the Act by failing to comply with the provisions of the transaction monitoring program included in Part A of its joint anti-money laundering and counter-terrorism financing program.  This program included the automated monitoring of transactions conducted through certain of the Bank’s products and services so as to provide Priority Monitoring, including account-level monitoring.  The failure occurred through an error which arose when merging data from two of the Bank’s systems, resulting in certain data fields in the Bank’s Financial Crime Platform not being populated.  
In consequence, automated alerts were not always generated as intended, or at all, in respect of 778,370 accounts in the period 20 October 2012 to 12 October 2015.  The number of unmonitored transactions cannot be known.  The precise number of contraventions cannot be ascertained but it is, potentially, a very significant number.  
21	As noted, the admitted contraventions occurred over a three year period. 
22	Following a court-ordered mediation, the parties reached agreement as to the terms on which relief should be granted by the Court.  They have filed draft orders reflecting their agreement. The parties acknowledge that it is for the Court to determine whether the Bank contravened the relevant provisions of the Act, and for the Court to determine the quantum of any pecuniary penalty that should be imposed and any other relief that should be ordered.  This is the purpose to be served by today’s hearing.
23	To this end, I have been assisted in my consideration of the matter by substantial written submissions filed by the parties.  These submissions were filed on 6 June 2018 and are joint submissions.  They represent the agreed position of the parties as to the relevant legal principles and how those principles should be applied to the particular facts and circumstances of this case.  On 4 June 2018, the parties filed a document described as a statement of agreed facts and admissions.  This document identifies the facts relevant to the contraventions admitted by the Bank.  The facts and admissions are agreed and admitted solely for the purpose of this proceeding.  
24	I have also been considerably assisted by oral addresses from senior counsel for each party.
25	Rather than attempt to summarise the effect of the joint submissions and the statement of agreed facts and admissions, I will annex them to these reasons as Annexures A and B respectively.  They should be taken as having been incorporated in these reasons.  I will also have them placed on the Court’s official website so that access to them can be obtained conveniently.
26	There are some matters about which I wish to make specific comment.
27	First, the amended statement of claim filed in the proceeding pleads alleged contraventions of the Act in addition to those admitted by the Bank.  The applicant does not press these allegations.  I note they are denied by the Bank.
28	Secondly, the statement of agreed facts and admissions is a very detailed document.  
It recognises and identifies the serious and systematic failures by the Bank to observe and fulfil its important obligations under the Act, whose objects include addressing the need to combat money laundering and the financing of terrorism; promoting public confidence in the Australian financial system through the enactment and implementation of controls and powers to detect, deter and disrupt money laundering, the financing of terrorism and other serious crimes; and fulfilling Australia’s international obligations in that regard so as to affect beneficially Australia’s obligations with foreign countries and international organisations.
29	Thirdly, none of the contraventions was the result of a deliberate intention on the part of the Bank to breach the relevant provisions.  However, the contraventions were serious, for the reasons explained in the statement of agreed facts and admissions.  For example, the late threshold transaction reports and the failure to report suspicious matters (on time or at all) have deprived AUSTRAC and law enforcement agencies of intelligence to which they were and are entitled involving movements of several million dollars in cash.  AUSTRAC and law enforcement agencies were denied timely intelligence on about $625 million in threshold transactions and on several million dollars in suspicious activity.  The money laundered through the Bank’s accounts included the proceeds of drug and firearms importation.  
30	Fourthly, the Bank: 
	acknowledges that there were deficiencies in oversight, accountabilities and resources in respect of its anti-money laundering and counter-terrorism financing compliance and its risk management functions; 
	now also acknowledges that it did not take all necessary steps to appropriately identify, mitigate and manage the money laundering and terrorism financing risks posed by its IDMs; 
	agrees that money laundering and terrorism financing undermine the integrity of the Australian financial system and impact the Australian community’s safety and well-being; 
	acknowledges that, as a bank, it plays a key role in combating money laundering and terrorism financing; 
	accepts accountability for the admitted contraventions; 
	expresses its deep regret for those contraventions; 
	acknowledges the significant impact that deficiencies in its systems and processes can have on efforts to combat money laundering and terrorism financing; 
	accepts that it needs to be ever vigilant in this area; and 
	emphasises its commitment to working with AUSTRAC and law enforcement agencies to fight money laundering and the financing of terrorism.
31	Fifthly, apart from taking corrective measures to address directly the immediate causes of its failures, the Bank has undertaken a number of enhancements to its anti-money laundering and counter-terrorism financing processes, systems and controls and introduced a number of other enhancements to further identify, mitigate and manage its money laundering and terrorism financing risk in respect of IDMs.  It has also made enhancements to its threshold transaction reporting processes, systems and controls and its transaction monitoring program.  Further, it has undertaken a range of enhancements to its suspicious matter reporting processes.  Once again, these are identified and summarised in the statement of agreed facts and admissions.
32	Sixthly, the parties jointly seek a pecuniary penalty totalling $700 million.  As I have recorded, the parties acknowledge that, notwithstanding their agreement on this sum, it is for the Court to determine the appropriate penalty.  It is not unusual for parties to civil penalty proceedings to reach agreement on the quantum of a penalty and, indeed, on other relief that should be granted.  The function of the Court is then to scrutinise the appropriateness of the relief sought including, in relation to an agreed pecuniary penalty, the quantum of that penalty.  The joint submissions set out in some detail the approach that courts in Australia take when civil penalty orders are sought by consent.  In these brief reasons, I merely draw attention to the observation of the plurality in Commonwealth of Australia v Director, Fair Work Building Industry Inspectorate [2015] HCA 46; (2015) 258 CLR 482 at [58] where their Honours said:
... Subject to the court being sufficiently persuaded of the accuracy of the parties' agreement as to facts and consequences, and that the penalty which the parties propose is an appropriate remedy in the circumstances thus revealed, it is consistent with principle and … highly desirable in practice for the court to accept the parties' proposal and therefore impose the proposed penalty. To do so is no different in principle or practice from approving an infant's compromise, a custody or property compromise, a group proceeding settlement or a scheme of arrangement.
33	Seventhly, in considering the appropriate pecuniary penalty, s 175(3) of the Act requires me to have regard to all “relevant matters” including the nature and extent of the contravention; the nature and extent of any loss or damage suffered as a result of the contravention; and the circumstances in which the contravention took place.  The joint submissions advance the matters that are relevant to the present case, supported by the parties’ agreement on the facts set out in the statement of agreed facts and admissions.  Section 175(3) also requires me to take into account, if appropriate, whether a contravener has been found by a local or foreign court to have engaged in similar conduct.  There has been no such finding in relation to the Bank.  
34	I now turn to identify how the parties have arrived at the sum of $700 million as the total penalty that, in their submission, should be imposed.
35	In relation to the contraventions of s 36(1) of the Act concerning the failure to undertake ongoing customer due diligence, the parties submit that an appropriate penalty is $170 million.  
36	In relation to the contraventions of s 41(2)(a) of the Act concerning the 40 occasions on which the Bank failed to give suspicious matter reports because it had already given such a report in respect of a customer within the previous three months, the parties submit that, as these contraventions derive from a common source—the Bank’s misapprehension as to its reporting obligations in such circumstances—they should be regarded as a single course of conduct and represent, essentially, the same wrongdoing.  The parties submit that an appropriate penalty for these contraventions is $55 million.  
37	In relation to the contraventions of s 41(2)(a) of the Act concerning the 69 occasions on which the Bank failed to give suspicious matter reports in circumstances where it had received and acted on requests from law enforcement agencies for information, the parties submit that the commonalities between these contraventions should be taken into account for the purposes of assessing penalty.  They submit that an appropriate penalty for these contraventions is 
$40 million.  
38	In relation to the contraventions of s 41(2)(a) of the Act concerning the 11 occasions of discrete error, the parties treat these as one group and submit that an appropriate penalty for these contraventions is $15 million.  
39	In relation to the contraventions of s 41(2)(a) of the Act concerning the 29 occasions on which the Bank failed to give suspicious matter reports in respect of customer false identity, the parties submit that the commonalities between these contraventions should be taken into account for the purposes of assessing penalty.  They submit that an appropriate penalty for these contraventions is $15 million.  
40	In relation to the contraventions of s 43(2) of the Act concerning the 53,506 occasions on which threshold transaction reporting was not given within the required timeframe, the parties submit that it is appropriate to impose a single pecuniary penalty.  They submit that an appropriate penalty is $125 million.
41	In relation to the contraventions of s 82(1) of the Act concerning the Bank’s failures to undertake risk assessment and introduce sufficient and appropriate risk-based controls in respect of its IDMs, the parties submit that, for the purposes of determining penalty, each contravention should be considered separately.  The maximum penalty for the 
14 contraventions is $238 million.  The parties submit that an appropriate overall penalty is $180 million.  
42	In relation to the contraventions of s 82(1) of the Act concerning the Bank’s failures to comply with the transaction monitoring program included in Part A of its joint anti-money laundering and counter-terrorism financing program, the parties submit that it would be appropriate for the Court to impose a single penalty, particularly in circumstances where the precise number of contraventions cannot be ascertained.  They submit that an appropriate penalty is 
$100 million.
43	Apart from addressing the specific circumstances attending the various groups of contraventions I have summarised, the joint submissions and the statement of agreed facts and admissions address a number of considerations that are relevant to the assessment of penalties (some of which I have already touched on), namely:  
	the absence of past similar conduct; 
	the Bank’s size and financial position; 
	specific and general deterrence; 
	the period of the contravening conduct; 
	the conduct of the Bank’s board and senior management; 
	the likelihood and nature of the loss or damage caused by the Bank’s conduct; 
	corrective measures undertaken by the Bank; 
	the Bank’s co-operation with AUSTRAC in the conduct of this proceeding, including its willingness to make admissions at the first available opportunity, its willingness to respond to document and information requests without the need for court applications, and its agreement to a substantial total penalty without the need for a complex and lengthy contested hearing, which has resulted in considerable savings in cost for AUSTRAC and the broader Australian community; and 
	the Bank’s contrition and remorse by acknowledging the seriousness of its contraventions, and undertaking significant steps to address the underlying deficiencies that led to the contraventions.
44	On the basis of the facts agreed by the parties and the admissions made by the Bank, I am satisfied that the contraventions have been established and that those contraventions are of civil penalty provisions.
45	I accept that the way in which the parties have grouped and dealt with the contraventions is an appropriate framework for considering the imposition of penalties.  The amounts put forward, in accordance with that framework, reflect penalties that are appropriate in the circumstances of the case.  
46	I accept further that, rather than imposing multiple penalties, it is appropriate that a single penalty be imposed that represents the totality of the contravening conduct.  I am satisfied that the sum of $700 million is an appropriate single penalty.  It marks the Court’s strong disapproval of the Bank’s conduct.  I am satisfied that a penalty of this amount will be sufficient to achieve the object of specific deterrence.  It will also strongly deter others from contravening the Act.
47	The parties also submit that it would be appropriate for the Court to grant declaratory relief.  I am satisfied that it would be appropriate to do so in the present case for the reasons advanced in the joint submissions.  The declarations I will make are to be understood in light of the statement of agreed facts and admissions incorporated in these reasons.
48	Finally, I note that the Bank has agreed to pay the applicant’s costs.
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No. NSD 1305 of X

Federal Court of Australia

District Registry: New South Wales

Division: General

CHIEF EXECUTIVE OFFICER OF THE AUSTRALIAN TRANSACTION REPORTS AND
ANALYSIS CENTRE

Applicant

COMMONWEALTH BANK OF AUSTRALIA (ACN 123 123 124)

Respondent

JOINT SUBMISSIONS

Introduction

1 These submissions are made jointly on behalf of the Chief Executive Officer (CEQO) of
the Australian Transaction Reports and Analysis Centre (AUSTRAC) and the
Commonwealth Bank of Australia (CBA).

2 On 3 August 2017, the CEO of AUSTRAC commenced Federal Court of Australia
Proceeding NSD 1305 of 2017 (Proceeding), seeking:

@)

®)

declarations that CBA contravened various provisions of the Anti-Money
Laundering and Counter-Terrorism Financing Act 2006 (Cth) (AML/CTF Act);
and

an order under s 175 of the AML/CTF Act that CBA pay a pecuniary penalty to
the Commonwealth.

CBA has filed a Defence in respect of the Proceeding.

For the purpose of the Proceeding only, CBA has made the admissions in the
accompanying Statement of Agreed Facts and Admissions (SAFA) pursuant to s 191
of the Evidence Act 1995 (Cth).

5 The admissions made by CBA in the Proceeding can be broadly grouped as follows:

@)

®)

Breach of s 82(1) —risk assessment contraventions: CBA admits that it
contravened s 82(1) of the AML/CTF Act on 14 occasions by failing to comply
with Section 2 of Part A of its joint anti-money laundering and counter-terrorism
financing program (CBA’s Program) with respect to designated services
provided through Intelligent Deposit Machines (IDMs).

Breach of s 82(1) — transaction monitoring program contraventions: CBA
admits that it contravened s 82(1) of the AML/CTF Act by failing to comply with
the provisions of the transaction monitoring program included in Part A of CBA’s
Program with respect to 778,370 accounts from 20 October 2012 to 12 October
2015.
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Approach where civil penalty orders are sought by consent

(c) Breach of s 43(2) — threshold transaction reports: CBA admits that it
contravened s 43(2) of the AML/CTF Act on 53,506 occasions by failing to give
threshold transaction reports (TTRs) to the Applicant within the timeframe
stipulated by s 43(2) of the AML/CTF Act.

(d)  Breach of s 41(2)(a) — suspicious matter reporting. CBA admits that it
contravened s 41(2)(a) of the AML/CTF Act on 149 occasions by failing to give
suspicious matter reports (SMRs) to the AUSTRAC CEO, either within the
timeframe stipulated by s 41(2)(a) or in some instances at all.

(e) Breach of s 36(1) — customer due diligence: CBA admits that it contravened
s 36(1) of the AML/CTF Act on 80 occasions by failing to monitor customers
with a view to identifying, mitigating and managing its money laundering or
terrorism financing (ML/TF) risk.

6 The AUSTRAC CEO does not press the remaining allegations in her Amended
Statement of Claim (ASOC), and those remaining allegations are denied by CBA.

7 The AUSTRAC CEO and CBA have reached an agreed position as to the appropriate
resolution of the Proceeding and, in accordance with that agreed position, the parties
have filed the SAFA, these joint submissions, and proposed orders in the form of
Schedule 1 to these joint submissions.

8 It is ultimately for the Court to determine the quantum of any pecuniary penalty to be
imposed on CBA." For the reasons set out in these joint submissions, the parties
respectfully submit that the amount of $700 million is at a level that:

(a) evidences the Court’s disapproval of CBA's conduct;

(b)  will operate as a strong deterrent to others from contravening the AML/CTF Act,
recognising that Parliament has seen fit to impose significant maximum
penalties for each civil penalty provision under the AML/CTF Act;

(c) reflects the totality of the contravening conduct; and
(d) is sufficient for the purposes of achieving specific deterrence.

The parties also respectfully request that the Court make Orders in the form of the
short minutes of order at Schedule 1.

9 The terms used in these joint submissions reflect those used in the SAFA.

2 Approach where civil penalty orders are sought by consent

10  The parties to the Proceeding jointly seek a pecuniary penalty order of a particular
quantum.

11 In Commonwealth of Australia v Director, Fair Work Building Industry Inspectorate?
(Commonwealth v FWBII), the High Court held that a Court is permitted to receive
and act upon joint submissions as to appropriate quantum of pecuniary penalty to be
imposed in contested civil penalty proceedings. This was the course adopted by
Perram J in Chief Executive Officer of Australian Transaction Reports and Analysis

T AML/CTF Act s 175(1).
?(2015) 258 CLR 482 at [1], [64], [68] and [79].
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Centre v TAB Limited (No 3)° (Tabcorp), which to date is the only other case in which
a pecuniary penalty order under s 175 of the AML/CTF Act has been made.

12 There are a number of well recognised public policy considerations underpinning this
approach. For example, in NW Frozen Foods Pty Ltd v Australian Competition and
Consumer Commission,* Burchett and Kiefel JJ (with Carr J agreeing) observed:

There is an important public policy involved. When
corporations acknowledge contraventions, very lengthy and
complex litigation is frequently avoided, freeing the courts to
deal with other matters, and investigating officers of the
Australian Competition and Consumer Commission to turn to
other areas of the economy that await their attention. At the
same time, a negotiated resolution in the instant case may
be expected to include measures designed to promote, for
the future, vigorous competition in the particular market
concerned. These beneficial consequences would be
jeopardised if corporations were to conclude that proper
settlements were clouded by unpredictable risks.

13 Similarly, in Commonwealth v FWBII, the High Court held that:

(a) itis to be expected that the regulator will be in a position to offer informed
submissions as to the effects of contravention on the industry and the level of
penalty necessary to achieve compliance;5 and

(b) itis consistent with the purposes of civil penalty regimes, and the public interest,
that the regulator take an active role in attempting to achieve the penalty it
considers appropriate.6

14 Despite these considerations, it is ultimately a matter for the Court to determine
whether the quantum of civil penalty jointly proposed is appropriate. In Commonwealth
v F7WBII, the High Court held that the Court may do this in a number of ways, including
by:

(@) commencing its reasoning on the basis of the proposed penalty, and
determining whether that figure is within the permissible range of penalty in all
the circumstances albeit that, unassisted, the Court may have selected a
slightly different figure; or

(b)  commencing its reasoning by independently assessing the appropriate range of
penalties and then comparing that range to the proposed penalty.

15 In Australian Competition and Consumer Commission v Real Estate Institute of
Western Australia fnc,® French J observed at 86 [18]:

The court has a responsibility to be satisfied that what is

°[2017] FCA 1296 at [S}[7].

“(1996) 71 FCR 285 at 291 (NW Frozen Foods).

° Commonwealth v FWBII (2015) 258 CLR 482 at [60].
¢ Commonwealth v FWBII (2015) 258 CLR 482 at [64].

" Commonweaith v FWBII (2015) 258 CLR 482 at [32]. See also Minister for industry, Tourism and Resources v Mobil Oif
Australia Pty Ltd [2004] FCAFC 72; (2004) ATPR 41-993 at [54] (Mobil Oil); Tabcorp [2017] FCA 1296 at [7].

®(1999) 161 ALR 79.
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proposed is not contrary to the public interest and is at least
consistent with it. ... Consideration of the public interest,
however, must also weigh the desirability of non-litigious
resolution of enforcement proceedings.

16 The Court must also be satisfied that it has the power to make the orders proposed
and that the orders proposed are appropriate.®

17 Once satisfied of these matters, the Court should give substantial weight to the
parties’ agreement as to the appropriate penalty. In Commonwealth v Fwail'°
French CJ, Kiefel, Bell, Nettle and Gordon JJ said at [58]:

Subject to the court being sufficiently persuaded of the
accuracy of the parties' agreement as to facts and
consequences, and that the penalty which the parties
propose is an appropriate remedy in the circumstances thus
revealed, it is consistent with principle and, for the reasons
identified in Allied Mills, highly desirable in practice for the
court to accept the parties’ proposal and therefore impose
the proposed penalty. To do so is no different in principle or
practice from approving an infant's compromise, a custody
or property compromise, a group proceeding settlement or a
scheme of arrangement.

18  To like effect, in Australian Competition and Consumer Commission v Target Australia
Pty Ltd," Lee J said at [24]:

It is the Court’s duty in receiving consent orders in any
matter to scrutinise such orders as to their appropriateness.
However, after being satisfied as to the appropriateness of
the orders, the Court should be slow to impede final
settlement of such matters, particularly those involving public
interest considerations. Moreover, the public has an interest
in the mutual resolution of litigation, and subject to the
foregoing the Court should be careful not to refuse to make
orders simply because the orders may have been different
had it been the Court’s task to formulate them.

19 In the process of determining whether the proposed settlement conforms with legal
principle, the Court is entitled to treat the consent of CBA (in this regard, it is entitled to
rely on the admissions of fact contained in the SAFA) as supplying the necessary
admissions as between the parties. '

20  Judicial restraint is likely to be particularly important when, as in this instance, each of
the parties are legally represented and able to understand the desirability of the
proposed settlement." In Australian Competition and Consumer Commission v

° Australian Competition and Consumer Commission v Virgin Mobile Australia Pty Ltd (No 2) [2002] FCA 1548 at [1];
Australian Competition and Consumer Commission v Real Estate Institute of Western Australia Inc (1999) 161 ALR 79 at
86-87 [18]{21].

19 Commonweaith v FWBII (2015) 258 CLR 482 at [58].
1 [2001] FCA 1326; (2001) ATPR 41-840.
'2 Thomson Australian Holdings Pty Ltd v Trade Practices Commission (1981) 148 CLR 150 at 164.

"2 Australian Competition and Consumer Commission v Woolworths (South Australia) Pty Ltd (t/a Mac’s Liquor) (2003) 198
ALR 417 at 424-425 [21].
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Australia and New Zealand Banking Group Limited™ (ACCC v ANZ), Wigney J said at
[104]:

The Court should also recognise that the agreed penalty is
most likely the result of compromise and pragmatism on the
part of the [regulator], and to reflect, amongst other things,
the [regulator’s] considered estimation of the risks and
expense of the litigation had it not been settled.

21 In NW Frozen Foods, Burchett and Kiefel JJ (with Carr J agreeing) held that the key
question for the Court in relation to proposed agreed penalties is whether the amount
proposed is “within the permissible range in all the circumstances”."® The phrase
“permissible range” refers to that range that would be permitted by the Court, which is
neither manifestly inadequate nor manifestly excessive."® The Court should also
generally recognise that there is no single appropriate penalty and that an agreed
penalty may be an appropriate penalty if it falls within a range in which any of the
figures could be considered to be appropriate having regard to all relevant
circumstances."”

22 In NW Frozen Foods, Burchett and Kiefel JJ went on to hold at 298-299:

We agree with the statement made in several of the cases
cited that it is not actually useful to investigate whether,
unaided by the agreement of the parties, we would have
arrived at the very figure they propose. The question is not
that; it is simply whether, in the performance of the Court’'s
duty under s 76 [of the Trade Practices Act 1974 (Cth)], this
particular penalty, proposed with the consent of the
corporation involved and of the Commission, is one that the
Court should determine to be appropriate.

23  Asaresult, in Mobif Oil, the Court identified the following propositions from the
decision in NW Frozen Foods:"®

(a) itis the Court's responsibility to determine the appropriate penalty;
(b)  determining the quantum of a penalty is not an exact science;

(c) thereis a public interest in promoting settlement of litigation, particularly where
it is likely to be lengthy;

(d) the view of the regulator, as a specialist body, is a relevant, but not
determinative consideration on the question of penalty;

(e)  indetermining whether the proposed penalty is appropriate, the Court examines
all the circumstances of the case;

4 12016] FCA 1516.

' NW Frozen Foods (1996) 71 FCR 285 at 291, 299. See also Mobil Oif [2004] FCAFC 72; (2004) ATPR 41-993 at [82];
Tabcorp [2017] FCA 1296 at [7].

'8 Ponzio v B & P Caelli Constructions Pty Ltd (2007) 158 FCR 543 at 565 [129]; Australian Competition and Consumer
Commission v Pepe’s Ducks Ltd [2013] FCA 570 at [25].

T ACCC v ANZ [2016] FCA 1516 at [144]-[145] per Wigney J.

'8 Mobit Oif [2004] FCAFC 72 at [51]. See also Australian Competition and Consumer Commission v Pepes Ducks Ltd
[2013] FCA 570 at [24]; Australian Competition and Consumer Commission v Titan Marketing Pty Ltd [2014] FCA 913 at
[17]; Australian Competition and Consumer Commission v Pfizer Australia Pty Ltd (2015) 323 ALR 429 at [82].
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(f) where the parties have put forward an agreed statement of facts, the Court may
act on that statement if it is appropriate to do so in the circumstances of the
case;

(9) where the parties have jointly proposed a penalty, it will not be useful to
investigate whether the Court would have arrived at that precise figure in the
absence of agreement;

(h)  the question is whether that figure is, in the Court’s view, appropriate in the
circumstances of the case;

(i) in answering that question, the Court will not reject the agreed figure simply
because it would have been disposed to select some other figure; and

) the agreed penalty will be appropriate if within the “permissible range”.

3 Principles relevant to pecuniary penalties

3.1 Role of civil penalty provisions

24  Civil penalty provisions are included in a number of other Australian statutory regimes,
including the Competition and Consumer Act 2010 (Cth) (CCA), Australian Securities
and Investments Commission Act 2001 (Cth) (ASIC Act), Corporations Act 2001 (Cth)
(Corporations Act), and Fair Work Act 2009 (Cth) (Fair Work Act). They have the
statutory function of securing compliance with provisions of the regime that are
directed to protecting or advancing particular aspects of the public interest.

25 Many cases have considered the application of civil penalty provisions under the CCA,
ASIC Act, Corporations Act and Fair Work Act. To date, only one case has considered
the application of civil penalty provisions under the AML/CTF Act."® For present
purposes, a number of general principles apply to the determination of appropriate
pecuniary penalties across these various statutory contexts, including in respect of
the AML/CTF Act.

Primary function of civil penalties is deterrence

26 It has long been recognised that the principal object of a pecuniary penalty is
deterrence, comprehending both the need to deter repetition of the contravening
conduct by the contravener (specific deterrence) and to deter others who might be
tempted to engage in similar contraventions (general deterrence).21 The purpose of a
civil penalty is protective in promoting the public interest in regulatory compliance.22
This is critical to the assessment of the appropriate penalty by the Court.®

" Tabcorp [2017] FCA 1296.

2 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [97].

2 Trade Practices Commission v CSR Ltd (1991) ATPR 41-076 at 52152; Australian Building and Construction
Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC 113 at [98].

22 ACCC v ANZ at [78] per Wigney J; Australian Building and Construction Commissioner v Construction, Forestry, Mining
and Energy Union [2017] FCAFC 113 at [98].

2 Australian Competition and Consumer Commission v Kingisiand Meatworks and Cellars Pty Ltd [2013] FCA 48; (2013) 99
IPR 548 at [20].

page 6




image7.jpg
Principles relevant to pecuniary penalties

27 In Commonwealth v FWBII, the High Court confirmed that:

[W]hereas criminal penalties import notions of retribution and
rehabilitation, the purpose of a civil penalty, as French J
explained in Trade Practices Commission v CSR Ltd, is
primarily if not wholly protective in promoting the public
interest in compliance:

“Punishment for breaches of the criminal law
traditionally involves three elements: deterrence,
both general and individual, retribution and
rehabilitation. Neither retribution nor rehabilitation,
within the sense of the Old and New Testament
moralities that imbue much of our criminal law, have
any part to play in economic regulation of the kind
contemplated by Pt IV [of the Trade Practices Act].
... The principal, and | think probably the only, object
of the penalties imposed by s 76 [of the Trade
Practices Act 1974 (Cth)] is to attempt to put a price
on contravention that is sufficiently high to deter
repetition by the contravenor and by others who
might be tempted to contravene the Act.”**

28 In NW Frozen Foods, Burchett and Kiefel JJ (with Carr J agreeing) stated:*®

The Court should not leave room for any impression of
weakness in its resolve to impose penalties sufficient to
ensure the deterrence, not only of the parties actually before
it, but also of others who might be tempted to think that
contravention would pay...

29  The penalty to be imposed must be sufficient to deter businesses from weighing up
the risks of a pecuniary penalty as a strategic cost of operating a business. ©
Australian Competition and Consumer Commission v Leahy Petroleum Pty Ltd (No 3)
(2005) 215 ALR 301, Goldberg J said at [39]:

The penalty imposed must be substantial enough that the
party realises the seriousness of its conduct and is not
inclined to repeat such conduct. Obviously the sum required
to achieve this object will be larger where the Court is setting
a penalty for a company with vast resources. However, as
specific deterrence is only one element and general
deterrence must also be achieved, consideration of the
party’s capacity to pay must be weighed against the need to
impose a sum which members of the public will recognise as
significant and proportionate to the seriousness of the
contravention.

* Commonwealth v FWBII (2015) 258 CLR 482at 490 [55].
 NW Frozen Foods (1996) 71 FCR 285 at 294-295.

% See, e.g., Australian Competition and Consumer Commission v TPG Internet Pty Ltd (2013) 250 CLR 640 at 659 [66];
Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC 113
at [98].
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In Singtel Optus Pty Ltd v Australian Competition and Consumer Commission, 7 the
Full Federal Court made clear the primacy of deterrence in the setting of a penalty
under s 76E of the Trade Practices Act at [62]-[63]:

There may be room for debate as to the proper place of
deterrence in the punishment of some kinds of offences,
such as crimes of passion; but in relation to offences of
calculation by a corporation where the only punishment is a
fine, the punishment must be fixed with a view to ensuring
that the penalty is not such as to be regarded by that
offender or others as an acceptable cost of doing business.
... While one cannot isolate the profits attributable to the
campaign, it is necessary and desirable to impose a penalty
which is apt to affect in a substantial way the profitability of
Optus’ misconduct.

Generally speaking, those engaged in trade and commerce
must be deterred from the cynical calculation involved in
weighing up the risk of penalty against the profits to be made
from contravention.

Further, in Australian Competition and Consumer Commission v Coles Supermarkets
Australia Pty Ltd (2015) 327 ALR 540, Allsop CJ said at [100]:

General deterrence can be achieved by demonstrating to
others who might engage in similar conduct that the Court
will seek to ensure that any penalty imposed in these cases
will be adequate to ensure that conduct that is liable to
mislead or deceive consumers will not be profitable: that
penalties are not just a cost of doing business.

The evident purpose of the civil penalty regime in the AML/CTF Act makes clear that
the same deterrence approach applies in this context.?® In ACCC v ANZ, Wigney J
concluded at [83], following a review of the authorities,” that:

In short, the primary purpose of imposing a pecuniary
penalty is to protect and deter by punishment. Lest this be
thought to be somehow inconsistent with what was said by
French J in TPC v CSR (at 52-152), in a passage that was
referred to with apparent approval by the plurality in
Commonwealth v Director, FWBII (at 490 [55]), it should be
noted that punishment imposed primarily, if not solely, for
the purpose of deterrence does not amount to retribution
“within the sense of the Old and New Testament moralities
that imbue much of our criminal law”; it is not vengeance or
the infliction of pain or suffering purely in requital for a
wrong. It is the imposition of a penalty for a statutory wrong
for protective purposes. It has a primarily economic content,
rather than a moral content.

27(2012) 287 ALR 249.
* See Tabcorp [2017] FCA 1296 at [10()], [17].

2 At [80]-83].
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33  To the extent that previous authorities refer to the notion of “punishment” in a civil
penalty context, it is therefore properly to be understood as being:3°

used taxonomically in the sense of imposing the burden of
an order for the payment of a pecuniary penalty in the
exercise of the statutory discretion upon the relevant
contravener having regard to all relevant matters rather than
as a term properly descriptive of punishing a person as if
convicted of a criminal offence. [emphasis in original]

34  The proper emphasis is therefore on setting a penalty at an amount sufficient to
reduce the prospect of the contravener re-contravening or others contravening.

Penalty must not be oppressive

35 A penalty must not be so high as to be oppressive.® In Trade Practices Commission v
Stihl Chain Saws (Aust) Pty Lirnited,z’2 Smithers J held at 17 896:

The penalty ... should be sufficiently high to have a deterrent
quality, and it should be kept in mind that the Act operates in
a commercial environment where deterrence of those
minded to contravene its provisions is not likely to be
achieved by penalties which are not realistic. It should reflect
the will of Parliament that the commercial standards laid
down in the Act must be observed, but not be so high as to
be oppressive.

36  Consistent with this view, the penalty must be sufficiently high in order to have the
appropriate deterrent effect, but no higher. In considering what may constitute
oppression in this context, Merkel J stated at [9] in Australian Competition and
Consumer Commission v Leahy Petroleum Pty Ltd (No 2

| therefore respectfully agree with the observation of
Smithers J, referred to by Burchett and Kiefel JJ in NW
Frozen Foods, to the effect that, a penalty that is no greater
than is necessary to achieve the object of general
deterrence, will not be oppressive.

3.2 Relevant legal principles

Objects and structure of AML/CTF Act

37  The objects of the AML/CTF Act include addressing and fulfilling Australia’s
international obligations and matters of international concern relating to combating
money laundering and the financing of terrorism.**

® Australian Competition and Consumer Commission v Cement Australia Pty Ltd [2016] FCA 453 at [76].

¥ Trade Practices Commission v Stihl Chain Saws (Aust) Pty Limited [1978] ATPR 40-091 at 17 896; NW Frozen Foods
(1996) 71 FCR 285 at 293; Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy
Union [2017] FCAFC 113 at [107].

2 [1978] ATPR 40-091.
% (2005) 215 ALR 281.
* AML/CTF Act ss 3(1)(@), (b).
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38  Since 3 April 2018, the AML/CTF Act’s objects have been expanded to include the
objects of:

(a)  providing for measures to detect, deter and disrupt moneél laundering, the
financing of terrorism, and other serious financial crimes; °

(b)  providing relevant Australian government bodies and their international
counterparts with the information they need to investigate and prosecute money
laundering offences, offences constituted by the financing of terrorism, and
other serious crimes;*®

(c)  supporting cooperation and collaboration among reporting entities, AUSTRAC
and other government agencies, particularly law enforcement agencies, to
detect, deter and disrupt money laundering, the financing of terrorism, and other
serious crimes:*” and

(d)  promoting public confidence in the Australian financial system through the
enactment and implementation of controls and powers to detect, deter and
disrupt money laundering, the financing of terrorism, and other serious crimes.*®

39 In order to achieve the objects of the AML/CTF Act, the Parliament has decided to
pursue a “risk management approach” “by identifying areas of risk within the economy
and seeking to manage that risk”.* The AML/CTF Act reposes “...in industry of a
degree of trust for its operation of the AML/CTF risk management system. The Act
deals severely with breaches of that trust.”*°

Section 175 of the AML/CTF Act

40  Section 175(1) gives the Federal Court the power to make a pecuniary penalty order
where there has been a contravention of a civil penalty provision under the AML/CTF
Act. In determining the amount of any pecuniary penalty, s 175(3) directs the Court to
have regard to “all relevant matters”, including by taking into account the following
“non-exhaustive matters”:*'

(a) the nature and extent of the contravention;

(b)  the nature and extent of any loss or damage suffered as a result of the
contravention;

(c) the circumstances in which the contravention took place; and

(d)  whether the person has previously been found to have engaged in any similar
conduct, whether by this Court or any other court.

41 Section 175(4) limits the maximum pecuniary penalty to 100,000 penalty units in the
case of a body corporate. The value of those penalty units is assessed by reference to
the value set out in s 4AA of the Crimes Act 1914 (Cth) at the time of the
contravention, as noted below:

¥ AML/CTF Act s 3(1)(aa).
% AML/CTF Act s 3(1)(ab).
¥ AML/CTF Act s 3(1)(ac).
*® AML/CTF Act s 3(1)(ad).
 Tabcorp [2017] FCA 1296 at [3].
“C Tabcorp [2017] FCA 1296 at [4].
“! Tabcorp [2017] FCA 1296 at [8].
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Date Penalty Unit Maximum penalty

7 April 1997 (inclusive) to 27 $110 $11 million
December 2012 (inclusive)

28 December 2012 (inclusive) to $170 $17 million
31 July 2015 (inclusive)

1 August 2015 (inclusive) to $180 $18 million
30 June 2017 (inclusive)

1 July 2017 (inclusive) to present $210 $21 million

42 The Federal Court has previously accepted that the increase in the monetary value of
a penalty unit does not apply to a civil contravention which occurred before the
commencement of the amending Act but for which the penalty would be imposed after
that commencement.*? This approach was followed in the Tabcorp case *?

43  Section 175(6) states that, if conduct constitutes a contravention of 2 or more civil
penalty provisions, a person is not liable to more than one pecuniary penalty under
s 175 in respect of the same conduct.

The ‘French factors’

44 Section 175(3) requires the Court to have regard to “all relevant matters” in assessing
the appropriate pecuniary penalty. These matters are expressed to include the matters
set out at sub-ss (a) to (g) (some of which are set out at paragraph 40 above). Itis
clear from the language of s 175(3) that the Court must also have regard to other
factors in assessing the appropriate pecuniary penalty.

45  There is significant case law on what other factors may be relevant in other regulatory
contexts. Some of the more recognised factors in the Federal Court have become
known as the ‘French factors’.* These were referred to with approval in an AML/CTF
context in the Tabcorp case.*®

46  The ‘French factors’ have been endorsed by this Court on numerous occasions.*®
Each factor either goes to the objective nature and seriousness of the offending

“2 Murriny v Betezy.com.au Pty Ltd (No 2) (2013) 221 FCR 118 at 127 [28]. See also National Tertiary Education Industry
Union v Swinburne University of Technology (No 2) [2015] FCA 1080 at [69]; Director of the Fair Work Building Industry
Inspectorate v Upton [2015] FCA 672 at [6]-[8]; Automotive, Food, Metals, Engineering, Printing and Kindred Industries
Union v Visy Packaging Pty Ltd (No 4) [2013] FCA 930 at [13].

42 Tabcorp [2017] FCA 1296 at [10(xi)].

“ This is because they were initially identified by French J in Trade Practices Commission v CSR Limited (1991) ATPR 41-
076 at 52 152-153.

“ See Tabcorp [2017] FCA 1296 at [9], [10].

“6 The ‘French factors’ have since been endorsed in NW Frozen Foods, and were more recently identified by Perram J in
Australian Competition and Consumer Commission v Singtel Optus Pty Ltd (No 4) (2011) 282 ALR 246 at [11]. (See also
Tabcorp at [9]-[10]).
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conduct or otherwise concerns the particular circumstances of the defendant in
quest|on In Australian Competition and Consumer CommISSIon v Singtel Optus Pty
Ltd (No 4), Perram J described the ‘French factors’ as follows:*®

(@) the size of the contravening company;
(b)  the deliberateness of the contravention and the period over which it extended;

(c)  whether the contravention arose out of the conduct of senior management or at
a lower level,

(d)  whether the company has a corporate culture conducive to compliance with the
Act as evidenced by educational programs and disciplinary or other corrective
measures in response to an acknowledged contravention;

(e)  whether the company has shown a disposition to cooperate with the authorities
responsible for the enforcement of the Act in relation to the contravention;

(f) whether the contravener has engaged in similar conduct in the past;
(9) the financial position of the contravener; and

(h)  whether the contravening conduct was systematic, deliberate or covert (i.e.
private).

47 In the Tabcorp case, many of these factors were considered to constitute “relevant
matters” within the mearung of 175 of the AML/CTF Act.*® That being said, the
‘French factors’ are “non-mandatory factors”®® and whether or not |nd|V|duaIs factors
constitute “relevant matters” W|th|n the meaning of s 175 of the AML/CTF Act will
depend upon the circumstances.”' They are not “a rigid catalogue or checklist of
matters to be applied in each case”.

48  Further, the ‘French factors’ are not exhaustive of the matters that the Court may
consider.®® The Court may draw upon principles that have been developed in and
considered relevant to the assessment of penalty in other Australian civil penalty
cases.

‘Courses of conduct’ and totality

49 In determining the appropriate penalty for a multiplicity of civil penalty contraventions,
the Court may have regard to two related principles: the ‘course of conduct’ principle
and the ‘totality’ pr|n0|ple * The two principles are not rules, but |nstead tools of
analysis to assist the Court in arriving at an appropriate penalty

4T Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [102].

“%(2011) 282 ALR 246 at [11].

“® Tabcorp [2017] FCA 1296 at [9].

= Australian Competition and Consumer Commission v Singtel Optus Pty Ltd (No 4) (2011) 282 ALR 246 at 250-251 [11].
" Tabcorp [2017] FCA 1296 at [9].

2 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [101].

 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [101].

 Australian Competition and Consumer Commission v Yazaki Corporation [2018] FCAFC 73 at [226].

 Australian Competition and Consumer Commission v Yazaki Corporation [2018] FCAFC 73 at [226].
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50  While there are important differences between imposing civil penalties and sentencing
for criminal offences, * the two principles orié;inated in and are derived from the
criminal law.*” In Attorney-General v Tichy,5 Wells J described their use (in a criminal
context) as follows:

What must be done is to use the various tools of analysis to mould a
just sentence for the conduct of which the prisoner has been guilty.
Where there are truly two or more incursions into criminal conduct,
consecutive sentences will generally be appropriate. Where, whatever
the number of technically identifiable offences committed, the prisoner
was truly engaged upon one multi-faceted course of criminal conduct,
the judge is likely to find concurrent sentences just and convenient.

51 In Australian Building and Construction Commissioner v Construction, Forestry,
Mining and Energy Union®® (ABCC v CFMEU), the Full Federal Court held at [82]:

It is true that, in some cases at least, the result may be that the
aggregate maximum penalty faced by an organisation who was
knowingly concerned in a large number of contraventions ... may be
very large. However, as will be discussed in greater detall later, the
aggregate maximum penalty in such cases is to be treated as no more
than a yardstick. A court imposing penalties for the
contraventions must have regard to a number of relevant
principles in fixing the appropriate penalties, including principles
relating to courses of conduct and totality. It would be wrong to
suggest that the Court would be constrained, by reason of the
maximum penalty, to impose an inappropriately severe penalty... The
proper application of those principles will ensure that the
penalties are appropriate and not absurd, even if the aggregate
maximum penalties are high. [emphasis added]

52 The princiEIes of ‘course of conduct’ and ‘totality’ are sometimes confused or
conflated,® but there is nevertheless a degree of overlap to the extent the aim of both
is to avoid a penalty being imposed which is not proportionate to the offending
conduct.®! Each is addressed separately and in further detail in the paragraphs that
follow.

Courses of conduct

53  The ‘course of conduct’ (or ‘one transaction’) principle was explained by Middleton and
Gordon JJ in Construction, Forestry, Mining and Energy Union v Cahil 2 (Cahill) at
[39] as follows:

6 Commonwealth v FWBII (2015) 258 CLR 482 at [51]-[57]; Australian Building and Construction Commissioner v
Construction, Forestry, Mining and Energy Union [2017] FCAFC 113 at [100], [111], [115].

57 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [111]; Australian Competition and Consumer Commission v Yazaki Corporation [2018] FCAFC 73 at [226].

o (1982) 30 SASR 84 at 92-93, referred to in Royer v Western Australia [2009] WASCA 139 at [22]. See also Ausfralian
Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC 113 at [113].

%9[2017] FCAFC 113.

 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at[117].

& Australian Competition and Consumer Commission v Yazaki Corporation [2018] FCAFC 73 at [236].

£2(2010) 269 ALR 1.
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The principle recognises that where there is an interrelationship
between the legal and factual elements of two or more offences for
which an offender has been charged, care must be taken to ensure
that the offender is not punished twice for what is essentially the same
criminality. That requires careful identification of what is “the same
criminality” and that is necessarily a factually specific enquiry. Bare
identity of motive for commission of separate offences will seldom
suffice to establish the same criminality in separate and distinct
offending acts or omissions.

54 InRoyer v Western Australia,®® Owen JA described the way in which an
“interrelationship” between legal or factual elements may be identified:

At its heart, the one transaction principle recognises that, where there
is an interrelationship between the legal and factual elements of two
or more offences with which an offender has been charged, care
needs to be taken so that the offender is not punished twice (or more
often) for what is essentially the same criminality. The interrelationship
may be legal, in the sense that it arises from the elements of the
crimes. It may also be factual, because of a temporal or geographical
link or the presence of other circumstances compelling the conclusion
that the crimes arise out of substantially the same act, omission or
occurrences.

This description was recently referred to with approval by the Full Federal Court in
ABCC v CFMEU.*

55  Thus, rather than imposing separate penalties for each contravention, the Court may
seek to group them by reference to the principle of ‘single course of conduct’ or ‘one
transaction’ if there is sufficient interrelationship between the legal and/or factual
elements of those contraventions.®® This principle guards against the risk that the
respondent is “doubly punished” in respect of the relevant acts or omissions that make
up multiple contraventions.®® In effect, consideration is given to whether the
contraventions arise out of the same course of conduct or the one transaction, to
determine whether it is appropriate that a “concurrent” or single penalty should be
imposed for the contraventions.®’

56  The application of the course of conduct principle is informed by the particular
legislative provisions in question.®® In the case of civil penaltygproceedings under the
AML/CTF Act, the course of conduct has been held to apply.®

57 In Cahifl, their Honours also explained that, even if the contraventions are properly
characterised as arising from a single course of conduct, a judge is not obliged to
apply the principle if the resulting penalty fails to reflect the seriousness of the

59 12009] WASCA 139 at [22].
#[2017] FCAFC 113 at [112}-[113].
 See also Trade Practices Commission v Allied Mills industries Pty Ltd (No 4) (1981) 37 ALR 256 at 258.

 See, e.g., Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017]
FCAFC 113 at [148].

57 Australian Competition and Consumer Commission v Yazaki Corporation [2018] FCAFC 73 at [234].
 See, e.g., Australian Competition and Consumer Commission v Cement Australia Pty Ltd [2017] FCAFC 159 at [431].
% Tabcorp [2017] FCA 1296 at [29], [34], [41], [49], [53].
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contravention.™ It instead requires an evaluative judgment in respect of the relevant
0|rcumstances " In ACCC v Hillside (Australia New Media) Pty Ltd t/a Bet365 (No
2) Beach J observed in the context of the CCA:

. the “course of conduct” principle does not have paramountcy in the
process of assessing an appropriate penalty. It cannot of itself operate
as a de facto limit on the penalty to be imposed for contraventions of
the ACL. Further, its application and utility must be tailored to the
circumstances. In some cases, the contravening conduct may involve
many acts of contravention that affect a very large number of
consumers and a large monetary value of commerce, but the conduct
might be characterised as involving a single course of conduct.
Contrastingly, in other cases, there may be a small number of
contraventions, affecting few consumers and having small commercial
significance, but the conduct might be characterised as involving
several separate courses of conduct. It might be anomalous to apply
the concept to the former scenario, yet be precluded from applying it
to the latter scenario. The “course of conduct” principle cannot unduly
fetter the proper application of s 224.

This statement has since been approved by the Full Federal Cour‘[ |n ACCC v Reckitt
Benckiser (Austra//ag Pty Ltd,™® ACCC v Cement Australia Pty Ltd™ and ACCC v
Yazaki Corporation.

58  The principle therefore does not restrict the Court’s discretion as to the amount of
penalty to be imposed for the course of conduct, and specifically the maximum penalty
for the course of conduct is not restncted to the prescribed statutory maximum penalty
for each contravening act or omission.” In this sense, the application of this principle
does not result in the maximum penalty being capped’ in the same way that a civil
penalty is capped under s 175(6) of the AML/CTF Act where conduct constitutes a
contravention of two or more civil penalty provisions.

59  The course of conduct principle has been reoogrnsed and applied on numerous
occasions in the context of calculating civil penalt|es

™ Cahiff (2010) 269 ALR 1 at 13 [42].

™ Australian Competition and Consumer Commission v Cement Australia Pty Ltd [2017] FCAFC 159 at [425].
7212016] FCA 698 at [25].

" [2016] FCAFC 181; (2016) 340 ALR 25 at [141].

™ [2017] FCAFC 159 at [425]-[426].

" [2018] FCAFC 73 at [231]-{232].

" See, e.g., Secretary, Department of Health and Ageing v Prime Nature Prize Pty Ltd (in lig) [2010] FCA 597 at [70];
Australian Competition and Consumer Commission v EDirect Pty Ltd (in lig) (2012) 206 FCR 160 at [74]; Ausfralian
Competition and Consumer Commission v Coles Supermarkets Australia Pty Ltd[2015] FCA 330 at[17][20] and [84];
Australian Competition and Consumer Commission v Reckitt Benckiser (Australia) Pty Ltd (No 7) [2016] FCA 424 at[29];
Australian Competition and Consumer Commission v Yazaki Corporation [2018] FCAFC 73 at [229], [231}H232] and [235].

" See, e.g., Construction, Forestry, Mining and Energy Union v Cahill (2010) 269 ALR 1 at 12-13 [39}-[43]; Australian
Competition and Consumer Commission v Marksun Australia Pty Ltd [2011] FCA 695 at [71]-[81]; Singtel Optus Pty Ltd v
Australian Competition and Consumer Commission (2012) 287 ALR 249 at 262-263 [52]-[55]; Australian Competition and
Consumer Commission v EDirect Pty Ltd (in lig) (2012) 206 FCR 160 at 189 [74]; Australian Competition and Consumer
Commission v TPG Internet Pty Ltd (2013) 250 CLR 640 at 658 [60}-[61].
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Totality

60 In determining the appropriate penalty, the totality principle must also be considered.™
In Trade Practices Commission v TNT Australia Pty Ltd (1995) ATPR 41-375 at [20],
the Court held that the total penalty for related offences ought not to exceed what is
proper for the entire contravening conduct involved.

61 The totality principle operates as a “final check’™ to ensure that the penalties to be
imposed on a wrongdoer, considered as a whole, are just and appropriate. In
Australian Competition and Consumer Commission v Australian Safeway Stores Pty
Ltd (1997) 145 ALR 36 at 53 the Court considered the application of the principle of
totality in the civil penalty context in the following terms:

The totality principle is designed to ensure that overall an appropriate
sentence or penalty is appropriate and that the sum of the penalties
imposed for several contraventions does not result in the total of the
penalties exceeding what is proper having regard to the totality of the
contravening conduct involved... But that does not mean that a Court
should commence by determining an overall penalty and then dividing
it amongst the various contraventions. Rather the totality principle
involves a final overall consideration of the sum of the penalties
determined...

62  The totality principle is to be considered after the course of conduct principle is
considered and, if appropriate, applied.80 This may in some cases “again result in a
court adjusting what would otherwise have been consecutive or cumulative sentences
to sentences that are wholly or partially concurrent”.®'

Approach to fixing a pecuniary penalty

63  The fixing of a pecuniary penalty involves the identification and balancing of all the
factors relevant to the contravention and the circumstances of the contravener, and
making a value judgment as to what is the appropriate penalty in light of the protective
and deterrent purpose of a pecuniary penalty.

64  This process involves an ‘intuitive’ or ‘instinctive synthesis’ of all relevant factors,
similar in nature to the judicial process involved in determining a sentence for a
criminal offence as explained by the High Court in Markarian v The Queen (2005) 228
CLR 357.

65 In ACCC v ANZ, Wigney J summarised the process at [84]:

Instinctive synthesis is the “method of sentencing by which the judge
identifies all the factors that are relevant to the sentence, discusses
their significance and then makes a value judgment as to what is the
appropriate sentence given all the factors of the case”: Markarian v
The Queen (2005) 228 CLR 357 at 378 [51] (per McHugh J). Or, as
the plurality put it in Markarian (at 374 [37], per Gleeson CJ,

"8 Australian Competition and Consumer Commission v Baxter Healthcare Pty Ltd [2010] FCA 929 at [22]; Australian
Competition and Consumer Commission v Coles Supermarkets Australia Pty Ltd [2014] FCA 1405 at [132].

" See, e.g., Tabcorp [2017] FCA 1296 at [53].

0 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at[117].

8 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at[117].

page 16




image17.jpg
Principles relevant to pecuniary penalties

Gummow, Hayne and Callinan JJ) “the sentencer is called on to reach
a single sentence which ... balances many different and conflicting
features.”

66 Similarly, in Australian Competition and Consumer Commission v Coles Supermarkets
Australia Pty Limited (Coles) [2015] FCA 330, Allsop CJ at [6] observed, in relation to
setting a penalty under s 224 of the Australian Consumer Law, that:

The setting of the penalty is a discretionary judgment that does not
involve assessing with any precision the “range” within which the
conduct falls or by applying incremental deductions from the
maximum penalty. Nonetheless, the maximum penalty must be given
due regard because it is an expression of the legislature’s policy
concerning the seriousness of the proscribed conduct. It also permits
comparison between the worst possible case and the case the court is
being asked to address and thus provides a yardstick: Markarian at
[31].

67  Nevertheless, in some cases, the maximum aggregate penalty “is not a particularly
useful or reliable yardstick”,82 such as where “an aggregate penalty anywhere near
that amount would be manifestly excessive”.®® As noted above, properly applied, the
course of conduct and totality principles ensure that the penalties are appropriate and
not absurd.

68 In ACCC v Cement Australia Pty Ltd*™ Greenwood J at [86]-[87] observed, in relation
to setting a penalty under s 76 of the Competition and Consumer Act 2010 (Cth) that:

[TIhe process of “instinctive synthesis” requires all of the factors to be
balanced in a way which reflects an application of the “rules of reason”
(rationality) taking into account all relevant matters, excluding
extraneous or irrelevant matters and accurately having regard to the
objective facts, all brought together in exposed reasons for the
exercise of the discretion in the particular way, serving the public
interest in transparency.

“Instinctive synthesis” certainly does not mean “informed gut reaction”.
Nor, in truth, is it a result based on “instinct” but rather, it is a
synthesis of all of the factors.

69  The fixing of a pecuniary penalty is not a mathematical exercise, involving increments
to or decrements from a predetermined range of sentences.® In ABCC v CFMEU, the
Full Court of the Federal Court held at [166]:

[The process of fixing appropriate pecuniary penalties should not be
approached as a mathematical exercise. It is not appropriate, for
example, to adopt a starting point, by reference to the maximum
penalty or otherwise, and to then increase or reduce that amount
having regard to aggravating or mitigating considerations. It would

2 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [153].

8 Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [153].

% Australian Competition and Consumer Commission v Cement Australia Pty Ltd [2016] FCA 453.

% Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC
113 at [100].
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also generally not be appropriate to approach the course of conduct
and totality principles as if they were simply part of a mathematical
equation.

70 Accordingly, in the context of the AML/CTF Act, and following the omission of the
“overlapping components” between s 175(3) and other considerations, Perram J held

in the Tabcorp case:®

[I]n determining a civil penalty for a contravention of this Act the
following matters should be considered:

0

(xii)

(xiii)

% Tabcorp [2017] FCA 1296 at [10].

the deterrent nature of a civil penalty; that is to say, that a civil
penalty should deter the contravener and others from future
contraventions;

the penalty must not be such as to be seen as a cost of doing
business... ;

the penalty is not to be seen as a form of retribution or a
device for rehabilitation;

the penalty must not be oppressive;
the nature and extent of the contravention (s 175(3)(a));

the nature and extent of any loss suffered by reason of the
contravention (s 175(3)(b));

the circumstances in which the contravention took place
(s 175(3)(c));

whether the contravener has previously been found by the
Federal Court to have engaged in similar conduct in breach of
the Act (s 175(3)(d));

whether the contravener has been found to have engaged in
similar conduct by a court proceeding under State or Territory
law or by a foreign court (but only if the Court thinks this
should be considered) (s 175(3)(e)-(f));

whether the contravener has previously been found to have
engaged in similar conduct under the Financial Transaction
Reports Act 1988 (Cth) (but only if the Court thinks it
appropriate to do s0) (s 175(3)(9));

the maximum penalty at the time of the contravention. In this
case these were as follows:

7 April 1997 to 27 December 2012 $11 million
28 December 2012 to 31 July 2015 $17 million
1 August 2015 to 1 July 2017 $18 million...;

a single instance of conduct which involves a contravention of
more than one provision of the Act may be subject only to a
single penalty (s 175(6));

the size of the contravening entity (the fourth French factor);

page 18




image19.jpg
3.3

71

72

Principles relevant to pecuniary penalties

(xiv)  the financial position of the contravener (the fifth French
factor);

(xv)  the deliberateness of the conduct and the period over which it
extended (the sixth French factor);

(xvi)  whether the conduct arose at the level of senior management
or below (the seventh French factor);

(xvii)  the state of the contravener’s culture of compliance (the
eighth French factor),

(xviii)  the degree of co-operation proffered by the contravener (the
ninth French factor);

(xix)  whether the conduct was systematic, deliberate or covert;

(xx)  whether there is a sufficient connection between legal and
factual elements of a set of contraventions that make it
appropriate to treat them as a single course of conduct. If so
the Court may, but is not bound to, approach the matter as if it
were a single contravention... ;

(xxi)  the penalty is to be formulated using the process of instinctive
synthesis explained in Markarian v The Queen...; and

(xxii) at the end of the process, as a final check, the Court is to
ascertain if the penalty at which it has arrived matches the
overall or total wrongdoing of the conduct involved... [citations
omitted]

The parties submit that the same approach should be applied in determining penalties
under s 175 of the AML/CTF Act.

Finally, in the recent decision of The Queen v Kilic [2016] HCA 48 % the High Court
discouraged the use of the expression of the “worst category” of offences as an
analytical tool in the context of criminal sentencing, preferring instead to ask whether a
particular contravention is so serious as to warrant the statutory maximum.

Declaratory relief

73

74

75

The parties also seek by consent declarations that CBA has engaged in specified
contraventions of the AML/CTF Act.

In ABCC v CFMEU, the Full Court of the Federal Court held at [20]:

The fact that the parties have agreed that a declaration of
contravention should be made does not relieve the Court of the
obligation to satisfy itself that the making of the declaration is
appropriate... It is not the role of the Court to merely rubber stamp
orders that are agreed as between a regulator and a person who has
admitted contravening a public statute... [citations omitted)]

This Court has the power to make declarations under s 21 of the Federal Court of
Australia Act 1976 (Cth), and the discretion to exercise that power is wide. ®

o7 Bell, Gageler, Keane, Nettle and Gordon JJ at [18]-[20].
 See, e.g., Forster v Jojodex Australia Pty Limited (1972) 127 CLR 421 at 437-438.
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Nevertheless, the power to issue a declaration is not unfettered and is “confined by
the considerations which mark out the boundaries of judicial power”.89

76 In Aussie Airlines Pty Ltd v Australian Airlines Ltd, | ockhart J (with whom Spender
and Cooper JJ agreed) summarised the principles relevant to the grant of declaratory
relief as follows:

For a party to have sufficient standing to seek and obtain the grant of
declaratory relief it must satisfy a number of tests which have been
formulated by the courts, some in the alternative and some
cumulative. | shall formulate them in summary form as follows:

e The proceeding must involve the determination of a question that
is not abstract or hypothetical. There must be a real question
involved, and the declaratory relief must be directed to the
determination of legal controversies. In Re Judiciary and
Navigation Acts (1921) 29 CLR 257. The answer to the question
must produce some real consequences for the parties.

e The applicant for declaratory relief will not have sufficient status if
relief is ‘claimed in relation to circumstances that [have] not
occurred and might never happen’: University of New South
Wales v Moorhouse (1975) 133 CLR 1 per Gibbs J at 10; or if the
Court's declaration will produce no foreseeable consequences for
the parties: Gardner v Dairy Industry Authority (NSW) [1977] 52
ALJR 180 per Mason J at 180 and per Aickin J at 189.

e The party seeking declaratory relief must have a real interest to
raise it: Forster v Jododex Australia Pty Ltd (1972) 127 CLR 421
per Gibbs J at 437; and Russian Commercial and Industrial Bank
v British Bank for Foreign Trade Ltd [1921] 2 AC 438 per Lord
Dunedin at 448.

e Generally there must be a proper contradictor. Russian
Commercial and Industrial Bank at 448; and Ainsworth at 596 per
Brennan J.

The relevant principles are laid down by the High Court in Ainsworth,
in particular in the joint judgment of Mason CJ, Dawson, Toohey and
Gaudron JJ at 581-582. Their Honours made the point that [ilt is now
accepted that superior courts have inherent power to grant declaratory
relief’; and ‘[i]t is a discretionary power which “[ilt is neither possible
nor desirable to fetter ... by laying down rules as to the manner of its
exercise” (a reference to a passage from the judgment of Gibbs J in
Jododex at 437). See also Off Basins Ltd v The Commonwealth of
Australia (1993) 178 CLR 643 per Dawson J at 649.

These are the rules that should in general be satisfied before the
Court's discretion is exercised in favour of granting declaratory relief.

77 In the context of declarations regarding the contravention of legislative provisions, the
Full Court held in ABCC v CFMEU (at [93]):

8 Ainsworth v Criminal Justice Commission (1992) 175 CLR 564 at 582.
 (1996) 68 FCR 406 at 414.
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Declarations relating to contraventions of legislative provisions are
likely to be appropriate where they serve to record the Court’s
disapproval of the contravening conduct, vindicate the regulator's
claim that the respond contravened the provisions, assist the regulator
to carry out its duties, and deter other persons from contravening the
provisions... [citations omitted]

It is sufficient for the facts necessary to support a declaration to be established by
agreed facts under s 191 of the Evidence Act 1995 (Cth) and admissions.®!

4 Application of principles
79  The parties jointly submit that the Court should make orders requiring CBA to pay
pecuniary penalties pursuant to s 175 of the AML/CTF Act in respect of the
contraventions referred to in the proposed orders in the total amount of $700 million.
80  The relevant facts and admissions establishing that CBA has acted in contravention of
the AML/CTF Act are set out in the SAFA, along with other matters relevant to penalty.
81 The principles relevant to the imposition of pecuniary penalties are considered below
in the context of the Proceeding.
4.1 Breaches of s 82(1) — compliance with Part A Program

IDM risk assessment

82

83

84

CBA has admitted that it contravened s 82(1) of the AML/CTF Act on 14 occasions by
failing to comply with its Part A Program in not undertaking ML/TF risk assessments in
respect of IDMs either at all or in @ manner that complied with its Program prior to
October 2017, and by failing to introduce sufficient appropriate risk-based controls in
respect of IDMs until it commenced implementing daily limits in November 2017 and
completed that process in April 2018.

During the period of the contraventions, the maximum pecuniary penalty for a body
corporate under the AML/CTF Act ranged between $11 million and $21 million for
each contravention.

Section 81(1) of the AML/CTF Act requires that a reporting entity must not commence
to provide a designated service to a customer unless it has adopted and maintains an
AML/CTF program. At all times, CBA had adopted and maintained a joint program,
which was comprised of a Part A (general) and a Part B (customer identification) as
required by s 85(1). Section 82(1) requires that a reporting entity must comply with its
Part A program. By ss 85(2)(a) and (c), Part A must have the primary purpose to
identify, mitigate and manage the risk a reporting entity may reasonably face that the
provision of designated services might involve or facilitate ML or TF, and must comply
with the requirements specified in the AML/CTF Rules. Rule 9.1.5(5) requires that Part
A be designed to enable the ML/TF risk posed by (among other things) all new
methods of designated service delivery and all new or developing technologies used
for the provision of a designated service to be assessed prior to adopting them.

' Minister for Environment, Heritage and the Arts v PGP Developments Pty Ltd (2010) 183 FCR 10 at 19-20; Australian
Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017] FCAFC 113 at [91].
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Application of principles

The requirement to undertake a risk assessment is central to the AML/CTF regime in
Australia. An ML/TF risk assessment must be undertaken as it is the way in which
reporting entities identify the risks of ML or TF that may reasonably be faced by the
reporting entity. To mitigate and manage the ML/TF risks identified by that
assessment, the reporting entity must introduce appropriate risk-based systems and
controls, which are commensurate, proportionate and sufficient having regard to the
nature, size and complexity of the business and the type of ML/TF risk that might
reasonably be faced.

This was (and is) also a key element of CBA’s Program. At all times, CBA’s Program,
under Part A and the applicable Group Standard, required it to:

(a) assess the inherent ML/TF risk posed by each new method of designated
service delivery and new or developing technology prior to adoption;

(b)  review ML/TF risk assessments where there are significant instances of money
laundering using CBA'’s products or services;

(c) carry out periodic reviews of risk attributes and methodologies; and

(d)  ensure any material ML/TF risks identified were to be subject to systems and
controls to manage them.

IDMs posed a high ML/TF risk because cash could be deposited anonymously at any
time at hundreds of locations and transferred immediately, either domestically or
internationally, without any limit being imposed.

Prior to the introduction of IDMs, CBA considered certain AML/CTF matters in respect
of the IDMs, including identifying that threshold transactions might occur through IDMs
and designing systems to notify those transactions to AUSTRAC through TTRs. At all
times from the launch of IDMs, CBA applied its Transaction Monitoring Program to
transactions occurring through IDMs (transaction monitoring being a form of detective
control). However, contrary to the requirements of CBA’s Program, CBA did not
undertake an ML/TF risk assessment specific to IDMs prior to them being introduced
or at certain times thereafter. When CBA did then undertake ML/TF risk assessments
in July 2015 and July 2016, those assessments did not follow the procedures set out
in CBA’s Program.

From the time IDMs were rolled out to April 2018, the IDM fleet grew significantly from
5to 1,118 machines. As the number of IDMs grew, there was also an exponential
increase in cash deposited through IDMs. Between June and November 2012,
approximately $89 million of cash was deposited through IDMs (the number of IDMs
had increased from 5 to £8). Between January and June 2016, approximately $5.81
billion of cash was deposited through IDMs (the humber of IDMs had increased from
602 to 711). By May 2017, by which time there were 805 IDMs, monthly cash deposits
were about $1.7 billion. Further, by around July 2015, CBA had evidence that criminal
syndicates were laundering money using its IDMs and was interacting with law
enforcement regarding this activity, including with the serious organised crime units of
the Australian Federal Police.

On 18 December 2015, AUSTRAC provided a number of banks, including CBA, with a
confidential Methodologies Brief regarding ATM Deposits (the Methodologies Brief).
In the Methodologies Brief, AUSTRAC identified possible indicators to assist industry
to identify potential money laundering through ATMs (with the reference to ATMs
being understood to include reference to IDMs). The Methodologies Brief recorded
that ATMs presented money laundering syndicates with the opportunity to deposit
large amounts of cash into accounts without imposing a daily cash deposit limit. This
lack of daily deposit limits, coupled with the ability to deposit cash anonymously, was
said to present a ‘significant vulnerability’.
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Where an ML/TF risk assessment is hot undertaken, or is not undertaken in a way that
complies with a Part A program, the ML/TF risks cannot be properly identified and
understood, and as a result, cannot be appropriately mitigated and managed.

As described in paragraphs 22 to 39 of the SAFA, CBA failed to meet the
requirements of its Part A Program in respect of its IDMs by failing to:

(@) undertake an assessment of the inherent ML/TF risk in respect of IDMs prior to
the introduction of IDMs in or around May 2012;

(b)  introduce sufficient appropriate risk-based controls to mitigate and manage the
ML/TF risks posed by IDMs in or around May 2012;

(¢)  undertake a periodic assessment of the inherent ML/TF risk in respect of IDMs
in early 2014;

(d)  introduce sufficient appropriate risk-based controls to mitigate and manage the
ML/TF risks posed by IDMs by introducing daily limits in early 2014, following
the periodic assessment;

(e)  undertake an assessment of the inherent ML/TF risk in respect of IDMs in mid
to late 2014;

(f) introduce sufficient appropriate risk-based controls to mitigate and manage the
ML/TF risks posed by IDMs by introducing daily limits in mid to late 2014;

(9) undertake an assessment of the inherent ML/TF risk in respect of the IDMs that
complied with CBA'’s Program in July 2015;

(h)  introduce sufficient appropriate risk-based controls to mitigate and manage the
ML/TF risks posed by IDMs by introducing daily limits in July 2015;

(i) undertake an assessment of the inherent ML/TF risk in respect of the IDMs in
December 2015;

) introduce sufficient appropriate risk-based controls to mitigate and manage the
ML/TF risks posed by IDMs by introducing daily limits in December 2015;

(k)  undertake a periodic assessment of the inherent ML/TF risk in respect of IDMs
that complied with CBA’s Program in mid-2016;

0] introduce sufficient appropriate risk-based controls to mitigate and manage the
ML/TF risks posed by IDMs by introducing daily limits in mid-2016, following the
periodic assessment;

(m) undertake an assessment of the inherent ML/TF risk in respect of the IDMs that
complied with CBA'’s Program in 2017 at a time prior to October 2017; and

(n) introduce sufficient appropriate risk-based controls to mitigate and manage
these ML/TF risks by introducing daily limits in 2017 at a time prior to November
2017.

In October 2017, CBA undertook a risk assessment of its IDMs which complied with its
Program. In that risk assessment, CBA recorded its decision to implement daily limits
on cash deposits occurring through IDMs. Daily limits were implemented in stages,
which commenced in November 2017 and were completed by 12 April 2018.

The parties jointly submit that each of these 14 contraventions should be considered
separately for the purposes of the Court determining an appropriate pecuniary penalty
to be imposed on CBA. The maximum penalty for those 14 contraventions is $238
million.
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None of the contraventions was the product of a deliberate intention on the part of
CBA to contravene the AML/CTF Act. However, CBA acknowledges the
contraventions as set out in paragraph 92 above were serious having regard to the
matters set out at paragraph 63 of the SAFA, including that the contraventions related
to a central aspect of the AML/CTF regulatory regime, as well as a key element of
CBA’s Program.

In the circumstances, and taking into account the matters set out in paragraphs 22 to
39 and 61 to 65 of the SAFA and the additional factors in section 4.5 below, the
parties jointly submit that an appropriate penalty is $180 million.

Transaction monitoring program

97

98

99

100

101

102

103

104

CBA has admitted that it contravened s 82(1) of the AML/CTF Act from 20 October
2012 to 12 October 2015, by failing to comply with provisions of Part A of its Program
relating to transaction monitoring in respect of the 778,370 accounts (together, the
Affected Accounts).

During the period, the maximum penalty for a contravention of s 82(1) was between
$11 million and $18 million, but for the majority of the period the maximum penalty
was $17 million.

Pursuant to section 82(1) of the AML/CTF Act, CBA was obliged to comply with its
Part A Program. At all relevant times, CBA’s Part A Program contained, as required, a
transaction monitoring program. CBA'’s Program provided that certain CBA products
and services were to be subject to ‘Priority Monitoring’. The expression ‘Priority
Monitoring’ relevantly referred to the automated monitoring of transactions conducted
through those products and services (including account-level monitoring) using a
systems-based solution. The Financial Crimes Platform operated by CBA as part of its
automated transaction monitoring, as referred to in paragraph 19(a)(i) of the SAFA,
was one such systems-based solution.

From 20 October 2012 to 12 October 2015, account-level monitoring of transactions
did not always operate as intended, either at all or for a period of time, in respect of
the Affected Accounts. CBA correctly assesses bank accounts, as a product, to be
high risk. All CBA accounts, including the Affected Accounts, should have been
subject to transaction monitoring proportionate to this risk.

The number of unmonitored transactions that occurred on the Affected Accounts
during the contravening period is unknown. The precise number of contraventions
therefore cannot be ascertained, but is potentially very significant.

The failure of CBA’s transaction monitoring program in respect of the Affected
Accounts was caused by a mistake that arose in the process of merging data from two
systems on or around 20 October 2012. None of the contraventions was the product
of a deliberate intention on the part of CBA to contravene the AML/CTF Act.

The parties jointly submit that it is appropriate for the Court to impose a single
pecuniary penalty on CBA in respect of its contravening conduct. Such an approach is
permissible where agreed between the parties, particularly in circumstances where the
precise humber of contraventions cannot be ascertained.

CBA acknowledges that these contraventions are serious. They extended over a
period of nearly three years and related to a significant number of accounts. The
contraventions had the potential to deprive law enforcement of access to intelligence
about potentially suspicious transactions. Even after it identified the error, it took CBA
just over a year to finally ensure that all of the Affected Accounts were subject to all
automated transaction monitoring. Further, the error itself was compounded by a lack
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of adequate systems or controls to prevent this issue from affecting the operation of
CBA'’s transaction monitoring program or adequate systems or controls to detect and
respond to it sufficiently quickly.

In the circumstances, and taking into account the matters set out in paragraphs 49 to
53 and 72 to 79 of the SAFA and the additional factors in section 4.5 below, the
parties jointly submit that an appropriate penalty is $100 million.

Breaches of s 43(2) — threshold transaction reporting
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CBA has admitted that it contravened s 43(2) of the AML/CTF Act on 53,506
occasions by failing to give a TTR to the AUSTRAC CEO within the time frame
stipulated by s 43(2) of the AML/CTF Act.

During the period when TTRs were not given to AUSTRAC within the statutory time
frame, the maximum pecuniary penalty for a body corporate under the AML/CTF Act
ranged between $11 million and $18 million for each contravention. For the majority of
the relevant period, the penalty was $17 million for each contravention.

ATTR is a report required to be provided by a reporting entity to the AUSTRAC CEO
where there has been a transaction involving the transfer of physical currency of
$10,000 or more. Section 43(2) requires that a TTR must be given within 10 business
days after the day on which the transaction takes place.

Between November 2012 and September 2015, CBA failed to submit TTRs in respect
of 53,506 threshold transactions to the AUSTRAC CEO within 10 business days after
the day on which the transaction took place.

Each late TTR stemmed from the same cause, which was CBA'’s failure to update its
automatic TTR reporting process when a new transaction code relating to cash
deposits was introduced in November 2012, and CBA having insufficient systems and
controls to prevent or to detect and remedy this issue. This occurred despite CBA
having beforehand established a TTR process to automatically identify and report to
AUSTRAC threshold transactions occurring through IDMs, which process had been
tested at its launch to confirm that it was working as intended. In August 2015,
AUSTRAC contacted CBA in relation to two missing TTRs. CBA immediately took
steps to investigate the matter and identified that 53,506 TTRs had not been
submitted to AUSTRAC. After the issue was discovered, CBA disclosed it to
AUSTRAC, implemented a fix and submitted late TTRs to AUSTRAC. None of the
contraventions was the product of a deliberate intention on the part of CBA to
contravene the AML/CTF Act.

The parties jointly submit that it is appropriate for the Court to impose a single
pecuniary penalty on CBA in respect of its contravening conduct.

CBA acknowledges that these contraventions are serious. They were caused by a
lack of risk management, assurance and oversight that endured for close to 3 years.
CBA failed to give the AUSTRAC CEO a significant number of TTRs within the
prescribed time period, thereby depriving AUSTRAC and law enforcement of access
to intelligence. The 53,506 TTRs represented 95% of threshold transactions that
occurred through IDMs in the relevant period and had a total value of $624.7 million.
The issue was only identified when AUSTRAC drew reporting anomalies to CBA’s
attention, at which time CBA promptly took steps to address the issue.

In the circumstances, and taking into account the matters set out in paragraphs 40 to
48 and 66 to 71 of the SAFA and the additional factors in section 4.5 below, the
parties jointly submit that an appropriate penalty is $125 million.
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4.3 Breaches of s 41(2)(a) — suspicious matter reporting

114

115

116

M7

118

CBA has admitted that it contravened s 41(2)(a) of the AML/CTF Act between

28 August 2012 and 7 June 2017 by failing to give SMRs to the AUSTRAC CEOQO,
either within the timeframe stipulated in s 41(2)(a) of the AML/CTF Act or in some
instances at all, on 149 occasions as identified in paragraphs 119 to 137 below.

The contraventions took place in the period from 28 August 2012 (at which point the
maximum penalty was $11 million for each contravention) to 7 June 2017 (at which
point the maximum penalty was $18 million for each contravention). The majority of
these contraventions occurred between March 2015 and December 2015, with the
maximum penalty in December 2015 being $18 million for each contravention.

CBA acknowledges that these contraventions are serious. The contraventions have
deprived AUSTRAC and law enforcement of timely intelligence to which they are
entitled.

CBA'’s contraventions of s 41(2)(a) can be grouped as follows:

(a) 40 instances where CBA had given the AUSTRAC CEO SMRs in relation to the
relevant customer within the previous 3 months (the failures to re-report
within a 3 month period);

(b) 69 instances where CBA had received information from law enforcement
relevant to investigation of, or prosecution of a person for, an offence against a
law of the Commonwealth or of a State or Territory (the failures to report
information received from law enforcement);

(¢) 29 instances where CBA had received information from law enforcement that
the customer was not who they claimed to be (the failures to report false
identity); and

(d) 11 instances where CBA failed to give SMRs to the AUSTRAC CEOQ despite
suspecting on reasonable grounds that information CBA had was relevant to
investigation of, or prosecution of a person for, an offence against a law of the
Commonwealth or of a State or Territory (the failures to report due to
discrete errors).

CBA repeatedly failed to report obvious and very specific patterns of structuring
indicative of money laundering, including through IDMs, despite having identified it,
thereby failing to comply with its obligations to give an SMR to AUSTRAC either at all
or within the time required by s 41(2)(a) of the AML/CTF Act. AUSTRAC and law
enforcement were denied intelligence to which they are entitled under the

AML/CTF Act involving several million dollars of proceeds of crime — mostly connected
with drug importation and distribution, which intelligence could have been used to
identify, disrupt and prosecute this unlawful activity. The contraventions came about in
the circumstances set out in paragraph 83 of the SAFA.

The failures to re-report within a 3 month period

119

On 40 occasions, CBA did not give SMRs to the AUSTRAC CEOQ within the required
timeframe, in relation to instances of suspicious account activity indicative of possible
money laundering or structuring transactions to evade TTR requirements, in
circumstances where CBA had already given an SMR to the AUSTRAC CEQ in
relation to the relevant customer within the previous 3 months about a similar pattern
of activity on the same account. In 18 of these cases, CBA did not give SMRs to the
AUSTRAC CEO within the timeframe stipulated by s 41(2)(a) of the AML/CTF Act
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although it subsequently did so. In the remaining 22 cases, CBA did not give SMRs to
the AUSTRAC CEOQ at all.

120 This approach was adopted by CBA due to its misapprehension of the requirements of
s 41 of the AMU/CTF Act. CBA accepts that it ought to have given SMRs to the
AUSTRAC CEO on each occasion when further suspicious transactions were
identified regardless of whether they were considered to be qualitatively similar.

121 The contraventions are serious for reasons set out at paragraph 82 of the SAFA.
However, the contraventions occurred in the following circumstances, which the
parties jointly submit are factors which should also be taken into account in the Court’s
assessment of an appropriate penalty:

(a)  This was not an instance of deliberate intention to breach the AML/CTF
legislation but rather a misapprehension of the requirements of s 41 of the
AML/CTF Act.

(b)  Given that the contraventions all emanated from that common source, namely
CBA’s misapprehension as to its reporting requirements under s 41, they are
properly to be regarded as a single course of conduct for the purposes of
assessing penalty. Each contravention arises from “essentially the same
wrongdoing’.*

(c)  This is not a case where CBA had not taken steps to comply with its statutory
obligation to give SMRs to the AUSTRAC CEO. Rather, at all material times it
had in place systems and processes for complying with its SMR obligations as
described at paragraph 83 of the SAFA.

(d) CBA admitted these contraventions at the earliest opportunity.

122  Since the time of these contraventions, CBA has provided clear directives to relevant
persons that the approach described at paragraphs 119 and 120 above is no longer to
be used. CBA has also implemented various corrective measures specifically directed
to compliance with its SMR obligations, as set out in paragraphs 121 to 123 of the
SAFA.

123 In the circumstances, and taking into account the matters set out in paragraph 55(a)
and paragraphs 80 to 84 of the SAFA and the additional factors in section 4.5 below,
the parties submit that an appropriate penalty for these contraventions is $55 million.

The failures to report information received from law enforcement

124 On 69 occasions, CBA did not give SMRs to the AUSTRAC CEQ, within the required
timeframe, in relation to instances of suspicious account activity indicative of possible
money laundering, dealing in proceeds of crime or otherwise understood to be
relevant to a criminal investigation, in circumstances where CBA had received
requests from law enforcement for account details in the context of a criminal
investigation. In 50 of these cases, CBA did not give SMRs to the AUSTRAC CEO
within the timeframe stipulated by s 41(2)(a) although it subsequently did so. In the
remaining 19 cases, CBA did not give SMRs to the AUSTRAC CEO at all.

125 These contraventions were due to a misapprehension by CBA about the proper
treatment of information received from law enforcement.

126 The contraventions are serious for reasons set out at paragraph 82 of the SAFA.
However, the contraventions occurred in the following circumstances, which the

2 Tabcorp [2017] FCA 1296 at [49].
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parties jointly submit are factors which should also be taken into account in the Court’s
assessment of an appropriate penalty:

(a)  This was not an instance of deliberate intention to breach the AML/CTF
legislation but rather a misapprehension of the requirements of s 41 of the
AML/CTF Act.

(b)  The failures to submit SMRs within the timeframe stipulated by s 41(2)(a) of the
AML/CTF Act arose upon receipt by CBA of notifications from law enforcement
about its customers in respect of 7 discrete investigations as set out in
paragraph 55(b) of the SAFA. The commonalities between these contraventions
should be taken into account for the purposes of assessing penalty.

(c)  This is not a case where CBA had not taken steps to comply with its statutory
obligation to give SMRs to the AUSTRAC CEO. Rather, at all material times it
had in place systems and processes for complying with its SMR obligations as
described at paragraph 83 of the SAFA.

(d) CBA provided intelligence direct to law enforcement and provided assistance in
relation to police investigations.

(e) CBA admitted the contraventions promptly.

Since the time of these contraventions, CBA has introduced progressive
enhancements to its processes for ensuring the proper treatment of relevant
information from law enforcement. CBA has also implemented various corrective
measures specifically directed to compliance with its SMR obligations, as set out in
paragraphs 121 to 123 of the SAFA.

In the circumstances, and taking into account the matters set out at paragraph 55(b)
and paragraphs 80 to 84 of the SAFA and the additional factors in section 4.5 below,
the parties submit that an appropriate penalty for these contraventions is $40 million.

The failures to report false identity

129

130
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On 29 occasions, CBA did not give SMRs to the AUSTRAC CEQ, within the required
timeframe, in relation to suspicions that account holders were not the people they
claimed to be, in circumstances where 29 accounts were opened by two individuals
within a criminal syndicate using false identification, and where CBA had received
information from law enforcement to this effect with the customers being listed across
two email notifications to CBA from the Australian Federal Police.

These contraventions were due to a misapprehension that information of this nature
derived from law enforcement did not need to be reported to AUSTRAC. CBA accepts
that it ought to have given SMRs to the AUSTRAC CEO in respect of this information
and that, although it subsequently reported the information, it did not do so within the
time stipulated by s 41(2)(a) of the AML/CTF Act.

The contraventions are serious for reasons set out at paragraph 82 of the SAFA.
However, the contraventions occurred in the following circumstances, which the
parties jointly submit are factors which should also be taken into account in the Court’s
assessment of an appropriate penalty:

(a) This was not an instance of deliberate intention to breach the AML/CTF
legislation but rather a misapprehension of the requirements of s 41 of the
AML/CTF Act.

(b)  The contraventions arose upon receipt by CBA of 2 notifications from law
enforcement relating to 2 individuals who had opened 29 accounts. The

page 28




image29.jpg
132

133

Application of principles

commonalities between these contraventions should be taken into account for
the purposes of assessing penalty.

(c)  This is not a case where CBA had not taken steps to comply with its statutory
obligation to give SMRs to the AUSTRAC CEO. Rather, at all material times it
had in place systems and processes for complying with its SMR obligations as
described at paragraph 83 of the SAFA.

(d) CBA provided intelligence direct to law enforcement and provided assistance in
relation to police investigations.

(e) CBA gave SMRs to the AUSTRAC CEOQ in respect of related concerns about
transactional activity although failed also to note the false identity concerns.
CBA also acted on the information from law enforcement to prevent further
transactions on these accounts.

(f) CBA admitted these contraventions at the earliest opportunity.

Since the time of these contraventions, CBA has introduced progressive
enhancements to its processes for ensuring the proper treatment of relevant
information from law enforcement. CBA has also implemented various corrective
measures specifically directed to compliance with its SMR obligations, as set out in
paragraphs 121 to 123 of the SAFA.

In the circumstances, and taking into account the matters set out at paragraph 55(c)
and paragraphs 80 to 84 of the SAFA and the additional factors in section 4.5 below,
the parties submit that an appropriate penalty for these contraventions is $15 million.

The failures to report due to discrete errors
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On 11 occasions, CBA did not give SMRs to the AUSTRAC CEOQ, within the required
timeframe, in relation to instances of suspicious account activity indicative of possible
money laundering, dealing in proceeds of crime or structuring transactions to evade
TTR requirements, in circumstances of discrete error. In 1 of these cases, CBA
reported the transactional activity in an SMR 3 weeks late. In the remaining 10 cases,
CBA did not submit SMRs to AUSTRAC at all.

Whilst these contraventions of s 41(2)(a) are serious for reasons set out at paragraph
82 of the SAFA, the contraventions occurred in the following circumstances, which the
parties jointly submit are factors which should also be taken into account in the Court’s
assessment of an appropriate penalty:

(a)  This was not an instance of deliberate intention to breach the AML/CTF
legislation.

(b)  This is not a case where CBA had not taken steps to comply with its statutory
obligation to give SMRs to the AUSTRAC CEO. Rather, at all material times it
had in place systems and processes for complying with its SMR obligations as
described at paragraph 83 of the SAFA.

(c) CBA admitted these contraventions at the earliest opportunity.

Since the time of these contraventions, CBA has implemented various corrective
measures specifically directed to compliance with its SMR obligations, as set out in
paragraphs 121 to 123 of the SAFA.

In the circumstances, and taking into account the matters set out at paragraph 55(d)
and paragraphs 80 to 84 of the SAFA and the additional factors in section 4.5 below,
the parties submit that an appropriate penalty for these contraventions is $15 million.
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4.4 Breaches of s 36(1) — ongoing customer due diligence
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CBA has admitted 80 contraventions of s 36(1) either in whole or in part on the basis
that it failed to sufficiently monitor customers with a view to identifying, mitigating and
managing ML/TF risks. These contraventions occurred between 15 December 2011
(at which point the maximum penalty was $11 million for each contravention) and

1 February 2018 (at which point the maximum penalty was $21 million for each
contravention). The majority of CBA’s admitted contraventions fall between August
2015 and June 2017, during which period the maximum penalty was $18 million for
each contravention.

CBA's failures to comply with s 36(1) emanate from, or are a combination of, five
causes:

(a) insufficient automated transaction monitoring alerts were generated on the
customer’s account for a period in circumstances where there were transactions
that were complex, unusually large, had an unusual pattern, or which had no
apparent economic or visible lawful purpose;

(b)  alerts had been generated in respect of the customer or account, but a review
of the customer or account did not occur quickly enough once that alert had
been triggered;

(c) insufficient consideration was given as to whether CBA should terminate the
customer relationship having regard to the ML/TF risk posed by the customer;

(d) 30 days’ notice was provided to customers of CBA'’s intention to terminate the
customer relationship and close the account, during which the customers were
able to continue transacting without heightened restrictions in place. The delay
in rendering the account inactive once the decision to terminate had been made
resulted in further suspicious or unusual transactional activity; or

(e) CBA’s monitoring or enhanced monitoring of the customer was otherwise
insufficient to mitigate or manage its ML/TF risk in respect of the customer in
accordance with the AML/CTF Rules.

CBA acknowledges that these contraventions are serious for the reasons set out at
paragraph 87 of the SAFA, including because:

(a) CBA took insufficient risk-based steps to monitor these customers or undertake
appropriate enhanced customer due diligence (ECDD) (as applicable) in spite of
warning signs indicating high ML/TF risk.

(b)  As setout at paragraph 87(b) of the SAFA, in some instances transaction
monitoring alerts were not raised at all, were not reviewed in a timely manner or
were reviewed without sufficient regard to intelligence.

(c)  For some customers, CBA was slow to take responsibility for the business
relationship it had with its customers and to decide whether or not to continue
doing business with such individuals. In some cases, this facilitated the further
money laundering of several million dollars.

(d)  Where decisions were ultimately made to close accounts, the customers were
given 30 days’ notice. In many cases, money laundering continued during this
notice period, without enhanced monitoring in place to ensure that it was
detected and addressed promptly.

(e) CBAfailed to put a timely stop on 1 account in respect of which it had formed
suspicions of terrorism financing, during which time the customer attempted
further transactions.
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(f) The failure to properly monitor some of these customers meant that some
matters that should have been flagged and reported as suspicious under s 41
were not identified.

However, the contraventions occurred in the following circumstances (see paragraph
88 of the SAFA), which the parties jointly submit are factors which should also be
taken into account in the Court's assessment of an appropriate penalty:

(@) These were not instances of deliberate intention to breach the AML/CTF
legislation. Rather, they occurred in circumstances where, at all material times,
CBA’s Program was in place, which included systems and processes for
complying with CBA'’s customer due diligence obligations. CBA applied these
systems and processes to its customers.

(b)  Overthe contravention period, CBA made a number of enhancements to its
documentation, systems, resourcing and training relevant to customer due
diligence. Further, since these contraventions were identified, CBA has
undertaken a range of further enhancements, as set out in paragraphs 121 to
124 of the SAFA.

(¢)  Inaccordance with CBA’s Program and its supporting documents, processes,
systems and controls, in the period from 1 January 2012 to 31 December 2017,
the Transaction Monitoring team reviewed approximately 234,000 alerts and
filed over 44,000 SMRs and between 1 July 2012 and 31 December 2017 it
exited more than 4,800 customers.

(d) CBA admitted the contraventions promptly.

In the circumstances, and taking into account the matters set out at paragraph 58 and
paragraphs 85 to 89 of the SAFA and the additional factors in section 4.5 below, the
parties submit that an appropriate penalty for these contraventions is $170 million.

Other matters relevant to penalty

143

As set out above, s 175(3) of the AML/CTF Act requires the Court to have regard to
“all relevant matters” in determining the appropriate penalties to be imposed on CBA.
The paragraphs below set out the parties’ joint submissions as to those principles
which they together consider to apply to the present circumstances.

Absence of past similar conduct

144

145

No findings have been made against CBA in the past in relation to similar conduct,
either in Australia or elsewhere. This may be contrasted with cases where the
contravening party has shown a tendency to be “recidivist” or to “[continue] to thumb
its nose” at particular laws, in which case previous penalties may have been
insufficient to achieve the purpose of specific deterrence.®®

As a result, none of the factors set out in ss 175(3)(d) to (g) of the AML/CTF Act are
present.

CBA’s size and financial position

146

It is appropriate that the Court have regard to a company’s size and profitability in
determining the pecuniary penalty. This is relevant to the consideration of the extent to

% Cf. Australian Building and Construction Commissioner v Construction, Forestry, Mining and Energy Union [2017]
FCAFC 113 at [159].
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which the penalty achieves deterrence and the need to ensure that it is sufficient to
achieve specific and general deterrence.” The penalty should be set at a level that
would be meaningful for a company with similar levels of profitability.95

147 In ACCC v ANZ, Wigney J stated at [89]:

The size of the contravening corporation does not of itself justify a
higher penalty than might otherwise be imposed: Australian
Competition and Consumer Commission v Coles Supermarkets
Australia Pty Ltd [2015] FCA 330; (2015) 327 ALR 540 at 559-561
[89]-[92]. The size of the corporation may, however, be particularly
relevant in determining the size of the pecuniary penalty that would
operate as an effective deterrent. The sum required to achieve that
object will generally be larger where the company has vast resources:
Australian Competition and Consumer Commission v Leahy
Petroleum Pty Ltd (No 3) [2005] FCA 265; (2005) 215 ALR 301 at 309
[39]; Australian Competition and Consumer Commission v Apple Pty
Limited [2012] FCA 646 at [38].

148 CBAIs, on any view, a large corporation. It is a leading provider of financial services,
and it is used by as many as 1 in 3 Australians as their main financial institution. CBA
maintains approximately 1,350 branches, servicing approximately 16.6 million
customers and processing over 16 million transactions per day. It also employs
approximately 51,800 people. As a publicly listed company, CBA reported a Net Profit
After Tax for the full year ending 30 June 2017 of approximately $9.928 billion (of
which, approximately 75 per cent was returned to shareholders through dividends,
with the balance reinvested).

Specific and general deterrence

149 A penalty of this magnitude would clearly be sufficient to deter CBA from reoffending
and others from offending.

Period of contravening conduct
150 The period of the contraventions varies:

(a) Astothe admitted contraventions of s 41(2)(a) of the AML/CTF Act, the
contraventions occurred between 28 August 2012 and 7 June 2017 with half
occurring between March 2015 and December 2015.

(b)  As to the admitted contraventions of s 43(2) of the AML/CTF Act, the
contraventions occurred from November 2012 to September 2015.

(c)  Asto the admitted contraventions of s 82(1) of the AML/CTF Act:

0] the contraventions regarding risk assessments and appropriate risk-
based systems and controls in respect of IDMs occurred for a period of 6
years; and

(iiy  the contravention regarding the Affected Accounts occurred for a period
of nearly 3 years (from October 2012 to October 2015).

* See ACCC v Coles [2015] FCA 330; (2015) 327 ALR 540 at [92] per Allsop CJ.
* Australian Competition and Consumer Commission v Apple Pty Limited [2012] FCA 646 at [39].
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(d)  Astothe admitted contraventions of s 36(1) of the AML/CTF Act, the majority
related to periods of under 12 months (with 21 of those cases being for a period
of 3 months or less). In 11 cases the period exceeded 2 years.

Conduct of CBA Board and senior management

151

152

153

154
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As set out in the various sections above, the contraventions were not a consequence
of a deliberate intention to contravene the AML/CTF Act.

The AML/CTF Rules require the ongoing oversight of Part A of CBA’s Program by the
Board and senior management.

During the contravention period:

(a) the Board received reports from senior management in relation to AML/CTF
compliance, which contained input from personnel with direct responsibility for
and oversight of the AML/CTF function; and

(b) CBA's senior management received reports in relation to AML/CTF compliance
from personnel engaged in direct responsibility for and oversight of the
AML/CTF function and oversaw a range of measures directed to enhancing its
AML/CTF function, including measures described in Section E of the SAFA.

CBA now acknowledges that it did not take all necessary steps to appropriately
identify, mitigate and manage the ML/TF risks of IDMs.

CBA acknowledges that there were deficiencies in oversight, accountabilities and
resources in respect of its AML/CTF compliance and risk management functions.

In recognition of the importance of compliance with CBA’s AML/CTF obligations and
the collective responsibility of the Board and senior management, CBA reduced the
director fees for non-executive directors by 20% in the 2018 financial year and
reduced to zero the Short Term Variable Remuneration outcomes for the CEO and
group executives for the financial year ended 30 June 2017.

Loss or damage

157

158

159

160

During the relevant period, CBA has operated a high volume business. As described
in paragraph 150(c)(i) above, this occurred in circumstances where CBA had not
conducted a risk assessment or introduced sufficient appropriate risk-based controls
by introducing daily limits in respect of its IDM channel for a period of 6 years.

During the time that daily limits had not been introduced, several million dollars of
money-laundering occurred through CBA’s IDMs and some of the persons involved in
the syndicates laundering money through IDMs have been prosecuted and convicted
of unlawful activity.

Had CBA introduced daily limits earlier it would have disrupted money laundering
activity through IDMs by syndicates involved in the importation and distribution of
drugs including methamphetamine.

CBA also acknowledges that:

(@)  while it did ultimately submit all required TTRs to AUSTRAC by 24 September
2015, the failure of CBA to give TTRs to AUSTRAC within the requisite time
frame impeded the efforts of AUSTRAC and law enforcement agencies by
depriving them of intelligence that the AML/CTF Act intends they be supplied;
and

(b)  while it did submit at least 264 SMRs in respect of the customers the subject
these Proceedings and also provided assistance direct to law enforcement in
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many instances, the failure to file SMRs within the requisite timeframe meant
that AUSTRAC and law enforcement were denied intelligence to which they are
entitled under the AML/CTF Act involving millions of dollars of proceeds of
crime — mostly connected with drug importation and distribution, which
intelligence could have been used to identify, disrupt and prosecute this
unlawful activity.

Corrective measures

161 As detailed in the SAFA, CBA has made a considerable investment in its AML/CTF
function. This has included an investment of more than $400 million on AML/CTF
compliance, including expenditure on upgrading and enhancing its AML/CTF
technology, updating its process documentation, investing in further resourcing and
strengthening training of personnel.

162  Since the commencement of the Proceedings, CBA has continued to implement
AML/CTF enhancements to CBA’s AML/CTF processes, systems and controls,
including those detailed at paragraphs 105 to 124 of the SAFA.

CBA’s co-operation with AUSTRAC

163 At all times CBA has invested in building a productive, cooperative and transparent
relationship with AUSTRAC, examples of which are provided in Section E.6 of the
SAFA.

164 Following the commencement of the Proceeding, CBA has co-operated with the
AUSTRAC CEO by making a number of admissions at the earliest opportunity in its
Defence and Amended Defence (as applicable). It has also responded to the
AUSTRAC CEO's extensive informal requests for documents and information, as well
as the AUSTRAC CEO's informal request for further and better particulars. CBA
initiated communication with the AUSTRAC CEOQ in respect of the mediation in the
Proceeding, participated in the mediation process, and ultimately reached agreement
with the AUSTRAC CEO as to the contraventions of the AML/CTF Act that are now
the subject of the proposed orders.

165 CBA'’s willingness to make admissions at the first available opportunity, to respond to
document and information requests without the need for a formal interlocutory
application, and to agree to a substantial penalty without the need for a complex and
lengthy contested hearing has resulted in considerable savings to both AUSTRAC and
the community.

Contrition and remorse

166 CBA has acknowledged the seriousness of its contraventions, and has taken
significant steps to address the underlying deficiencies that led to these
contraventions. CBA has expressed sincere contrition and remorse for the
contraventions as set out at paragraph 104 of the SAFA. It is significant that CBA has
taken very substantial steps to enhance its internal processes with a view to avoiding
future contraventions as set out at paragraphs 105 to 124 of the SAFA.

Conclusions

167 Inthe premises, the parties submit that the Court has jurisdiction to make the orders
jointly proposed by them.
168  Further, the parties submit that the penalty they have agreed is at a level that:

(a) evidences the Court’s disapproval of CBA's conduct;
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(b)  will operate as a strong deterrent to others from contravening the AML/CTF Act,
recognising that Parliament has seen fit to impose significant maximum
penalties for each civil penalty provision under the AML/CTF Act;

(c) reflects the totality of the contravening conduct; and

(d) s sufficient for the purposes of achieving specific deterrence.

Costs

169 CBA has agreed to pay the AUSTRAC CEO's costs in the amount of $2.5 million

(excluding GST).

Date: June 2018

Simon White SC, Daniel Tynan and Amelia
Avery-Williams of counsel for the Applicant

Australian Government Solicitor,
Lawyers for the Applicant

John Sheahan QC and Nicholas Bender of
counsel for the Respondent

Herbert Smith Freehills,
Solicitors for the Respondent
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SCHEDULE 1

SHORT MINUTES OF ORDER

No. NSD 1305 of 2017

Federal Court of Australia
District Registry: New South Wales

Division: General

Chief Executive Officer of the Australian Transaction Reports and Analysis Centre

Applicant

Commonwealth Bank of Australia
ACN 123 123 124

Respondent

THE COURT DECLARES THAT:

1. The Respondent:

a. contravened s 82(1) of the Anti-Money Laundering and Counter-Terrorism
Financing Act 2006 (Cth) (Act) on 14 occasions by failing to comply with
Section 2 of Part A of its joint anti-money laundering and counter-terrorism
financing program with respect to designated services provided through
Intelligent Deposit Machines;

b. contravened s 82(1) of the Act by failing to comply with the provisions of the
transaction monitoring program included in Part A of its joint anti-money
laundering and counter-terrorism financing program with respect to 778,370

accounts from 20 October 2012 to 12 October 2015;
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c. contravened s 43(2) of the Act on 53,506 occasions by failing to give reports of
threshold transactions to the Applicant within the timeframe stipulated by
s 43(2) of the Act;

d. contravened s 41(2)(a) of the Act on 120 occasions by failing to give
suspicious matter reports to the Applicant within 3 business days of forming a
suspicion on reasonable grounds that information that the Respondent had
may be relevant to the investigation of, or prosecution of a person for, an
offence against a law of the Commonwealth or a State;

e. contravened s 41(2)(a) of the Act on 29 occasions by failing to give suspicious
matter reports to the Applicant within 3 business days of forming a suspicion
on reasonable grounds that the customer was not who they claimed to be; and

f. contravened s 36(1) of the Act in respect of 80 customers by failing sufficiently
to monitor those customers in relation to the provision of its services with a
view to identifying, mitigating and managing the money laundering or terrorism

financing risks it reasonably faced.

THE COURT ORDERS THAT:

2. The Respondent pays to the Commonwealth of Australia a pecuniary penalty pursuant
to s 175(1) of the Act in the total sum of AUD$700 million within 28 days of the date of
this order.

3. The Respondent pays the Applicant’s costs as agreed within 28 days of the date of
this order.

4. The proceedings otherwise be dismissed.
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NSD1305 of 2017
Federal Court of Australia
District Registry: New South Wales
Division: General

CHIEF EXECUTIVE OFFICER OF THE AUSTRALIAN
TRANSACTION REPORTS AND ANALYSIS CENTRE
Applicant

COMMONWEALTH BANK OF AUSTRALIA
ACN 123 123 124

Respondent

STATEMENT OF AGREED FACTS AND ADMISSIONS

A INTRODUCTION

1 This Statement of Agreed Facts and Admissions (SAFA) is made for the purposes of
s 191 of the Evidence Act 1995 (Cth) (Evidence Act) jointly by the Applicant (the
Chief Executive Officer (CEO) of the Australian Transaction Reports and Analysis
Centre (AUSTRAC)), and the Respondent, Commonwealth Bank of Australia (CBA).

2 The SAFA relates to Proceedings NSD1305 of 2017 commenced by the CEO of
AUSTRAC against CBA on 3 August 2017 (Proceedings). By the Proceedings, the
CEO of AUSTRAC has sought declarations that CBA contravened particular
provisions of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006
(Cth) (AML/CTF Act), and orders that it pay pecuniary penalties to the
Commonwealth.

3 This document identifies the facts relevant to the contraventions admitted by CBA for
the purpose of the Proceedings. The facts agreed to, and the admissions made, are
agreed to and made solely for the purpose of the Proceedings and do not constitute

any admission outside of the Proceedings.

4 For the purposes of the Proceedings only, CBA admits that it contravened ss 36(1),
41(2)(a), 43(2) and 82(1) of the AML/CTF Act in particular respects as set out in
Section D of this SAFA.

5 The parties have reached agreement as to the terms of relief to be sought from the
Court to resolve the Proceedings. The parties acknowledge that, under s 175 of the
AML/CTF Act, it is ultimately for the Court to determine whether CBA contravened a
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civil penalty provision and the quantum of any pecuniary penalties and other relief that
should be ordered

The parties respectfully request that the Court make orders in the form set out in the

accompanying draft orders on the basis of the specific admissions in this SAFA.

PARTIES AND BACKGROUND

B.A1

B.2

10

"

12

AUSTRAC

The AUSTRAC CEO is appointed pursuant to s 211 of the AML/CTF Act. She is
charged with enforcing compliance with the AML/CTF Act and subordinate legislation,
including the Anti-Money Laundering and Counter-Terrorism Financing Rules
Instrument 2007 (No.1) (AML/CTF Rules) and has brought the Proceedings in that

capacity.
CBA

CBA is a company incorporated in Australia. it is and was at all material times a
reporting entity within the meaning of s 5 of the AML/CTF Act and a provider of
designated services to customers within the meaning of s 6 of the AML/CTF Act.

At all material times, CBA has been an Authorised Deposit-Taking Institution (AD1),
being a corporation which is authorised under the Banking Act 1959 (Cth) (Banking
Act) to take deposits from customers, and has been licensed to carry on banking

business in Australia under the Banking Act.

CBA is a leading provider of financial services, including retail, business and
institutional banking and wealth management products and services. It is used by as

many as 1 in 3 Australians as their main financial institution.

CBA reported a Net Profit After Tax for the full year ending 30 June 2017 of
approximately $9,928 million." Of this, approximately 75% was returned to

shareholders through dividends with the balance reinvested.?

CBA maintains approximately 1,350 branches, servicing approximately 16.6 million

customers.® CBA employs approximately 51,800 people.*

' hitps:/fwww.commbank.com.au/about-us/shareholders/financial-information/results.html (accessed 16/10/2017).

2 CBA Annual Report 2017, page 5.

® CBA Annual Report 2017, page 13,
* CBA Annual Report 2017, page 13.
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Reflecting its scale, size of customer base and geographic spread of operations, at all
material times CBA has operated complex computer and management systems and
controls. CBA processes over 16 million transactions per day.

Background to CBA’s AML/CTF operations

Section 81 of the AML/CTF Act stipulates that a reporting entity must not commence
to provide a designated service to a customer if the reporting entity has not adopted,
and does not maintain, an anti-money laundering and counter-terrorism financing
(AML/CTF) program, which includes a “Part A” and a “Part B".

Section 85(2) of the AML/CTF Act requires Part A of an AML/CTF program to:

(a) have the primary purpose of identifying, mitigating and managing the risk
that the reporting entity may reasonably face that its provision of designated
services might involve or facilitate money laundering or terrorism financing
(ML/TF risk);

(b) have regard to certain matters described at Part 9.1 of the AML/CTF Rules,
including the type of ML/TF risk that might be reasonably faced by the
reporting entity in determining and putting in place appropriate risk-based
systems and confrols; and

(c) otherwise comply with the AML/CTF Rules, including by having a transaction
monitoring program and an enhanced customer due diligence (ECDD)
program that have regard to certain matters described at Chapter 15 of the
AML/CTF Rules.

At all material times CBA has had in place:

(a) an AML/CTF function directed to the purpose of enabling CBA to comply
with its obligations under the AML/CTF Act;

(b) a joint AML/CTF program which included both a Part A and a Part B (CBA’s
Program), which had been adopted by CBA; and

(c) designated management positions and personnel with direct responsibility
for carrying out, and having oversight of, CBA’s AML/CTF function.

Part A of CBA’s Program was maintained and updated over time, and relevantly

comprised the following versions:

(a) version 5.0 operated for the period from 28 October 2010 to 25 June 2014;
{b) version 5.5 operated for the period from 26 June 2014 to 31 December
2015;

(c) version 6.0 operated for the period from 1 January 2016 to 14 June 2016;
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(d) version 7.0 operated for the period from 15 June 2016 to 5 June 2017; and
(e) version 8.0 operated for the period from 6 June 2017 to date.

At all material times, Part A of CBA’s Program included an ongoing customer due
diligence (OCGDD) program (OCDD Program), which included risk-based systems and
controls to monitor the provision by CBA of designated services to its customers for

the purpose of identifying, mitigating and managing its ML/TF risk.
The OCDD Program relevantly contained:

(a) a transaction monitoring program (Transaction Monitoring Program),

including:

(i) a Financial Crime Platform (FCP) operated by CBA that generated
automated transaction monitoring alerts (Automated TM Alerts).
Automated TM Alerts were triggered according to CBA’s rule
parameters within the FCP, which ran a system of rules over
transactions in order to detect customer activity that was potentially

unusual or suspicious;

(i) a system for CBA employees who identified potentially suspicious
customer activity, such as during the course of customer
interactions or periodic review of customer transaction data, to
raise manual alerts (Manual Alerts), generally by completing a
Suspect Transaction Report (STR);

(iii) a platform for receiving and reviewing both Automated TM Alerts
and Manual Alerts and filing suspicious matter reports (SMRs),

being the Pegasus Financial Crime Case Management System

(Pegasus);
(b) a system for complying with CBA’s suspicious matter reporting obligations;
and
(©) an enhanced customer due diligence (ECDD) program (ECDD Program),

including risk-based systems and controls directed to undertaking measures
appropriate to the circumstances in cases where one or more of the

circumstances in r 15.9 of the AML/CTF Rules arises.

Underpinning CBA’s Program, at all material times, CBA had in place a number of
further documents including Group Standards, Standard Operating Procedures, User
Guides and Reference Guides, which were maintained by CBA and updated from time
to time. These documents provided further specificity of the requirements, processes,
systems and controls for CBA’s Program, including in respect of the OCDD Program
and CBA’s approach to ML/TF risk.
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21 In support of the OCDD Program, at all material times CBA employed a team of
personnel who were responsible for reviewing and investigating Automated TM Alerts
and Manual Alerts, considering and actioning SMRs and undertaking ECDD as
required (AML Operations team). Responsibilities within the AML Operations team
were further divided into groups that included a Transaction Monitoring team and a
Customer Risk team. During the relevant period, within these groups:

(a) Analysts in the Transaction Monitoring team were responsible for the initial
review and investigation of Automated TM Alerts and Manual Alerts, related
customer due diligence and escalation of potentially suspicious matters to
Senior Analysts within the same team;

(b) Senior Analysts in the Transaction Monitoring team were responsible for
considering escalated matters, forming suspicions and submitting SMRs to
the AUSTRAC CEO where appropriate, and performing quality assurance on
the work undertaken by Analysts;

{c) Analysts in the Customer Risk team were responsible for the initial review
and investigation of High Risk Customer (HRC) alerts, considering
customers who had been subject to SMRs and designating customers with
HRC status, undertaking further customer due diligence in respect of HRC
customers and customers who had been subject to SMRs and PEPs, and
preparing HRC reports recommending to the relevant business unit whether
to terminate a business relationship with a customer; and

(d) Senior Analysts in the Customer Risk team were responsible for reviewing
and approving HRC reports and other matters escalated by Analysts,
escalating HRC reports to relevant business units once approved and
performing a second level review and quality assurance on the work
undertaken by Analysts.

Cc FACTS RELEVANT TO LIABILITY

[on] Risk Assessments

22 By section 82(1) of the AML/CTF Act, CBA was obliged to comply with Part A of
CBA'’s Program.

23 As required by the AML/CTF Act and AML/CTF Rules, at all material times Part A of

CBA's Program (and documents underpinning this, including a Group Standard on
Risk Identification and Assessment Methodology) required that CBA identify, mitigate
and manage ML/TF risk by undertaking ML/TF risk assessments, including in respect
of new methods of designated service delivery and new or developing technologies
used for the provision of a designated service prior to adopting them.
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CBA'’s Program, under Part A and the applicable Group Standard, required it to:

(a) assess the inherent ML/TF risk posed by each new method of designated

service delivery and new or developing technology prior to adoption;

(b) review ML/TF risk assessments where there are significant instances of

money laundering using CBA'’s products or services;
(c) carry out periodic reviews of risk attributes and methodologies; and

(d) ensure any material ML/TF risks identified were to be subject to systems and

controls to manage them.

Risk assessments are a central component of a reporting entity’s compliance with the

obligation to mitigate and manage ML/TF risk.

In May 2012, CBA introduced a new channel for providing designated services in the
form of an Intelligent Deposit Machine (IDM). IDMs were introduced as part of a
project to refresh CBA’s Automated Teller Machine (ATM) fleet, starting with 5 IDMs.
The IDM was, and is, a type of ATM which has the functionality to accept cash and
cheque deposits into CBA accounts. Funds could be deposited using a CBA branded
card or a card of any other financial institution (OFI). Funds can only be deposited to
the account of a CBA customer. In contrast to an ordinary or older ATM, any cash
deposited through an IDM is automatically counted by the machine and is instantly
credited to the nominated beneficiary CBA account. Those funds are immediately
available for transfer, including for international transfer. In November 2017, a daily
limit was applied to cash deposits made to a CBA customer's personal account when
the cash was deposited using a CBA branded card. In April 2018, daily limits were
implemented on the amount of cash that could be deposited into a CBA customer’s

personal or business account via an IDM.

The ML/TF risks of providing designated services through [DMs were high and
obvious at all relevant times because cash could be deposited anonymously at any
time at hundreds of locations and transferred immediately, either domestically or

internationally, without any limit being imposed.

Prior to the introduction of IDMs, CBA considered certain AML/CTF matters, including
identifying that threshold transactions might occur through IDMs and designing
systems to notify those transactions to AUSTRAC through threshold transaction
reports (TTRs). At all times from the launch of IDMs, CBA applied its Transaction
Monitoring Program to transactions occurring through IDMs. However, contrary to the
requirements of CBA’s Program, CBA did not undertake an ML/TF risk assessment

specific to IDMs prior to them being introduced.

The ML/TF risks of IDMs changed significantly throughout the period on and from May
2012 when |IDMs were first rolled out, as cash deposits into IDMs grew. In May 2012
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when the first 5 IDMs were first rolled out, cash deposits for that month totalled
$868,825. By May 2017, at which time there were 805 IDMs, cash deposits for that
month were about $1.7 billion.

In 2014, CBA submitted SMRs to AUSTRAC relating to suspicions that money-
laundering was occurring through its IDMs. However, CBA did not at that time
undertake an ML/TF risk assessment of its IDMs and no new and appropriate risk-

based controls were introduced to mitigate and manage the high ML/TF risks of [DMs.

By around July 2015, CBA had evidence that criminal syndicates were laundering
several millions of dollars through its IDMs. CBA identified these significant instances
of money laundering through its own transaction monitoring and its own intelligence
and analysis, and was interacting with law enforcement regarding this activity,
including with serious organised crime units of the Australian Federal Police (AFP).
CBA later also interacted with New South Wales Police and Western Australian Police

regarding this activity.

In July 2015, CBA undertook an assessment of the inherent ML/TF risk of IDMs and
assessed the IDMs to have a high inherent ML/TF risk. However, this assessment did
not follow the procedures set out in CBA’s Program and no new and appropriate risk-

based controls were introduced to mitigate and manage the high ML/TF risks of IDMs.

On 18 December 2015, AUSTRAC provided a number of banks, including CBA, with a
confidential Methodologies Brief regarding ATM Deposits (the Methodologies Brief).
In the Methodologies Brief, AUSTRAC identified possible indicators to assist industry
to identify potential money laundering through ATMs (with the reference to ATMs
being understood to include reference to IDMs). The Methodologies Brief recorded
that ATMs presented money laundering syndicates with the opportunity to deposit
large amounts of cash into accounts without imposing a daily cash deposit limit. This
lack of daily deposit limits, coupled with the ability to deposit cash anonymously, was
said to present a ‘significant vulnerability’.

However, GBA did not at that time undertake an ML/TF risk assessment of its IDMs
and no new and appropriate risk-based controls were introduced to mitigate and
manage the high ML/TF risks of IDMs. CBA did not act at that time to introduce daily
limits for cash deposits through IDMs to mitigate or manage the identified risk. CBA
continued to rely on detective controls in the form of its Transaction Monitoring
Program, but acknowledges that these controls were not appropriately risk-based.

In July 2016, CBA undertook a further assessment of the inherent ML/TF risk for
IDMs. CBA again assessed the IDMs to have a high inherent ML/TF risk, but
concluded that the residual risk of the IDMs were low, taking into account application
of CBA’s Transaction Monitoring Program. The risk assessment noted that SMRs
were being submitted in respect of transactions conducted through IDMs and so were
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successfully identifying suspicious transactions. However, this assessment did not
follow the procedures set out in the CBA’s Program and no new and appropriate risk-
based controls were introduced to mitigate and manage the high ML/TF risks of IDMs.

CBA undertook a further assessment of the inherent ML/TF risk for IDMs in October
2017, after the commencement of these proceedings. CBA decided to impose daily
limits to cash deposits through IDMs. In that risk assessment, CBA recorded its
decision to introduce daily limits for cash deposits made using personal CBA branded
cards, business CBA branded cards and OFI cards. This was to be done in stages
(due to time needed to effect the change in systems). In November 2017, CBA
imposed daily limits on cash deposits through IDMs in the form of a $20,000 limit on
cash deposits made to personal CBA accounts using a CBA branded card. No daily
limits were introduced for cash deposits into CBA accounts using OF| cards. No limits
were imposed on the number of CBA branded cards that could be used to deposit
cash daily into CBA accounts. No daily limits were introduced for deposits, using a
CBA branded card, into CBA business accounts. There were no daily limits on the
amount of cash that could be deposited into a CBA account.

In April 2018, CBA undertook a further assessment of the inherent ML/TF risk for
IDMs. CBA decided to impose a $10,000 fimit on cash deposits through IDMs made to
CBA personal and business accounts, subject to accounts of certain business
customers and institutional banking customers having a higher limit. On 12 April 2018,

CBA implemented those account-based daily limits.

It was not until GBA introduced daily limits on cash deposits through IDMs
commencing in November 2017 and completed by 12 April 2018 that CBA adopted
sufficient appropriate risk-based controls to mitigate and manage the ML/TF risk
posed by IDMs.

As a consequence of the matters set out in paragraphs 28 to 38 above, CBA
contravened s 82(1) of the AML/CTF Act on 14 occasions by failing to comply with

procedures in its Part A Program by failing to:

(a) undertake an assessment of the inherent ML/TF risk in respect of IDMs prior
to the introduction of IDMs in or around May 2012;

{b) introduce sufficient appropriate risk-based controls to mitigate and manage
the ML/TF risks posed by IDMs in or around May 2012;

{c) undertake a periodic assessment of the inherent ML/TF risk in respect of
IDMs in early 2014;

{d) introduce sufficient appropriate risk-based controls to mitigate and manage
the ML/TF risks posed by IDMs by introducing daily limits in early 2014,
following the periodic assessment;
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(e) undertake an assessment of the inherent ML/TF risk in respect of IDMs in
mid to late 2014;

(f introduce sufficient appropriate risk-based controls to mitigate and manage
the ML/TF risks posed by IDMs by introducing daily limits in mid to late 2014;

(9) undertake an assessment of the inherent ML/TF risk in respect of the IDMs
that complied with CBA’s Program in July 2015;

(h) introduce sufficient appropriate risk-based controls to mitigate and manage
the ML/TF risks posed by IDMs by introducing daily limits in July 2015;

(i) undertake an assessment of the inherent ML/TF risk in respect of the IDMs
in December 2015;

0] introduce sufficient appropriate risk-based controls to mitigate and manage
the ML/TF risks posed by IDMs by introducing daily limits in December 2015;

(k) undertake a periodic assessment of the inherent ML/TF risk in respect of
IDMs that complied with CBA’s Program in mid-2016;

0] introduce sufficient appropriate risk-based controls to mitigate and manage
the ML/TF risks posed by IDMs by introducing daily limits in mid-2016,

following the periodic assessment;

(m) undertake an assessment of the inherent ML/TF risk in respect of the IDMs
that complied with CBA’s Program in 2017 at a time prior to October 2017;
and

(n) introduce sufficient appropriate risk-based controls to mitigate and manage
these ML/TF risks by introducing daily limits in 2017 at a time prior to
November 2017.

Threshold Transaction Reporting to AUSTRAC

By s 43(2) of the AML/CTF Act, CBA was at all material times obliged to submit a TTR
to the AUSTRAC CEO within 10 business days after the day on which a threshold
transaction took place.

Between November 2012 and September 2015, CBA failed to submit TTRs in respect
of 53,506 threshold transactions to the AUSTRAC CEO within 10 business days after

the day on which the transaction took place.

The 53,506 TTRs relate to certain cash deposits which occurred through IDMs.
Between May 2012 and October 2012, CBA had in place an automated process to
identify threshold transactions through IDMs and report TTRs to the AUSTRAC CEO
(the TTR process). The TTR process identified transactions by transaction codes and
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automatically generated TTRs in respect of threshold transactions by reference to

those transaction codes.

When IDMs were launched, two transaction codes were used to identify the types of
deposits involving cash that could be made through IDMs, being transaction codes
5022 and 4013. CBA’s system for TTR reporting was programmed to identify cash
transactions of $10,000 or more deposited via an IDM by undertaking an automated
search of system data for transactions using these transaction codes. Where the
amount of cash deposited (or the cash component where it was a mixed deposit of
cash and cheque) was $10,000 or more, the system automatically generated a TTR
for submission to AUSTRAC.

In June 2012, an issue was identified regarding an error message which appeared in
Netbank, CBA'’s electronic banking site for its customers, in respect of cash-only
deposits made at IDMs. In or around November 2012, to address that error message
appearing in Netbank, a third transaction code was introduced for certain cash
deposits through IDMs, being transaction code 5000. However, at that time the TTR
process was inadvertently not updated and configured to automatically search for
transactions with the transaction code 5000 (in addition to the 5022 and 4013
transaction codes) for the purposes of TTR reporting to AUSTRAC. As a result, cash
deposits through IDMs identified by transaction code 5000 did not automatically
generate TTRs from 5 November 2012 to 1 September 2015. Each of the 53,506
TTRs was a cash deposit through an IDM which was identified by reference to

transaction code 5000.

On 11 August 2015, AUSTRAC contacted CBA regarding two threshold transactions
made through IDMs that were referred to in an SMR submitted by CBA to the
AUSTRAC CEO on 7 August 2015, in circumstances where AUSTRAC could not find
two corresponding TTRs being given by CBA. In investigating this inquiry, CBA
identified that TTRs were potentially not being reported automatically in the case of

threshold transactions involving certain cash deposits through IDMs.

As described further at paragraph 70 below, CBA immediately took steps to
investigate and address this issue, in the course of which it identified the
53,506 threshold transactions in respect of which TTRs had not been submitted.

CBA ultimately submitted 2 of the TTRs to the AUSTRAC CEO late on 24 August
2015 and the remaining 53,504 TTRs late on 24 September 2015.

As a consequence of the matters set out in paragraphs 41 to 47 above, CBA
contravened s 43(2) of the AML/CTF Act by failing to give 53,506 TTRs to the
AUSTRAC CEO within the timeframe stipulated by s 43(2) of the AML/CTF Act.
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Transaction Monitoring Program

By section 82(1) of the AML/CTF Act, CBA was obliged to comply with Part A of
CBA’s Program.

At all relevant times, Part A of CBA’s Program provided that certain CBA products and
services were to be subject to ‘Priority Monitoring’. The expression ‘Priority Monitoring’
relevantly referred to the automated monitoring of transactions conducted through
those products and services (including account-level monitoring) using a systems-
based solution. The FCP was one such systems-based solution.

From 20 October 2012 to 12 October 2015, Automated TM Alerts were not always
generated as intended, either at all or for a period of time, in respect of

778,370 accounts (together, the Affected Accounts), which accounts were otherwise
intended to be subject to account-tevel automated transaction monitoring through the
FCP. This occurred as a result of an error, which arose in the process of merging data
from two systems on or around 20 October 2012. Due to the error:

(a) the ‘account type description’ field (which indicated whether the account was
a personal account or a commercial account) for each of the Affected
Accounts was not populated within the FCP; and

(b) as a result, the account-level automated transaction monitoring rules did not
operate as intended in respect of the Affected Accounts, in circumstances
where automated transaction monitoring rules depended on whether an
account was described as either a personal account or a commercial

account.

CBA identified the computer coding error itself on or around 16 June 2014. By or
about 19 September 2014, it had undertaken rectification work such that the error was
fixed and could no longer cause the ‘account type description’ field of CBA accounts to
be left blank. By 12 October 2015:

(@) CBA had completed the population of the ‘account type description’ field for

each of the Affected Accounts; and

(b) automated transaction monitoring was operating as intended in respect of
the Affected Accounts, which were each subject to account-level automated
transaction monitoring.

As a consequence of the matters set out in paragraphs 50 to 52 above, CBA failed to
comply with its Transaction Monitoring Program in respect of the Affected Accounts, in
contravention of s 82(1) of the AML/CTF Act, from 20 October 2012 to 12 October
2015.
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Suspicious matter reporting to AUSTRAC

By s 41(2)(a) of the AML/CTF Act, CBA was at all material times obliged to submit an
SMR to AUSTRAC within 3 business days of forming a suspicion on reascnable

grounds that either:

(a)

(b)

a person to whom it commenced, or proposed, o provide a designated

service was not the person they claimed to be; or

CBA had information concerning the provision, or prospective provision, of
that designated service that may be relevant to the investigation of, or
prosecution of a person for, an offence against a law of the Commonwealth
or of a State or Territory.

Between 28 August 2012 and 7 June 2017, CBA did not submit SMRs to AUSTRAC
within the time frame stipulated by s 41(2)(a) as follows:

(a)

On 40 occasions, CBA did not submit SMRs, within the required time frame,
in relation to instances of suspicious account activity indicative of possible
money laundering or structuring transactions to evade TTR requirements, in
circumstances where CBA had already submitted an SMR in relation to the
relevant customer within the previous 3 months about a similar pattern of
activity on the same account. In 18 of these cases, CBA did not submit
SMRs to AUSTRAC within the time frame stipulated in s 41(2)(a) although it
subsequently did so. In the remaining 22 cases, CBA did not submit SMRs
to AUSTRAC at all.

This approach was adopted by the Transaction Monitoring team due to a
misapprehension of the requirements of s 41 of the AML/CTF Act. CBA
accepts that it ought to have submitted SMRs on each occasion when further
suspicious transactions were identified regardless of whether they were
considered to be qualitatively similar.

On 69 occasions, CBA did not submit SMRs, within the required time frame,
in relation to instances of suspicious account activity indicative of possible
money laundering, dealing in proceeds of crime or otherwise understood to
be relevant to a criminal investigation, in circumstances where CBA had
received requests from law enforcement for account details in the context of
a criminal investigation. In 50 of these cases, CBA did not submit SMRs to
AUSTRAC within the time frame stipulated in s 41(2)(a) although it
subsequently did so. In the remaining 19 cases, CBA did not submit SMRs
to AUSTRAC at all. This was due to a misapprehension about the proper
treatment of information received from law enforcement. Further, of these

occasions:
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7 of the cases relate to customers the subject of an AFP
investigation into a possible money laundering syndicate
(Syndicate 1);

6 of the cases relate to customers the subject of a New South
Wales Police investigation into a possible cuckoo smurfing
syndicate (Strike Force A1), with each customer being listed in the

same email notification to CBA from the New South Wales Police;

6 of the cases relate to customers the subject of a New South
Wales Police investigation into a possible cuckoo smurfing
syndicate (Strike Force A2), with each customer being listed in the

same email notifications to CBA from the New South Wales Police;

2 of the cases relate to customers the subject of a WA Police
investigation into a possible money laundering syndicate (WA
Police Operation);

3 of the cases relate to customers the subject of an AFP
investigation into a possible money laundering syndicate
(Syndicate 4);

1 case relates to a customer the subject of an AFP investigation
into a separate possible criminal syndicate (Syndicate 2); and

the remaining 44 cases relate to customers the subject of a New
South Wales Police investigation into a further separate possible
criminal syndicate (Strike Force B), with each customer being
listed in the same two notifications to CBA from the New South
Wales Police.

On 29 occasions, CBA did not submit SMRs, within the required time frame,

in relation to suspicions that account holders were not the people they

claimed to be, in circumstances where 29 accounts were opened by two

individuals within a criminal syndicate (Syndicate 1) using false

identification, and where CBA had received information from law

enforcement to this effect with the customers being listed across two email

notifications to CBA from the AFP. This was due to a misapprehension that

information of this nature derived from law enforcement did not need to be
reported to AUSTRAC. CBA accepts that it ought to have submitted SMRs in
respect of this information and that, although it subsequently reported the
information, it did not do so within the time required by the AML/CTF Act.

On 11 occasions, CBA did not submit SMRs, within the required time frame,

in relation to instances of suspicious account activity indicative of possible
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money laundering, dealing in proceeds of crime or structuring transactions to
evade TTR requirements, in circumstances of discrete error. In 1 of these
cases, CBA reported the transactional activity in an SMR 3 weeks late. In the
remaining 10 cases, CBA did not submit SMRs to AUSTRAC at all.

As a consequence of the matters set out in paragraph 55 above, CBA contravened
s 41(2)(a) of the AML/CTF Act on each occasion.

Customer Due Diligence

By s 36(1) of the AML/CTF Act, CBA was obliged to monitor its customers with a view
to identifying, mitigating and managing the risk it reasonably faced that the provision of
a designated service might (whether inadvertently or otherwise) involve or facilitate
money laundering or terrorism financing, and to do so in accordance with the
AML/CTF Rules.

Between 15 December 2011 and 1 February 2018, CBA did not comply with its
obligations under s 36(1), either at all or for a specified period of time, in respect of 80

customers, which failure to comply came about where:

(a) insufficient Automated TM Alerts were generated on the customer’s account
for a period in circumstances where there were transactions that were
complex, unusually large, had an unusual pattern, or which had no apparent
economic or visible lawful purpose. In most of these cases the affected
period ranged from 2 weeks to 18 months, but in some cases the affected

period exceeded 2 years;

(b) alerts had been generated in respect of the customer or account, but a
review of the customer or account did not occur quickly enough once that
alert had been triggered. In most cases the affected period was 2 months or

less, but in one case the affected period was 18 months;

(c) insufficient consideration was given as to whether CBA should terminate the
customer relationship having regard to the ML/TF risk posed by the
customer. In most of these cases the affected period ranged between 1 and
8 months, but in one case the affected period was 19 months;

(d) 30 days’ notice was provided to customers of CBA'’s intention to terminate
the customer relationship and close the account, during which the customers
were able to continue transacting without heightened restrictions in place.
The delay in rendering the account inactive once the decision to terminate
had been made resulted in further suspicious or unusual transactional

activity;
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(e) it otherwise did not undertake enhanced customer due diligence measures
appropriate to the circumstances to mitigate or manage its ML/TF risk in
respect of the customer in accordance with the AML/CTF Rules; or

) a combination of the above factors occurred.
59 As a consequence of the matters set out in paragraph 58 above, CBA contravened
s 36(1) of the AML/CTF Act on each occasion.
D FORMAL ADMISSIONS
60 By reason of the matters set out above, CBA makes the following admissions for the
purpose of the Proceedings:
(a) CBA contravened s 82(1) of the AML/CTF Act on 14 occasions as identified
in paragraph 39.
(b) CBA contravened s 43(2) of the AML/CTF Act on 53,506 occasions by failing
to give TTRs to the AUSTRAC CEO within the time frame stipulated by
s 43(2) of the AML/CTF Act as identified in paragraphs 41 to 48 of the SAFA.
©) CBA contravened s 82(1) of the AML/CTF Act from 20 October 2012 to 12
October 2015, by failing to comply with provisions of Part A of its Program
relating to transaction monitoring in respect of the Affected Accounts as
identified in paragraphs 49 to 53 of the SAFA.
(d) CBA engaged in contraventions of s 41(2)(a) of the AML/CTF Act between
28 August 2012 and 7 June 2017 by failing to submit an SMR to AUSTRAC,
either within the time frame stipulated in s 41(2)(a) or in some instances at
all, on 149 occasions as identified in paragraphs 55 to 56 of the SAFA.
(e) CBA engaged in 80 contraventions of s 36(1) of the AML/CTF Act between
15 December 2011 and 1 February 2018 by failing to monitor customers with
a view to identifying, mitigating and managing ML/TF risks, as identified in
paragraphs 58 to 59 of the SAFA.
E FACTS RELEVANT TO RELIEF
EA Nature and extent of the contraventions
Risk Assessments
61 CBA'’s admitted contraventions in respect of its failures to comply with CBA's Program

in not undertaking ML/TF risk assessments for IDMs either at all or that comptied with
CBA’s Program prior to October 2017 carries a maximum penalty of up to $21 million
each. CBA’s admitted contraventions in respect of its failures to introduce sufficient

appropriate risk-based systems and controls in respect of IDMs by not introducing
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daily limits until it commenced introducing daily limits in November 2017 and

completed doing so in April 2018 carries a maximum penalty of up to $21 million each.

None of the contraventions was the result of any deliberate intention to breach the
AML/CTF legislation.

However, these contraventions are serious for the following reasons:

(@)

(c)

(d)

U}

The requirement to undertake an ML/TF risk assessment of a new channel is
a central aspect of the AML/CTF regulatory regime, as well as being a key
element of CBA’s Program. It provides an appropriate means for ensuring
that the reporting entity is in a position to identify, mitigate and manage its
ML/TF risk.

The IDMs posed a high ML/TF risk because cash could be deposited
anonymously at any time at hundreds of locations and transferred
immediately, either domestically or internationally, without any limit being

imposed.

CBA failed to undertake an ML/TF risk assessment of its IDM channel that
complied with its Program for a period of 6 years. During that time, CBA’s
IDM fleet grew significantly from 5 to 1,118 machines. As the number of
IDMs grew, there was also an exponential increase in cash deposited
through IDMs. Between June and November 2012, approximately

$89 million of cash was deposited through IDMs (the number of IDMs had
increased from 5 to 58). Between January and June 2016, approximately
$5.81 billion of cash was deposited through IDMs (the number of IDMs had
increased from 602 to 711). By May 2017, by which time there were 805
IDMs, monthly cash deposits were about $1.7 billion.

In and from March 2014, CBA submitted SMRs to AUSTRAC related to
suspicions that money-laundering was occurring through its IDMs. By around
July 2015, CBA had evidence that criminal syndicates were laundering
money using its IDMs and was interacting with law enforcement regarding
this activity, including with the serious organised crime units of the Australian
Federal Police. CBA later also interacted with the New South Wales Police

and Western Australian Police regarding this activity.

When CBA did undertake an assessment of the inherent ML/TF risk of IDMs
in July 2015, the risk assessment did not comply with CBA’s Program and

nor did it introduce daily limits at that time.

CBA did not to take steps responsive to AUSTRAC's Methodologies Brief of
December 2015 in which the high ML/TF risks of IDMs were set out.
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As the high inherent risks of IDMs were known to CBA, it was particularly
important for there to be a thorough assessment of the risks in accordance
with the procedures set out in CBA’s Program and for appropriate risk-based
systems and controls to be put in place for mitigating and managing that risk.

When CBA did undertake an assessment of the inherent ML/TF risk of IDMs
in July 2016, the risk assessment did not comply with CBA’s Program and
CBA did not introduce daily limits at that time.

While transactions through 1DMs were at all times subject to automated
transaction monitoring as a detective control, based on the information
available to CBA as described in paragraphs 30, 31 and 33 above, CBA
ought to have introduced daily limits on cash deposits through IDMs as a
control for mitigating and managing its ML/TF risk and yet it did not
implement daily limits on cash deposits through IDMs into CBA accounts
until it commenced doing so in November 2017 and completed doing so in
April 2018.

During the time that daily limits had not been introduced, several million
dollars of money-laundering occurred through CBA's IDMs and some of the
persons involved in the syndicates laundering money through IDMs have
been prosecuted and convicted of unlawful activity.

Had CBA introduced daily limits earlier it would have disrupted money
laundering activity through IDMs by syndicates involved in the importation

and distribution of drugs including methamphetamine.

The contraventions also came about in circumstances where:

(a)

(c)

CBA had procedures requiring that an ML/TF risk assessment be
undertaken on the introduction of a new channel, and a system directed to
achieving this, as reflected in both Part A and a specific Group Standard
directed to ML/TF risk assessments. The Group Standard contained
templates for ML/TF risk assessments to be used by the Business units.

CBA failed to follow these procedures on numerous occasions.

At the time the IDMs were launched, CBA had undertaken an ATM ML/TF
risk assessment and had dedicated AML & Sanctions personnel who were
responsible for undertaking ML/TF risk assessments. However, the ML/TF
risks of IDMs were different and significantly and obviously higher than the
ML/TF risks of ATMs.

Personnel with responsibility for preparing ML/TF risk assessments were
involved in the project to introduce IDMs. Prior to launch, they considered

AML/CTF matters in respect of the IDMs as discussed in paragraph 28
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above, including to set up a process to automatically report TTRs to
AUSTRAC. However, CBA overlooked the fact that no ML/TF risk
assessment specific to IDMs had been completed prior to launch of the
IDMs.

) During the period of the contraventions, CBA introduced improvements to its
ML/TF risk assessment process, including updating the Group Standard
‘Global Financial Crime Risk Identification and Assessment Methodology' in
July 2016, and again in December 2016 and December 2017, and creating a
risk assessment tool to better equip the Business units to complete ML/TF

risk assessments as required by CBA's Program and Group Standard.

(e) At all material times, transactions made through IDMs were subject to CBA’s
Transaction Monitering Program, although alerts were not always raised or
reviewed in a timely manner as described in Section C.5 above, and daily
limits as an appropriate risk-based preventative control were implemented

commencing in November 2017 and completed in April 2018.

Since the time of these contraventions, CBA has undertaken a range of further
enhancements in respect of risk assessments, as set out in paragraphs 116 and 117

below.
Threshold Transaction Reporting to AUSTRAC

CBA’s admitted failure to give 53,506 TTRs to the AUSTRAC CEO within the time
frame specified by s 43(2) of the AML/CTF Act occurred in the circumstances
described in paragraphs 41 to 47 above. At the time the non-compliance commenced
in November 2012, a contravention carried a maximum penaity of $11 million. Over
the period when TTRs were not given to AUSTRAC within the statutory time frame,
the maximum pecuniary penalty for a body corporate under the AML/CTF Act ranged
between $11 million and $18 million for each contravention. For the majority of the

relevant period, the penalty was $17 million for each contravention.

None of the contraventions was the result of a deliberate intention to breach the
AML/CTF legislation.

The contraventions were serious because:

(a) they were caused by a lack of risk management, assurance and oversight
that endured for close to 3 years. The contraventions were not identified until

AUSTRAC drew reporting anomalies to CBA’s attention;

(b) TTRs provide valuable information to AUSTRAC and the law enforcement
agencies that access that information from AUSTRAC. The value of a TTR
diminishes substantially if it is not lodged on time, as funds can no longer be

traced and ongoing activity cannot be promptly identified and monitored;
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while CBA did ultimately submit all required TTRs to AUSTRAC by 24
September 2015, the failure of CBA to give TTRs to AUSTRAC within the
requisite time frame impeded the efforts of AUSTRAC and law enforcement
agencies by depriving them of intelligence that the AML/CTF Act intends
they be supplied; and

the late TTRs numbered 53,506 and represented about 95% of threshold
transactions that occurred through IDMs in the relevant period and had a
total value of $624.7 million. 1,656 of the late TTRs (totalling about $17.5
million) related to transactions connected with money laundering syndicates
being investigated and prosecuted by the AFP or accounts connected with
those investigations. A further 6 of the late TTRs related to 5 customers who
had been assessed by CBA as posing a potential risk of terrorism or

terrorism financing.

The contraventions also came about in the following circumstances:

(@)

(©

()

CBA had established a TTR process to automatically identify and report to
AUSTRAC threshold transactions occurring through IDMs, which process
had been tested at its launch to confirm that it was working as intended.

The automated TTR process did not operate as it was intended to do in
respect of the 53,506 admitted late TTRs following the coding error
described in paragraphs 42 to 44 above and occurring after launch.

Although this led to TTRs being submitted late, CBA did take steps during
the relevant period to identify, mitigate and manage ML/TF risk in respect of
the affected customers, and provide other intelligence to AUSTRAC and law
enforcement, by the broader application of its Transaction Monitoring

Program.

The application of the Transaction Monitoring Program led to CBA
considering Automated TM Alerts and Manual Alerts and submitting SMRs to
AUSTRAC in respect of transactional activity through IDMs, including as
relating to customers the subject of one or more late TTRs. However, the full
scale of the suspicious cash activity through IDMs was not reported to
AUSTRAC, as set out in Sections C.4 and C.5 above.

The 53,506 TTRs given by 24 September 2015 represented 2.3% of the total
TTRs given by CBA to AUSTRAC in the period from November 2012 to
September 2015, which totalied approximately 2.3 million TTRs.

Following the identification of the issue, CBA immediately took steps to investigate

and address this issue. This involved CBA:
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(a) identifying the root cause of the error and implementing a fix for the error,
which involved configuring the TTR process to automatically search system
data for threshold transactions using transaction code 5000 for the purpose
of those transactions automatically being reported to AUSTRAC as TTRs;

(b) disclosing the issue to AUSTRAC on 8 September 2015; and

(c) identifying all cash deposits of $10,000 or more made through IDMs that had
the transaction code 5000 and in respect of which a TTR had not been given
to AUSTRAC and filing TTRs by 24 September 2015.

Since the time of these contraventions, CBA has undertaken a range of further

enhancements in respect of TTRs, as set out in paragraphs 118 and 119 below.
Transaction Monitoring Program

CBA has admitted that it contravened s 82(1) of the AML/CTF Act from 20 October
2012 to 12 October 2015. During this period, the maximum penalty for a contravention
of s 82(1) was between $11 million and $18 million, but for the majority of the period

the maximum penalty was $17 million for each contravention.

None of the contraventions was the result of a deliberate intention to breach the
AML/CTF legislation.

The effect of the error referred to in paragraph 51 above on CBA’s automated
transaction monitoring system was not identified during the contravening period.
However, more should have been done to investigate its impact on its transaction
monitoring of the Affected Accounts and fix the issue sooner than was done.

The number of unmonitored transactions that occurred on the Affected Accounts
during the contravening period is unknown. The precise number of contraventions
therefore cannot be ascertained, but is potentially very significant. As set out in
paragraph 51 above, this stemmed from the same error, which occurred on or around
20 October 2012.

The error was not known to CBA at the time it occurred, and was only identified by
CBA on or around 16 June 2014, due to a lack of assurance processes. As set out in
paragraph 52 above, CBA rectified the computer coding error on or about

19 September 2014, but did not ensure that the Affected Accounts were each subject

to account level automated transaction monitoring until 12 October 2015.
The contraventions are serious for the following reasons:

(@) For a period of just under 3 years, CBA was not undertaking the intended
level of transaction monitoring on the Affected Accounts, having regard to
the need to identify, mitigate and manage its ML/TF risk, as reflected in its

Transaction Monitoring Program. This could have impeded the efforts of
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AUSTRAC and law enforcement agencies by depriving them of intelligence
that the AML/CTF Act intends they be supplied. With transaction monitoring
not operating as intended either at all or for some of this period on the
Affected Accounts, there was very little scope to identify, having regard to
ML/TF risk, any transaction that appeared to be suspicious within the terms
of s 41 of the Act at those times.

(b) CBA failed to promptly detect that automated transaction monitoring was not
operating as intended.

(c) There were not adequate systems and controls to prevent an issue of this
kind from affecting the operation of CBA’s Transaction Monitoring Program,
and to detect and respond to it quickly.

(d) CBA correctly assesses bank accounts, as a product, to be high risk. All
CBA accounts should have been subject to transaction monitoring

proportionate to this risk.
The contraventions occurred in the following circumstances:
(a) CBA had a Transaction Monitoring Program.

(b) The Transaction Monitoring Program was supported by processes and
systems (including the FCP) designed to enable CBA to monitor transactions
across CBA accounts, including the Affected Accounts. The FCP was, and
continues to be, a large-scale and significant platform by which CBA
conducted daily monitoring of the transactions of its customers.

{c) The issue arose as a result of an unintentional coding error which occurred
in the process of merging data from two systems as described above.

(d) CBA itself detected the issue and took steps to resolve the issue.

Since the time of contraventions, CBA has undertaken a range of further
enhancements in respect of the matters the subject of these contraventions, as set out
in paragraph 120 below.

Suspicious matter reporting to AUSTRAC

CBA’s admitted contraventions in respect of failures to file SMRs (either on time or, in
some instances, at all) occurred in the period from 28 August 2012 (at which point the
maximum penalty was $11 million for each contravention) to 7 June 2017 (at which
point the maximum penalty was $18 million for each contravention). The majority of
these contraventions occurred between March 2015 and December 2015, with the

maximum penalty in December 2015 being $18 million for each contravention.
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None of the admitted contraventions was the result of a deliberate intention to breach

the AML/CTF legislation. However, CBA did make a deliberate decision to implement

the ‘3 month policy’ on the misunderstanding that this approach was compliant.

The contraventions were serious because:

(a)

(c)

(d)

CBA repeatedly failed to report obvious and very specific patterns of
structuring indicative of money laundering, including through IDMs, despite
having identified it, thereby failing to comply with its obligations to give an
SMR to AUSTRAC either at all or within the time required by s 41 of the Act.
In part, this was because CBA adopted a policy not to submit SMRs if the
same type of suspicious behaviour had been reported any time within the
previous 3 months. CBA also failed to lodge SMRs because notifications by
law enforcement of unlawful activity on specific accounts were not

appropriately actioned.
CBA also failed to report suspicions in relation to identity fraud.

The reporting failures concerned 8 money laundering syndicates and 1
suspected unregistered remittance dealer.

Whilst the matters at paragraphs 55(a) to (c) above were due to a
misapprehension of the requirements of s 41 of the AML/CTF Act, CBA is a
large and well-resourced entity that should understand its obligations under
the AML/CTF Act, especially in circumstances where it was dealing with
officers from the serious organised crime units of law enforcement who were
providing the bank with detailed information.

AUSTRAC and law enforcement were denied intelligence to which they are
entitled under the Act involving several million dollars of proceeds of crime ~
mostly connected with drug importation and distribution, which intelligence

could have been used to identify, disrupt and prosecute this unlawful activity.

The contraventions came about in circumstances where:

(a)

at all material times:

(i) CBA’s Program was in place, which included a system for
complying with CBA’s SMR obligations as referred to in
paragraph 19(b) above.

(i) CBA's approach to its SMR obligations, as described in CBA’s
Program, was supported by a range of Group Standards, Standard
Operating Procedures, User Guides and Reference Guides.

(iii) CBA had a Transaction Monitoring team whose day to day

responsibilities included considering Automated TM Alerts and
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Manual Alerts (and related investigations) for the purpose of
detecting suspicious activity and ensuring that CBA met its SMR
obligations, as referred to in paragraph 21 above. The Transaction
Monitoring team carried out its functions from a centralised
operations centre and the team was subject to oversight by

Managers and an Executive Manager within that team.

(iv) The Transaction Monitoring team received both formal and
informal training in respect of the discharge of CBA’s SMR

obligations, including as detailed in paragraph 121(c) below.

during the period of the contraventions, CBA made a number of
enhancements to its documentation, systems, resourcing and training
relevant to compliance with its SMR obligations, as referred to in
paragraph 110 below;

in accordance with CBA’s Program and its supporting documents,

processes, systems and controls (as amended from time to time}):

(i) during the period from 1 January 2012 to 31 December 2017, CBA
actioned approximately 234,000 alerts and filed over 44,000
SMRs;

(i) CBA filed at least 259 SMRs in relation to the 127 customers the

subject of the SMR and customer due diligence contraventions and
at least 264 SMRs in relation to the 130 customers the subject of
the Proceedings;

during the period in question CBA provided intelligence direct to law
enforcement and provided assistance in relation to police investigations,
including in respect of a number of the customers the subject of the
contraventions;

the contraventions based on the “3 month policy” occurred in the
circumstances described at paragraph 55(a) above and in a number of

instances an SMR providing this information was subsequently filed; and

the contraventions based on a misapprehension about the proper treatment
of law enforcement information arose in the period between March 2015 and
June 2017 and occurred in the circumstances described at paragraphs 55(b)
and 55(c) above. In each case, CBA provided information or documents to
some law enforcement units. In the contraventions relating to suspicions of
false identity, CBA filed SMRs in respect of related concemns about

transactional activity although failed also to note the false identity concerns.
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CBA also acted on the information from law enforcement to prevent further

transaction on these accounts.

Since these contraventions were identified, CBA has undertaken a range of further
enhancements in respect of its SMR processes, systems and controls, as set out in

paragraph 121 below and following.
Customer Due Diligence

CBA'’s admitted contraventions in respect of failures to undertake appropriate due
diligence on particular customers (either for a certain period of time or, in some
instances, at all) date from 15 December 2011 (at which point the maximum penalty
was $11 million for each contravention) to 1 February 2018 (at which point the
maximum penalty was $21 million for each contravention). The majority of CBA’s
admitted contraventions fall between August 2015 and June 2017, during which period

the maximum penalty was $18 million for each contravention.

None of the contraventions was the result of a deliberate intention to breach the
AML/CTF legislation.

The contraventions were serious because:

(a) CBA took insufficient risk-based steps to monitor these customers or
undertake appropriate ECDD (as applicable) in spite of warning signs
indicating high ML/TF risk. These warning signs included advice from law
enforcement of accounts being investigated in connection with money
laundering syndicates; CBA’s own transaction monitoring alerts and SMRs;
and detailed analysis from its own intelligence team. The systemic issues
compounded the failure to assess the ML/TF risk of IDMs and the failure to

align risk-based systems and controls with these risks.

(b) In some instances, no transaction monitoring alerts were raised for
suspicious activity and, when alerts were raised, they were not reviewed in a
timely manner having regard to ML/TF risk. In some instances, alerts were
not reviewed for months after they were raised. In some instances, alerts
were reviewed without regard to intelligence, both internal and external

received from law enforcement.

() For some customers, CBA was slow to decide whether or not to continue
doing business with such individuals. Rather, once suspected money
laundering or structuring had been identified on these accounts, CBA
sometimes looked no further than whether or not to submit an SMR without
taking appropriate enhanced due diligence measures. This facilitated further

money laundering.
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Where decisions were ultimately made to close accounts, the customers
were given 30 days’ notice. In 20 cases, money laundering continued during
this notice period, without enhanced monitoring in place to ensure that it was
detected and addressed promptly.

CBA failed to put a timely stop on 1 account in respect of which it had
formed suspicions of terrorism financing, during which time the customer

attempted further transactions.

The failure to properly monitor customers meant that emerging ML/TF risks
were not adequately identified for the purposes of the ongoing identification,
mitigation and management of the risks posed by the IDM channel, as
required by the AML/CTF Program and s 82.

The failure to properly monitor some of these customers meant that some
matters that should have been flagged and reported as suspicious under
s 41 were not identified.

CBA’s failure to sufficiently monitor or undertake appropriate ECDD in
respect of the 80 customers (as applicable), for the purposes of s 36
facilitated money laundering by drug importation and distribution syndicates
in the several millions of dollars.

The contraventions came about in circumstances where:

(@)

at all material times:

0] CBA'’s Program was in place, which included a system for
complying with CBA’s customer due diligence obligations
(including through the Transaction Monitoring Program, OCDD
Program and ECDD Program as well as a range of supporting
Group Standards, Standard Operating Procedures, User Guides
and Reference Guides), as referred to in paragraphs 18 to 20

above.

(i) CBA applied the OCDD Program (including the Transaction
Monitoring Program and ECDD Program) to its customers,
including the customers the subject of the customer due diligence
contraventions. This is a substantial enterprise. At present, CBA
has approximately 16.6 million customers and processes over 16

million transactions per day.

(i) CBA undertook customer due diligence and monitoring through its
AML Operations team, inciuding through its Transaction Monitoring
and Customer Risk teams, as referred to in paragraph 21 above.
Similar to the Transaction Monitoring team, the Customer Risk
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team was overseen by the Managers in that team and the
Executive Manager, AML/CTF Operations, Group Operations —
Financial Crime and was co-located with the Transaction

Monitoring team at the central operations centre.

(iv) The Transaction Monitoring and Customer Risk teams received
both formal and informal training and education, including:

A compulsory training in respect of the AML/CTF Act and
Rules, CBA'’s reporting and customer monitoring
obligations, typologies and offence types, use of Pegasus
and other tools available to the teams for the purpose of
transactional and customer analysis (such as CommSee,
World Check) and ad hoc additional areas of focus;

B. regular internal team meetings to share information and
discuss issues identified during transactional or customer
reviews or alerts, feedback and quality assurance and
AUSTRAC typologies as and when released;

C. email directives to communicate specific guidance to the
teams in respect of, for example, instructions, feedback
from outcomes of quality assurance and implementation
of updates or changes to revised policies and

procedures; and

D. ongoing feedback and coaching to provide assurance
training and feedback following quality assurance reviews

and general capability uplift.

over the contravention period, and particularly from December 2015
onwards, CBA made a number of enhancements to its documentation,
systems, resourcing and training relevant to customer due diligence, as

referred to in paragraphs 121 to 124 below; and

in accordance with CBA’s Program and its supporting documents,
processes, systems and controls, in the period from 1 January 2012 to 31
December 2017, the Transaction Monitoring team reviewed approximately
234,000 alerts and filed over 44,000 SMRs and between 1 July 2012 and
31 December 2017 it exited more than 4,800 customers. Among these, the
Transaction Monitoring team reviewed alerts and filed SMRs in respect of

the customers the subject of these Proceedings as follows:
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Customers Alerts SMRs filed*

{automated and

manual}
Syndicate 1 30 190 71
Syndicate 2 12 53 17
Syndicate 3 1 20 4
Syndicate 4 11 35 16
Cuckoo 18 33 26
Smurfing
Syndicate
Strike Force B 52 148 116
Remaining 6 25 14
customers
(referred to in the
Amended
Statement of
Claim as Persons
56, 75 and 136~
139)
TOTAL 130 502 264

*Note that some of these SMRs covered multiple customers or issues.

Since these contraventions were identified, CBA has undertaken a range of further
enhancements in respect of its customer due diligence documentation, processes,

systems and controls including as detailed in paragraph 110 below.
Loss or damage suffered

During the relevant period, CBA operated a high volume business, including operating
for significant periods of time without having conducted risk assessments or
implementing sufficient appropriate risk-based controls on its IDM channel. During this
period, some of the customers the subject of the SMR and customer due diligence

contraventions have been prosecuted and convicted of unlawful activity.

CBA failed to report millions of dollars of suspected money laundering activity through
the timely provision of SMRs. During the period for which CBA admits that its
monitoring and ECDD was deficient, several million dollars’ worth of further uniawful
activity was not detected. AUSTRAC suspects that there was significant further
undetected money laundering through CBA accounts that ought to have been
detected and reported.

The money laundered through the CBA accounts included the proceeds of drug and

firearms importation and distribution syndicates — predominantly involving
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methamphetamine. Criminal syndicates rely upon money laundering syndicates to
import and distribute their drugs.

The late TTRs and the failures to report SMRs, on time or at all, have deprived
AUSTRAC and law enforcement of intelligence to which they are entitled involving
movements of several million dollars in cash. AUSTRAC and law enforcement were
denied timely intelligence on about $625 million in threshold transactions and on

several million dollars in suspicious activity.
Prior contraventions

CBA has not previously been found to have engaged in any contravention of the

AML/CTF Act.
CBA’s size and financial position
Details of CBA's size and financial position are set out in Section B.2 above.

CBA is a very well-resourced and sophisticated ASX 100 company which consistently
earns profit in the billions, for example earning a $9.9 billion profit after tax in the last

financial year.
Board and senior management involvement

CBA acknowledges that the AML/CTF Rules require angoing oversight of Part A of
CBA'’s Program by the Board and senior management.

During the contravention period:

(a) the Board received reports from senior management in relation to AML/CTF
compliance, which contained input from personnel with direct responsibility
for and oversight of the AML/CTF function; and

(b) CBA's senior management received reports in relation to AML/CTF
compliance from personnel engaged in direct responsibility and oversight of
the AML/CTF function and oversaw a range of measures directed to
enhancing its AML/CTF function, including measures described further in

Section E.7 below.

CBA now acknowledges that it did not take all necessary steps to appropriately

identify, mitigate and manage the ML/TF risks of IDMs.

CBA acknowledges that there were deficiencies in oversight, accountabilities and

resources in respect of its AML/CTF compliance and risk management functions.

In recognition of the importance of compliance with CBA’s AML/CTF obligations and
the collective responsibility of the Board and senior management, CBA reduced the

director fees for non-executive directors by 20% in the 2018 financial year and
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reduced to zero the Short Term Variable Remuneration outcomes for the CEO and

group executives for the financial year ended 30 June 2017.

E.6 Cooperation with AUSTRAC and contrition

102 At all times, CBA has invested in building a productive, cooperative and transparent
relationship with AUSTRAC. For example:

(a)

(©)

(e)

throughout the relevant period, CBA and AUSTRAC representatives have
met regularly for CBA to provide status updates on CBA’s AML/CTF
compliance and for AUSTRAC to provide feedback;

throughout the relevant period, there have been numerous other instances of
collaboration and information sharing between CBA and AUSTRAC, ranging

from informal updates through to a visit from the AUSTRAC CFO to the AML

Operations team centre and meetings between the AUSTRAC CEO and the

CBA Board;

following the identification of the TTR issue described at Section C.2 above,
CBA responded swiftly to identify the root causes and scope a remediation
program and communicate this to AUSTRAC, and thereafter CBA engaged
with AUSTRAC promptly and cooperatively in respect of its further enquiries;

CBA was a founding member, and is a Board member, of the Fintel Alliance,
which is a private-public partnership led by AUSTRAC and designed to help
the private sector more easily identify and report suspicious transactions and
help law enforcement to arrest and prosecute criminals quickly. CBA has
been recognised by AUSTRAC for its support and assistance to the Fintel
Alliance; and

in early 2017, one of CBA's senior financial crime personnel attended, at
AUSTRAC’s invitation:

(i) the Financial Action Task Force's Joint Experts Meeting in Moscow
in 24-27 April 2017 regarding the promotion of effective
implementation of legal and regulatory measures for combating
money laundering, terrorism financing and other related threats to

the integrity of the international financial system; and

(i) a meeting with an overseas AML/CTF expert to discuss a study
being conducted in relation to the “Typologies of the Financing of
Proliferation” funded by the US State Department.

103 Since the commencement of these Proceedings:
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(a) CBA has continued to work cooperatively with AUSTRAC on matters relating
to AUSTRAC's ongoing supervisory role and in the conduct of the

Proceedings; and

(b) CBA entered all of the admissions in Section D above at the earliest

available opportunity.
Further, CBA:

(a) agrees that money laundering and terrorism financing undermine the
integrity of the Australian financial system and impact the Australian

community’s safety and wellbeing;

(b) acknowledges that, as a bank, CBA plays a key role in combatting money

laundering and terrorism financing;

(c) accepts its accountability for the admitted contraventions;
(d) expresses its deep regret for those contraventions;
(e) acknowledges the significant impact that deficiencies in its systems and

processes can have on efforts to combat money laundering and terrorism

financing;
(f) accepts that it needs to be ever vigilant in this area; and
(9) emphasises its commitment to working with AUSTRAC and law enforcement

agencies to fight money laundering and counter terrorism financing.
Corrective Measures and enhancements
Outline of activities directed to AML/CTF enhancements
CBA has advised AUSTRAC that it has undertaken the following activities.

Since 2010, CBA has invested mare than $400 million on AML/CTF compliance,
including expenditure on upgrading and enhancing its AML/CTF technology, updating
its process documentation, investing in further resourcing and strengthening training of

its personnel.

Reflecting its scale, size of customer base and spread of geographic operations, the
systems and controls to support CBA’s AML/CTF compliance are of such a scale and
complexity that effecting changes, upgrades and enhancements is necessarily time
consuming and work must be undertaken carefully having regard to achieving the

optimal outcome and the possibility of unintended consequences.

In around 2014, CBA commenced a significant and complex technology project to
upgrade the hardware and software of the FCP with a view to substantially expanding
the capability of the FCP including for CBA’s Transaction Monitoring Program. Given
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its scale and complexity, the design and implementation activities associated with the
project occurred over a number of years. Work commenced on the upgrade in late
2016, and it has been substantially complete since January 2018 at a total cost of
more than $36 million.

In around 2015, CBA also undertook a significant project of work to prepare CBA's
systems and controls to accommodate upcoming AML/CTF regulatory change,

including investment in training and compliance monitoring.

From mid-2015 onwards, CBA made a number of enhancements to its AML
Operations team and associated documentation, systems, processes and controls
related to its SMR and customer due diligence obligations. These are addressed in
paragraphs 121 to 124 below. In or around mid-2015, CBA took additional steps to
strengthen its AML/CTF function including by hiring experienced new staff into senior

policy, advisory and assurance positions.

In April 2016, CBA moved to consolidate financial crime personnel into a Line 1
‘Financial Crime (Anti-Money Laundering, Counter Terrorism Finance, Anti-Bribery &
Corruption and Sanctions) Centre of Excellence’ model (Financial Crime Centre of
Excellence), with the intention of improving the organisational design of CBA’s
AML/CTF function so as to better facilitate end-to-end oversight of AML/CTF
compliance. The Financial Crime Centre of Excellence became part of Group Security.

Following the establishment of the Financial Crime Centre of Excellence, CBA’s Group
Standards relating to AML/CTF issues were updated and enhanced in 2016 as part of
an upgrade project by personnel responsible for AML/CTF policy matters. As part of
this, CBA reviewed its risk assessment processes and created a risk assessment tool,
as described in paragraph 64(d) above.

Since the Proceedings commenced, CBA has advised AUSTRAC that it has continued
to implement AML/CTF enhancements.

The enhancements that have been made to CBA's AML/CTF processes, systems and

controls include:

(a) undertaking further adjustments to the structure of its AML/CTF function by
strengthening reporting lines and appointing additional senior personnel into
AML/CTF roles, including an experienced Executive General Manager of

Financial Crimes Compliance on 5 March 2018;

(b) significantly expanding the Financial Crimes Compliance team (including the
AML Operations team);
(c) adjusting reporting lines and improving the quality of AML/CTF information

being circulated (including to Board and senior management) in order to
enhance governance and reporting processes;
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introducing further automated transaction monitoring rules and enhancing its
governance processes for considering and implementing further rules; and

undertaking a large-scale assessment and refresh of its financial crime
training program with a focus on building financial crime capability across
CBA. This includes tailored programs for specific business units and teams
within CBA where those personnel have responsibility for certain transaction
monitoring activities or suspicious matter reporting, engage with customers,

or are in senior positions.

CBA has also made a number of enhancements specific to the areas of contravention

as described below.

Risk Assessments

In addition to the enhancements referred to in paragraph 64 above, CBA has

introduced a number of enhancements specifically to further identify, mitigate and

manage its ML/TF risk in respect of IDMs as follows:

(a)

CBA undertook a further ML/TF risk assessment specific to IDMs, which was
approved on 23 October 2017. In that risk assessment, CBA assessed the
IDMs to have a high inherent ML/TF risk and recorded its intention to
introduce daily limits on IDM cash deposits.

On 21 November 2017, CBA implemented a daily limit of $20,000 to holders
of CBA branded cards connected with a personal account when depositing
cash through {DMs;

CBA refreshed its ML/TF risk assessment specific to IDMs in March 2018.
CBA decided to impose a $10,000 account based daily limit on cash
deposits through IDMs to CBA personal and business accounts, subject to
accounts of certain business customers and institutional banking customers

having a higher limit;

On 12 April 2018, CBA implemented a daily limit of $10,000 to CBA personal
and business accounts. This control operates at an account based (rather
than card based) level, and prevents a CBA account from receiving a cash
deposit of more than $10,000 per day through an IDM. These account based
daily limits apply to all CBA customers who have personal or business
accounts, with some exceptions for business accounts. Those exceptions
relate to business accounts for certain Business & Private Banking and
Institutional Banking & Markets customers, where the relevant business
account holders have been assessed as having a business need to deposit
larger volume cash takings at IDMs (for example, retail businesses whose

employees may need to deposit cash takings outside of branch hours and
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where it would present a safety risk for the business, or its employees, to
keep hold of cash);

CBA communicated with the Branch network to inform Branch staff of the
implementation of daily limits in IDMs and reminded Branch staff to be alert
for typologies of behaviours they should report as STRs, including cash

structuring;

CBA developed and implemented additional transaction monitoring rules
relating specifically to IDMs; and

CBA implemented additional systems and controls, for example the
introduction of a system for the manual monitoring of cash deposits through
IDMs.

also made further enhancements to its systems, processes and controls, for

the following additional measures have been implemented:

The Retail Banking Services (RBS) team has responsibility for IDMs and has
introduced a dedicated RBS Financial Crime team for managing and
overseeing financial crime matters that arise in connection with the
designated services offered by that Business Unit including ML/TF risk
assessments. This team reports to the General Manager for RBS Controls &
Customer Outcomes; and

RBS has also introduced an RBS Financial Crime Governance Forum which
meets monthly to consider issues relating to financial crime. The RBS
Financial Crime Governance Forum receives regular reporting, including in
respect of both operational updates (such as transaction monitoring alert
volumes, SMR volumes and other relevant data) and enhancements to RBS
systems and controls. The RBS Financial Crime Governance Forum witl also
now receive ML/TF risk assessments for noting when a new RBS product is
being launched or where substantial changes are being proposed in respect
of an existing RBS product.

Threshold Transaction Reporting to AUSTRAC

Following its disclosure of the late TTR issue to AUSTRAC in September 2015, CBA
also undertook an internal review for the purpose of identifying the cause of the issue.

In doing so, CBA identified the systems relevant to the TTR process and established

an engagement model between RBS and Enterprise Services (the team within CBA

responsible for the systems used by the TTR process) to share information relating to

potential

changes to systems that might impact TTR processes.

Since that time, CBA has made further enhancements to its TTR processes, systems

and controls. For example:




image71.jpeg
120

121

(a)

(©

(d)

34

in September 2017, CBA introduced a manual exception reporting process
to identify all threshold transactions undertaken at an IDM and match them
to corresponding TTRs. This process is designed to enable CBA to identify
and rectify any issues with TTR reporting promptly should they occur, by
reconciling transactions recorded in its systems with TTRs which are
automatically prepared and identifying any discrepancies that may arise.
RBS provides weekly reporting in respect of this exceptions process and any
discrepancies that arise are addressed with a view to ensuring that any
required TTRs are prepared and given to AUSTRAC within the statutory time

frame;

in October 2017, CBA introduced an assurance process in respect of the
manual exception reporting process as a means to ensure the exceptions

process was sufficient and robust;

since In or about February 2018, CBA monitors the monthly volume of TTRs,
which monitoring demonstrates that since August 2017, CBA has submitted
between 60,000 and 80,000 TTRs to AUSTRAC per month; and

CBA has determined clear accountabilities for the timely and accurate
submission of TTRs to AUSTRAC.

Transaction Monitoring Program

CBA has implemented substantial enhancements to the processes, systems and

controls supporting its Transaction Monitoring Program, including as set out below:

(a)

(c)

CBA now conducts weekly monitoring of data in the FCP to detect any
instances where the ‘account type description’ field (which is required for

automated transaction monitoring to operate as intended) is not populated;

as discussed at paragraph 108 above, CBA has undertaken a significant
project to upgrade the FCP, enabling CBA to enhance its capacity to

undertake automated transaction monitoring of its customers; and

CBA has strengthened its accountability and governance in respect of the
FCP.

Suspicious matter reporting to AUSTRAC and customer due diligence

From around mid-2015 onwards, CBA has undertaken a range of enhancements to

the structure, resourcing and capabilities of its AML Operations team. For example:

(a)

(b)

in around March 20186, responsibility for AML and Sanctions operations was

divided in two, with each having its own dedicated Executive Manager;

CBA has significantly expanded the size of its AML Operations team. The
AML Operations team was expanded in late 2015. The team has since
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expanded further. The Transaction Monitoring team currently has the
equivalent of 78 full time Analysts and 18 full time Senior Analysts as well as
4 newly created subject matter expert positions to further strengthen the
capability of the feam. The Customer Risk team currently has the equivalent
of 47 full time Analysts and 12 full time Senior Analysts as well as 2 newly
created subject matter expert positions to further strengthen the capability of
the team.

in addition to the training and oversight referred to at paragraph 87(a)(iv)
above, enhancements were introduced within both the Transaction

Monitoring team and Customer Risk team from the second half of 2015,

including:

(0] comprehensive compulsory training and ongoing quality assurance
processes for new starters;

(ii) daily team meetings to cover operational and performance matters
and to share information and observations, including common
trends, assurance issues and best practice; and

(i) regular specific role-based training of the Transaction Monitoring

team and Customer Risk team directed at capability uplift,
feedback and improving quality, including the introduction of
intensive “spotlight sessions” provided on a monthly basis to the
Transaction Monitoring team focussing on key areas following

outcomes of quality assurance.

CBA has also enhanced its processes for ensuring that frontline staff and personnel in

other parts of the business identify and pass on relevant information to the AML

Operations team in a timely manner, for consideration as part of its SMR and

customer due diligence responsibilities. For example:

(@)

in late 2017, CBA introduced a simplified and updated eForm for staff to
complete when they identified unusual activity for drawing to the attention of
the AML Operations team (known as the ‘STR eForm’); and

from around February 2017, CBA introduced progressive enhancements to
its processes for ensuring that relevant information from law enforcement
was provided to the AML Operations team in a consistent and timely
manner, including through the introduction of dedicated resources to assist
the Compliance Services team to lodge STRs where necessary. There are
presently dedicated personnel for ensuring that relevant law enforcement
communications received by the Compliance Services team are identified

and that appropriate STRs are completed.
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In addition to the enhancements described above, CBA has made a number of
enhancements specifically directed to compliance with its SMR obligations, including

to address matters directly relevant to the SMR contraventions. For example:

{(a) in December 2016, CBA updated its Group Standard in respect of SMR
obligations, now known as the “Transaction Monitoring and AUSTRAC
Suspicious Matter Reports Group Standard”. That Group Standard provided
further detail and guidance as to CBA’s approach to meeting its SMR
obligations, including by setting out:

(i) the prioritisation of review of alerts by Transaction Monitoring team
analysts;

(ii) the necessary information required to be included in an SMR;

(iii} reporting of transactions and patterns of behaviour suggestive of
structuring;

(iv) further examples and indicators of circumstances which may give

rise to a reporting obligation.

It also emphasised the need to submit an SMR “in each and every instance
an SMR obligation arises”;

(b) CBA has provided clear directives to its Transaction Monitoring team in that
the approach described at paragraph 55(a) above is no longer to be used. It
has also used the daily team meetings referred to in paragraph 121(c)(ii)
above to emphasise the need for all suspicions to be fully and accurately

reported; and

(c) CBA has also provided further guidance to its Transaction Monitoring team
in respect of incorporating relevant information from law enforcement

communications into SMRs.

Further, CBA has made a number of additional enhancements specifically directed to
compliance with its customer due diligence obligations, including to address matters

directly relevant to the customer due diligence contraventions. For example:

(@) CBA has substantially reduced the target time frames in which the
Transaction Monitoring and Customer Risk teams are expected to (and do)
review Automated TM Alerts, Manual Alerts and HRC alerts (as applicable).
CBA understands its target time frames for reviewing transaction monitoring
alerts, as at 1 December 2017, to be significantly shorter than industry

standard.

(b) CBA has introduced more regular, formal monitoring of its performance for
reviewing alerts against its targets. From September 2017, information
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tracking review times against targets has been prepared on a daily basis in a
report known the Financial Crime Operations (FCO) Daily SLA report (FCO
Daily Report). The FCO Daily Report is provided to various personnel in

senior management.

CBA has introduced a range of enhancements to its ECDD documentation,

processes, systems and controls. For example:

0}

(i)

(i)

)

In late 2015, CBA prepared a stand-alone ECDD Group Standard
which was formally approved in January 2016. This Group
Standard specified the minimum ECDD measures to be taken in
relation to every customer in respect of which an ECDD trigger had
arisen, and required consideration of whether an SMR needed to
be submitted to AUSTRAC at the completion of the ECDD process.

In December 2015, shortly prior to the ECDD Group Standard
being approved, CBA introduced an ECDD Reference Guide to
provide guidance on each of the ECDD measures required by the
ECDD Group Standard.

In and from December 2015, CBA introduced a stand-alone ECDD
standard operating procedure (ECDD SOP) detailing the
necessary steps required to be followed when completing ECDD to
ensure that alerts are actioned correctly and consistently. This
SOP included a template document "ECDD Customer Case
Summary" that was required to be completed by Analysts in the
AML Operations Team to record ECDD steps undertaken in
respect of a customer and the results of those steps. The ECDD
SOP was subsequently reviewed and refined in May 2016 and
March 2017.

From December 2015, CBA refined its ECDD process such that
each time an SMR was submitted for a customer, an HRC alert

was sent to the Customer Risk team for further analysis.

From around the same time, CBA undertook a series of
progressive refinements to its customer termination processes,
including the introduction of the Customer Risk Termination SOP
which sets out the circumstances in which a customer relationship
should be terminated, how approval to terminate is sought and the
time frame for the business unit to provide approval to terminate.
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Since the commencement of these Proceedings, CBA has
undertaken further work to strengthen its termination processes

and controls for RBS customers, including:

A expediting customer account closures based on ML/TF
concerns, through the introduction of significantly reduced

notice pericds;

B. implementing controls to mitigate and manage the risk of
further suspicious or unusual transactional activity
occurring during the reduced termination notice periods;

and

C. establishing a Customer Exit Committee to be responsible
for dealing with complex customer exit decisions (for
example, where a customer has a business relationship

with multiple business units).
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