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Layering is the second stage of the money laundering process, in which
illegal funds or assets are moved, dispersed and disguised to conceal their
origin. Funds can be hidden in the financial system through a web of
complicated transactions. We will look at the different techniques of
layering in this module including:

e electronic funds transfers
o offshore banks

e shell corporations

e trusts

¢ walking accounts

e intermediaries.

Electronic funds transfers
The use of electronic funds transfers is a common layering technique.

Typically, layers are created by moving money through electronic funds
transfers into and out of domestic and offshore bank accounts of fictitious
individuals and shell companies.

Given the large number of electronic funds transfers daily and the
sometimes limited information disclosed about each transfer, it is often
difficult for authorities to distinguish between clean and dirty money.

Offshore banks
Using offshore banks is a common layering technique.

1. Banana Bank in the United Apple allows for the establishment of
accounts from non-residents. Larry Launder, a non-resident of the
United Apple, has numerous accounts with Banana Bank in the names
of different companies and individuals. Larry is a resident of the
Republic of Watermelon.



2. Funds from illegal activities in the Republic of Watermelon are placed
into Larry’s accounts with Banana Bank using different placement
techniques.

3. Once the funds are placed, Larry Launder instructs Banana Bank to
make various transfers and payments, thereby distancing the funds
from their origins.

Offshore banks are banks that allow for the establishment of accounts
from non-resident individuals and corporations. A number of countries
have well-developed offshore banking sectors. In some cases, these
banking sectors follow loose anti-money laundering regulations.

Offshore banks are popular with money launderers (for layering funds),
tax evaders and corrupt officials. Money launderers also like to keep funds
in offshore banks because their fixed term deposit accounts provide
interest income.

In contrast, a shell bank is incorporated in and authorised to carry out on
banking business in a foreign country, but does not have a physical place
of business or any employees in that country.

Some offshore centres combine loose anti-money laundering procedures
with strict bank secrecy rules. Criminals can easily maintain and transfer
funds from banks in these centres because details of client activities are
generally denied to third parties, including most law enforcement
agencies.

The financial centres that host offshore banks can be very large and help
facilitate many illegitimate cross-border financings. For example, the
Cayman lIslands are estimated to be the fifth largest financial centre in the
world.

Shell corporations
Using shell corporations is a common layering technique.

1. Larry Launder sets up Apricot Trading Co. under the laws of the United
Apple.

2. Apricot Trading Co. opens bank accounts with various banks.

3. Smurfs working for Larry Launder transfer illegal funds to the Apricot
Trading Co. accounts.

4. Apricot Trading Co. transfers these funds to other accounts or invests
them in securities.

A shell corporation is a company that is formally established under
applicable corporate laws but does not actually conduct a business.
Instead, it is used to engage in fictitious transactions or hold accounts and
assets to disguise the actual ownership of these accounts and assets.

Sophisticated money launderers use a complex maze of shell corporations
in different countries. Most money transfers take place through these shell
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corporations. At times, money is transferred through numbered accounts
rather than through named accounts.

To further avoid unwanted attention, money launderers build the
transaction history of the shell corporation so that it looks as if it has been
in business for a long time.

In many countries (particularly offshore banking centres), the reporting
and record-keeping requirements for corporations are quite minimal,
which makes it easy to disguise ownership of the corporation.

In a number of countries, ownership in corporations can be represented by
'bearer shares’. In these corporations, the holder of the bearer share
certificate is regarded as the owner of the shares. This makes it easy to
disguise and transfer ownership.

Trusts
Using trusts is a common layering technique.

1. Larry Launder establishes a business trust by appointing a corporate
trustee and drawing a deed of trust, which names Apricot Trading Co.
as a beneficiary.

2. Larry transfers funds to the corporate trustee and under the deed of
trust, Apricot Trading Co. is empowered to directly use and invest the
funds.

Trusts are legal arrangements for holding funds or assets for a specified
purpose. These funds or assets are managed by a trustee for the benefit of
a specified beneficiary or beneficiaries.

Trusts can act as layering tools because they enable the creation of false
paper trails and transactions. Trusts are principally governed by a deed of
trust drawn up by the person who establishes the trust. Trusts are more
complex to use than corporations, but they are less regulated.

The private nature of trusts makes them attractive to money launderers.
Secrecy and anonymity rules help conceal the identity of the true owner or
beneficiary of trust assets. Also, the presence of a corporate trustee
provides an appearance of legitimacy.

In addition, offshore trusts may contain a 'flee clause’. This clause allows
the trustee to shift the controlling jurisdiction of the trust if it is in danger
because of war, civil unrest or, more likely, the activities of law
enforcement officers or litigious investors and consumers.

Typically, trusts are used in combination with corporations in money
laundering schemes. Trusts are used less frequently than corporations
because of their complexity and their disuse in business transactions.
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Walking accounts
Using walking accounts is a common layering technique.

1. Using shell corporations, Larry Launder sets up three accounts with
three different banks. He provides instructions to transfer all funds
immediately on receipt to one or more of the other accounts.

2. Smurfs deposit cash into the first account. Without the need for further
action, the funds are 'layered' by being transferred to the third
account.

A walking account is an account for which the account holder has provided
standing instructions that all funds be transferred immediately on receipt
to one or more other accounts. By setting up a series of walking accounts,
criminals can automatically create several layers as soon as any funds
transfer occurs.

Money launderers use this layering technique because it is extremely
difficult to detect and money moves very fast through accounts across the
world. Due to these reasons, walking accounts create substantial
investigation hurdles for regulators.

The term 'walking account’ was coined because the money in these
accounts appears to 'walk away’.

Intermediaries
The use of intermediaries is a common layering technique.

1. Larry Launder transfers funds to a special account for client funds
maintained by the law firm Shady & Hustler.

2. Shady & Hustler establishes a shell corporation, Apricot Trading Co.,
which opens various bank accounts. Shady & Hustler now transfers
Larry's funds into these accounts.

Lawyers, accountants and other professionals may be used as
intermediaries between the illegal funds and the criminal. Professionals
engage in transactions on behalf of a criminal client who remains
anonymous. These transactions may include the use of shell corporations,
fictitious records and complex paper trails.

Money launderers like to use intermediaries because they lend credibility
and decrease suspicion. In addition, these professionals generally have
confidentiality obligations to their clients so the risk of money launderers
getting caught is low.

Many countries have realised that criminals are increasingly using non-
financial professionals as intermediaries. To counter these activities, many
countries have included non-financial professionals in new anti-money
laundering legislation.
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Summary

This is the second stage of money laundering. To conceal the illegal origin
of the placed funds and thereby make them more useful, the funds must
be moved, dispersed and disguised. The process of distancing the placed
funds from their illegal origins is known as ‘layering’. At this stage, money
launderers use many different techniques to layer the funds. These include
using multiple banks and accounts, having professionals act as
intermediaries and transacting through corporations and trusts. Funds may
be shuttled through a web of many accounts, companies and countries in
order to disguise their origins.
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Layering techniques quiz

This quiz will test your understanding of layering techniques.
Question 1 — layering

Select the single correct response.

Hayley deposits her illegal funds into her lawyer’s trust account. The
lawyer then acts as an intermediary transferring the funds into several
accounts opened for a shell corporation to assist Hayley in hiding the
funds.

This is:

a) known as layering

b) known as placement
Question 2 — recognising layering

Identify the layering technique used in the following money laundering
scenario.

A Victorian drug ring sets up three companies in a Caribbean country.
Funds are transferred between these companies and then on to other
beneficiaries.

This layering technique is known as using:

a) offshore banks

b) trusts

c) shell corporations

d) walking accounts
Question 3 — recognising layering

Identify the layering technique used in the following money laundering
scenario.

Smurfs working for an illegal French gambling network deposit cash into
numerous accounts. The banks have standing instructions to transfer
funds to other 'numbered' accounts.

This layering technique is known as using:

a) offshore banks

b) intermediaries

c) shell corporation

d) walking accounts
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Question 4 — recognising layering

Identify the scenario that uses the ‘offshore banks’ layering technique.

a) A Middle Eastern accounting firm instructs its correspondent in the Isle
of Man to set up a company for a client and arranges for payment of all
expenses.

b) A corporate and trust management company in the Channel Islands
sets up a trust on behalf of a corporate client who uses the trust to
purchase an office building in London.

¢) A Hong Kong smuggling operation transfers funds regularly to a bank
based in Bermuda and uses these funds to pay for the purchase of
goods and services around the world.

d) Larry Launder's Apricot Trading Co. establishes a subsidiary in the
Republic of Watermelon and transfers funds to this subsidiary.

Question 5 — recognising layering

Identify the layering technique used in the following money laundering
scenario.

A law firm purchases shares in a company based on instructions from a
client and transfers funds from the client’s escrow accounts to the seller as
payment.

This layering technique is known as using:
a) intermediaries
b) shell corporation

c) walking accounts

d) trusts
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Question 6 — recognising layering
Identify a layering technique used in this case.

A drug trafficker uses his illicit money to buy a small shop building. He
pays for the building partly in cash and partly through mortgage financing
arranged by a shell corporation that he controls.

He then sells the building to another shell corporation controlled by him.
No money transfer occurs.

The second corporation then sells the building to an innocent third party
retail business for the original purchase price. The third party pays the
purchase price into the second corporation's offshore account with a
foreign bank.

This layering technique is known as using:

a) cash payment

b) asset conversion

c) intermediaries

d) trusts

e) shell corporations
Question 7 — Layering

Trusts are legal arrangements for holding funds or assets for a specified
purpose. These funds or assets are managed by a trustee for the benefit of
a specified beneficiary or beneficiaries.

Indicate whether the following statement is True or False.

Trusts can act as a layering tool because they enable creation of false
paper trails and transactions?
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Answers - Layering techniques quiz
1.
2.

3.
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a) Correct
¢) Correct
d) Correct
¢) Correct

a) Correct

e) Correct. The third party buyer deposits the funds for the final

purchase of the building into a bank account in an offshore bank.

True — Correct.
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AUSTRAC intends to maintain its Introduction to AML/CTF e-learning application as
an evolving resource to reflect changing patterns of behaviour, legislative
development and the broader Anti-Money Laundering environment. Should you
require further information on the e-learning application, AUSTRAC's operations,
the Financial Transaction Reports Act 1988 (FTR Act) or the Anti-Money Laundering
and Counter-Terrorism Financing Act 2006 (AML/CTF Act), please contact:

AUSTRAC Help Desk via:

help_desk@austrac.gov.au or Telephone 1300 021 037.

© 2007, Commonwealth of Australia

Each cash dealer, reporting entity or other stakeholder may use this material
internally as an educational tool. It may view and use this application solely in the
usual operation of its web browser in visiting the AUSTRAC Site (“the Site”). Except
for this purpose, the material may not otherwise be used, copied, reproduced,
published, altered or transmitted in any form or by any means in whole or part
(except where such use constitutes fair dealing under the Copyright Act 1968
(Cth)) without the prior written approval of the Commonwealth. Requests and
inquiries concerning reproduction and rights should be addressed to the
Commonwealth Copyright Administration, Attorney-General’'s Department, Robert
Garran Offices, National Circuit, Barton ACT 2600 or posted at
http://www.ag.gov.au/cca, with a copy to AUSTRAC.

The Commonwealth accepts no liability in regard to any loss or damage suffered by
you resulting from a loss of service, malfunction, computer viruses, or any other
cause connected with your use of the Site.

The information contained in this application is intended only to provide a
summary and general overview on these matters. The Introduction to AML/CTF e-
learning course is not intended to be comprehensive nor does it constitute legal
advice. AUSTRAC may from time to time amend legislative instruments under the
legislation it administers and this may impact on the form and content of the
Introduction to AML/CTF e-learning course. The Introduction to AML/CTF e-learning
course contains statements of policy that reflect AUSTRAC’s administration of the
legislation in performing its statutory functions. The Commonwealth accepts no
liability for any loss suffered as a result of reliance it. AUSTRAC recommends that
cash dealers, reporting entities and other stakeholders should obtain their own
legal and/or technical advice on matters arising from the AML/CTF Act, the FTR
Act, regulations and/or the published Anti-Money Laundering/Counter-Terrorism
Financing Rules (AML/CTF Rules) tailored to the cash dealer, reporting entity or
other stakeholder’s specific circumstances, prior to making any decisions. The
information contained in the Introduction to AML/CTF e-learning course is current
as at the version date.

Your use of this application does not relieve you of any obligations you may have
under any legislation, subordinate legislation, rules, requirements or standards,
including but not limited to the AML/CTF Act and the FTR Act.

Cash dealers, reporting entities and other stakeholders using this application
should be aware of any obligations they may have under the Privacy Act 1988
(Cth). These obligations could include a duty of confidentiality to their customers
and not using personal information for an improper purpose. Further information
regarding privacy obligations can be obtained from the Privacy Commission via
www.privacy.gov.au or telephone 1300 363 992. Click here for AUSTRAC's
privacy statement.
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